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PLENARY TALKS

CETEBAJ BE3OITACHOCTbDb CPEJACTBAMU MAPLHIPYTU3ALINUA:
ITPOBJIEMBI 1 PEHIEHUA

A.B. Jlememiko, M.A. EBiokumenko, A.C. Epemenko
XapbKOBCKHMM HALIMOHAJILHBIN YHUBEPCUTET PAAUOIIECKTPOHUKH, XapbKOB, Y KpanHa
e-mail: oleksandr.lemeshko@nure.ua, marina.ievdokymenko@nure.ua,

oleksandra.yeremenko@nure.ua

Obecneuene HPOPMALMOHHOMN OE30MTACHOCTH CTPAHBI SABIISETCS BAXKHOM rOCy1apCTBEHHON
poOJeMOH, pelieHue KOTopoi TpeOyeT MakCHMMajJbHOW KOHIIEHTPALMU CHJ M CPEACTB Ha BCEX
JTanax, CBSA3aHHBIX C (OPMHpPOBAHUEM, Iepefauyeil/mpuemMoM, XpaHEeHHEM, O0O0pabOTKOM,
oTOOpaKEeHHEM H JaKe YHHUYTOKeHHEeM nH(popmanuu. B mocnennee Bpems Bce 00bIe BHUMAHUS
YAENSETCS UMEHHO TPOOJIEMaTHKe 00CCIICUeHUsI CeTEBOM 0OE30MacHOCTH, KOorja OOBEKTOM aTakK H
KOMIIPOMETAIMM NepeJaBaeMbIX COOOLIEHUN CTAaHOBUTCS KOMMYHUKAaLMOHHOE 0OopynoBaHue [3],
[5]. IMeHHO pa3HOTUIIHBIE U B3aMMOJOIIOJIHAIOIINE OPraHU3alMOHHBIE, COLUAJIBHBIE, TEXHUYECKHE
(anmapaTHble M MpPOrpaMMHBIE) MEpbl U CPEACTBA JIOJKHBI O0ECIEUMTh HaJUIekKallUld ypOBEHb
Oe3omacHOCTH HMH(OPMAIMK, TEepeaBaeMOil B COBPEMEHHBIX TEIEKOMMYHHKAIIMOHHBIX CETSX
(TKC).

JlocTaTrouHo JAEWCTBEHHBIM CpeACTBOM obecneueHus: ceteBoil OesomacHoctd B TKC
SBJIAIOTCSL MPOTOKOJBI MapuipyTu3anuu. VIMEHHO OHM JIOJKHBI OOECNEeYUTh MPOAKTUBHYIO U
PEaKTUBHYIO 3alllUTy CETH Ha OCHOBE cOOpa 1 aHain3a HHPOpPMAIUU O €€ COCTOSIHUU. B TO ke BpeMs
IIPOTOKOJIBI 6€30IaCHOM MapIIpyTH3aIMH, KPOME NMPUBBIYHBIX JAHHBIX O COCTOSIHUU CETH, JOJKHBI
IIPOrHO3UPOBATh U OLIEHUBATh 3HAYCHHE KIIFOUEBbIX MOKa3aTesae 6e301MacHOCTH KOMMYTAI[HOHHOTO
u cepBepHoro obopynoBanuss TKC, ypoBeHu ux ys3BUMOCTH U Kommpomerauuu. C 3Toil 1enbro
MaTeMaTHYeCKOoe M aJlrOpUTMHUECKOoe obecreueHrne nmpoTokosnoB Mapuipytuzanuu B TKC nomxHO
OBITh YCOBEPIIEHCTBOBAHO U PACIIMPEHO IO/ HOBBIE YCIOBHUS M 33J1auH, CBA3aHHBIE C 00ecIIeYeHnEeM
3aJJaHHOTO YPOBHsI CETeBON OE€30MaCHOCTH.

B 3aBucuMocTH OT epeuHs U coaepKaHus TpeOOBaHUM, KOTOPbIE IPEIBIBISIFOTCS K YPOBHAM
ceTeBoil Oe3omacHocTd u QOS, MapHIPyTHU3UPYIONIHME PEIICHUST MOTYT JOCTATOYHO CHIIBHO
paznmuuatbess  [1]-[7]. TlepBas Oompinas Tpynma pemeHMH TOCBSIIEHA MapLIpyTU3alUU
koH(puaeHImansHbIX coobmenuii (KC) c ucnonszoBanuem, Hapumep, mexanuzma SPREAD (Secure
Protocol for Reliable dAta Delivery) [2]. B ero ocHOBY 1osi0eH NPUHIUI IIOPOTOBOTO pa3AeNeHus
KC B cootBercTBHM c BhIOpaHHOM cxemoit [llamupa Ha oTnenbHbIE (PparMeHThl (YacTH), KOTOpPhIE B
nanpHelmem nepenatorcss B TKC k mosydaTento mo MHOXKECTBY HeINepecekarounuxcsa myreil. B
pabote [6] mpenyoxeHbl pelieHHsl M0 ycoBeplieHcTBoBaHHMIO MexaHu3ma SPREAD, B pamkax
KOTOPBIX JTOMYCKAEeTCs ONpEAeIIeHHbINM XapakTep nepeceyenus nyred B TKC, uro conpoBoxaercs

yIydllleHueM IoKazateseii cereBoil OezomacHoctu npu nepeaaye KC. 3akoH (cxema) pasneneHus
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cooOmieHnss Ha (parMeHTsl B OOIIEM Cllydyae MOXKET OBITh M3BECTHA 3J0YMBIIUICHHUKY, HO
CKOMIIPOMETHPOBATh KOH(PHJICHIMATIBHOE COOOIIEHHE OH CMOXET TOJIBKO TOrJa, Korna
CKOMIIPOMETHPYET BCE HCIHOJb3yeMble MyTH. [loaTOMYy ypoBeHb ceTeBOil 0€30IaCHOCTH B 3TOM
Cllyyae IMOJIHOCTBIO 3aBUCUT OT KOJIMYECTBA U O€30IIaCHOCTH IYTEH, UCIONb3YeMBbIX Ul JOCTABKH
¢parmentos KC.

Bropas rpymma pemenuid mo Oe3omacHoW Mmapuipytuszanuu [4], [7] ocHoBaHa Ha
UCIOJIb30BAHUU COOTBETCTBYIOLIMX MAapLIPYTHBIX METPUK, KOTOpbIE, B OOIIEM Cilydae, JOJIKHBI
YYUTBIBATH MHOKECTBO I0Ka3areseii cereBoit 6e3omacHocTr (Network Security, NS) kananoB cBs3u
u mapuipyruzatopoB TKC. Tak, B pabore [7] mnst pacuera mMapuIpyTHBIX METPUK HCIOIb3YIOTCS
BBIPOKEHUS, XapakTepusymolue puck wuHpopmanuonHoi Oe3onmacHoctu snemenToB TKC B
cooTBeTcTBUM ¢ pekoMeHaauusmMu NIST, yuntsiBas yObITKM OT HapylI€HUS KOH(QUAECHINATLHOCTH
U LEJOCTHOCTH HH(pOpMalKU, JOCTYIHOCTH CETEBOr0 pecypca B Cilydae HCHOJIb30BAHUSA
MMEIOIINXCS YSI3BUMOCTEH, a TaK)Ke MIOKA3aTENN CII0KHOCTH MCIIOJIb30BAHMS YSI3BUMOCTEH Ha y3J1ax
CeTH M JOCTyNa K CETEBBIM DJIEMEHTAaM W CETH B IIEJIOM BCIIEACTBUE HCIOJIB30BAHUS YKa3aHHBIX
ya3BUMOCTe. MeTpudeckuid IMOJIXOA MCIONb3YyeTCs U IpH  OpraHu3aluu  Oe3omnacHon
MapuipyTU3aluyd MYJbTUMEIUNHBIX IOTOKOB IIaKETOB, T.€. KOI/a, HalpUMep, HEoOXOIUMO
obecrieunth s mepeaaBaemoir B TKC ayanoBu3yanbHOH WH(GOpMAIMK BBICOKHHA YPOBEHb M
kayectBa oocimyxuBanus (Quality of Service, QoS), u cereBoii 0ezonacHocTH. OCHOBHOM Hay4yHOH U
NPUKIIAIHOM 3a/1aueii Tora CTAHOBUTCSI TIOMCK MOJIesIeil KOMIO3UTHOTO y4era nmokaszareneir NS/Q0S
[4].

Tpetpst rpynma pemieHui, Kacalomascs MapIIpyTHU3allui IOTOKOB IAKETOB C IEJBIO
noBsieHus okaszareneit NS/Q0S, ocHoBana Ha peanusaiu npuniunos Traffic Engineering (TE)
[1]. IIpu sToM OamancupoBka Harpy3kd B TKC mpoMCXOOUT C y4eTOM HeE TOJBKO CETEBBIX
MapaMeTpoB, KOTOPBIE XapaKTePH3yIOT YPOBEHb €€ KadecTBa OOCITY)KUBaHHS, HaIpuMep,
MPOMYCKHYIO CIOCOOHOCTB, HO U YPOBEHb CETEBON 0€30MaCHOCTH — BEPOSTHOCTh KOMITPOMETAIHH
y3JI0B U KaHaJIOB ceTu. B pamkax pemenuii Secure TE 3anoxkeHa BO3MOXKHOCTh PEryJIMpPOBATH
4yBCTBUTEIILHOCTh ITOTOKOB MTAKeTOB K nmokaszaressim NS/QOS, Tak kak HepeaKo MOBBILICHHE YPOBHS
CeTeBOl 0E30IMACHOCTH OTPHUIIATEIHFHO CKa3bIBAaeTCs Ha Mmokasarensx QoS.

TakuM 006pazoM, B 3aBUCUMOCTH OT OCOOEHHOCTEH CTPYKTYpPHO-(PYHKIIMOHAIBHO TOCTPOECHHUS
TKC, ee cocTosiHUS U 3arpyKEHHOCTH, TpeOoBaHUIl oTHOCUTENbHO YpoBHEH NS 1 Q0S Ha mpakTuke
MOTYT HCHOJb30BATHCS PA3JIMYHbIE TMOAXOAbl K OpraHu3alMd IPOLECCOB  Oe30MacHOM
MapuIpyTu3anuu. Pa3HOTHITHEIE MaTeMaTHYeCKHe MOJIENTM U METOJIbI O€30TaCHON MapIIpyTH3aIuu
MOTYT OBITh TIOJIOKEHBI B OCHOBY &JITOPUTMHUYECKO-TIPOTPAMMHOTO 00ECTICYeHHST MapIIPyTH3aTOPOB
TpaauoHHbIX IP/MPLS-ceteli, cepBepoB WM KOHTPOJUIEPOB MapIIPyTOB B MPOTrPaMMHO-
KOH(HUTYPUPYEMBIX CETAX, peau3ysach B (hopMe MepCIeKTUBHBIX MPOTOKOJIOB MapIIpyTU3AIUH.

KawueBble cjioBa: cereBas 0€30MaCHOCTh, MapIUIpyTHU3alus, OalaHCUPOBKA HArpy3KH,

TCJICKOMMYHHUKAIIMOHHAA CETh, YA3BUMOCTh, MCTPHUKA.
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Network security by routing means: problems and solutions
An overview of the main solutions related to secure routing in telecommunication networks
is carried out. The review covers theoretical approaches based on optimizing secure routing processes
associated with implementing the SPREAD mechanism, the metric approach, and the principles of
Secure Traffic Engineering. The analyzed solutions can form the basis of promising routing protocols
in traditional and software-defined networks.
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CHALLENGES AND OPPORTUNITIES IN CRYPTOGRAPHY: LATTICE-BASED AND
CODE-BASED CRYPTOGRAPHY IN THE QUANTUM ERA WITH FORMAL ANALYSIS

Sedat Akleylek
Department of Computer Engineering, Ondokuz Mayis University, Samsun, Turkey
e-mail: sedat.akleylek@bil.omu.edu.tr

Cryptographic techniques are necessary to provide information security concepts such as
confidentiality, integrity, authentication, non-repudiation. In other words, cryptographic techniques
are the most important components for the realization of secure communication. There has been a
rapid development in public-key cryptography in recent years. In parallel with this development,
cryptanalysis has been developed for the protocols (algorithms) and algorithms with polynomial time
(or close to) runtime have been developed to show that these systems are not secure. The most
outstanding of these developments is the work that solves the factorization and discrete logarithm
problem proposed by Shor in 1997 on a quantum computer in polynomial time. Therefore, when
guantum computers emerge, public key cryptosystems such as RSA, DSA, ECDSA, Diffie-Hellman,
which are now known to be secure and rely on hardness of factorization and discrete logarithm
problems, will be insecure in quantum era. Then, there is a huge demand for new cryptographic
protocols based on hard problems that cannot be solved with quantum computers for the operations
performed with them (encryption, especially key exchange and signing). These systems are called
post-quantum cryptographic protocols. Post-quantum cryptography can be grouped into five main
groups: code-based, hash-based, multivariate cryptography, isogeny< and lattice-based.

Quantum computers are an active field that has been studied for a long time. A company called
D-Wave has announced that it produces quantum computers and sells them to various institutions. In
this context, it is thought that research on post-quantum cryptography is very important. All systems
whose hardness are based on the factorization and discrete logarithm problems are threatened by
quantum computers. According to the algorithm proposed by Grover in 1996, the security level of
symmetric ciphers is approximately half with quantum computers. When quantum computers are
evaluated in terms of conflict finding, no effect on the security of hash functions has yet been found.
However, it has been shown that the level of security is reduced to approximately half that of
symmetric ciphers.

Quantum cryptography is based on applying quantum mechanics and cryptographic
techniques suitable for this structure. A solution has been presented to the key sharing/exchange
problem with quantum cryptography, which requires a special infrastructure. Post-quantum
cryptography, on the other hand, includes cryptosystems that can be used in today's information and
communication technologies, based on mathematically hard problems, and do not require any special
application/implementation platform. With post-quantum cryptosystems, secure solutions have been
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found for public key encryption, electronic signing, hashing and key sharing problems in quantum

era.

The roadmap to be followed for the design of cryptographic algorithm/protocol and

architecture resistant to quantum computers can be summarized as follows: The points to be
considered here can be summarized as general algorithm design, parameter selection for different
security levels, and updating algorithms that will allow these platform-specific algorithms to work
efficiently.

a)

b)

d)

f)

Finding hard problems that are resistant to quantum computers: Mathematically hard
problems that are resistant to quantum computers are in the class of NP-Complete or NP-Hard.
These problems can be exemplified as finding the solution of the set of quadratic equations
on a finite field, finding the shortest vector on the lattice, finding the closest point to a given
point in the lattice, learning problems with errors, finding the code with the desired properties,
finding overlap for hash functions. These problems have been identified in the literature and
studies on their difficulties continue.

Cryptosystem/Cryptographic protocol design based on the selected hard problem: There
are many protocol proposals for post-quantum cryptography in the literature. Standardization
studies have started for some of these: Criteria for selection of public-key cryptographic
algorithms for quantum-safe hybrid cryptography, Quantum-Safe Hybrid (QSH) Ciphersuite
for Transport Layer Security (TLS) version 1.3, XMSS: Extended Hash-Based Signatures,
P1363.1: Standard Specifications for Public-Key Cryptographic Techniques Based on Hard
Problems over Lattices, Hash-Based Signatures. Various algorithms have been proposed for
signing and encryption in these standard proposals, which are in the draft stage. There are
many open problems on this subject and research and development studies need to be done
on it.

Theoretical and practical implementation of the security analysis of the designed
cryptographic algorithm/protocol

Performing security analysis operations in the architecture to be used: During the
operation of the selected algorithms and protocols on different architectures or devices,
various insecurities may arise about the exposure of extra information and the vulnerabilities
of the system by using them. Examination of these in detail is an open problem in the
literature.

Determining algorithm/protocol parameters for different levels of security
(Confidential, Top Secret, etc.) and verifying their security analysis: One of the open
problems in the literature is how to generate parameters for different security levels. The issue
of parameter generation for the selected algorithm/protocol needs to be studied in detail.
Making necessary updates on the operation of the algorithm in accordance with the
target platform: Since cryptographic algorithms are designed for general structure (excess
system resources), it may not be possible to run these algorithms on some platforms.
Therefore, there is a need for algorithm design that will allow efficient working on the selected
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platform. Since these will be different for each system, they are considered important in terms

of efficiency.

Lattice- based and code-based cryptosystems have received much more attention during NIST
Post-Quantum Cryptography Project. Moreover, the cryptosystems based on these have selected for
the third of NIST Post-Quantum Project. Security analysis of this protocols needs much more
attention. Then, formal analysis has an important role for the security analysis. There are automated
tools for the security analysis of cryptographic protocols. However, due to the special structures of
lattice-based and code-based cryptosystems, modifications and updates of these tools should be
studied. Then, to give a chance to the researchers is needed for post-quantum cryptographic issues.
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SECTION TALKS

Al APPROACHED DYNAMICALLY DETECTING SECURITY THREATS AND
UPDATING A SIGNATURE-BASED IDS’S DATABASE IN NGN
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!Baku Engineering University, Khirdalan, Azerbaijan
2Azerbaijan Technical University, Baku, Azerbaijan
e-mail: geliyeva@beu.edu.az, mehran@aztu.edu.az

Abstract. Cyber-attacks threatening the network and information security have increased,
especially during the current rapid IT revolution. Therefore, a monitoring and protection system
should be used to secure the computer networks. Intrusion detection system (IDS) is one of the most
important security systems on the market. IDS is a system that can then be used to monitor network
traffic and display alerts for illegal activities or illegal access to the network. IDS is divided into three
main types: signature-based IDS, anomaly-based IDS and a mixture of both. Automatically updating
the attack list to overcome new attack types is one of the main challenges of signature-based IDS.
Most IDS (by network administrators) or websites that use newly detected attack signatures to
manually or remotely update their databases. This article proposes a new Al model that uses a filter
engine that functions as a second IDS engine to update the attack list by Al and automatically. The
results show that using the proposed model can improve the overall accuracy of IDS. The proposed
model uses an IP-Factor(IPF) and Non-IP-Factor(NIPF) blacklist that can automatically detect the
threats and update the IDS database with new attack features without manual intervention, as well as
define new attack features based on similarity.

1 Introduction

Due to the popularity of technology, Internet (WAN) and Local Area Networks (LAN) in the
past decades, the number of security attacks has been growing and developing rapidly, more than
detection and defense. This can violate the privacy, integrity, and availability of computers and
networks when changing critical data and disabling critical services. Even with the most advanced
protection systems, computer systems are not highly (more than 96%) secure. Many companies have
purchased security systems to protect from possible computer and network attacks, including
firewalls, antivirus software, intrusion detection systems, access control and encryption mechanisms
[1]. Each of these mechanisms has disadvantages and deficiencies. For example, firewalls serve only
against unauthorized data transmission. They do not provide anti-virus, anti-malware, or anti-spyware
functions. Intrusion detection software cannot process encrypted software packages. Installing and
running antivirus software can take up too much computer memory and hard disk space, resulting in
slower computer speed. The disadvantage of these security mechanisms is that intruders can be used,
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so they must be confused. Although IDS can be used with the Help of a firewall in a network, these
two tools should not be considered as the same tool [2].

In fact, new types of attacks can be carried out through many security systems, including IDS and
firewalls. Therefore, a strong, fast and reliable IDS is urgently needed to manage and protect
computers and networks from such events. In 2016 setting the appropriate frequency threshold levels
for updating the database of known attack signatures and detecting intrusion detection is the biggest
problem facing SIDS. On this basis, a unified algorithm (CA-NIDS) that uses three databases to
enable SBS to use a unified algorithm, attack signature database, new attack database, and normal
traffic database.

They chose a combination algorithm for the analysis engine, used 12 thresholds to sort the
matching score values below the intrusion threshold and entered classification values greater than or
equal to the intrusion threshold value. general. In this article, we propose a new model that uses
multiple smaller databases to install a filtering engine to detect new attacks after the IDS engine
function [3].

2 Challenges and contributions

One of the main challenges discussed in this article includes a large number of signatures in
the IDS database. Therefore, these small signature databases can improve and improve the
performance of the signature-based IDS, as software packages need to match fewer signatures but a
huge database can decrease the performance and efficiency. When IDS is exposed to a large amount
of network traffic that exceeds its monitoring potential, all it can do is drop the packets. Therefore, it
may miss dangerous attacks. Another challenge is to increase the performance of the proposed model.
Model solves this problem by distributing complementary databases and small databases by protocol
type to improve performance and reduce the time spent in the matching process. Another challenge
is to detect new attacks, since the signature-based IDS cannot detect unknown attacks. Therefore, the
database is not updated, making it easy to attack the network and override the IDS. Therefore, the
proposed model solves this challenge by proposing a filtering engine as a double check after the IDS
engine, updating the complementary database and small database, and automatically updating without
manual intervention without new intervention signatures.

Another challenge is how to measure the similarity between the new packaged signature and
the signature stored in the IDS database. The proposed model addresses this problem based on IP
blacklist factors and source IP, target IP, packet load, and many features of the protocol used to detect
new attacks. Another challenge is how to determine an appropriate similarity threshold without
affecting IDS performance. The proposed model solves this problem by using many similarity
thresholds and evaluating its output. The last challenge is how to determine the right priority between
the similarity between IP elements and blacklists [4].

3 Suggested solutions

The proposed model has been inspected, analyzed and developed to process large signature
databases, detect new attacks that are not stored in the IDS database, and then dynamically update the
IDS database with new attack signatures, thereby improving the performance and accuracy of
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IDS. The proposed model will solve many issues not covered in previous studies, such as detecting
new attacks with signatures not stored in the IDS database and automatically updating the CDB and
small database with new attack signatures without new attack signatures. It identified and developed
previous work on large IDS database problems.

The component of the proposed model is the IDS engine, which is a CDB that stores all rare
signatures and is distributed to three small databases based on protocol type (TCP, UDP and ICMP).
This protocol type is the most commonly used signatures (TCP, UDP and ICMP). It is distributed to
three small databases according to the filter engine and update engine. The purpose of the IDS engine
is to capture incoming data packets, process them beforehand and sign them, and then match the
extracted signatures with signatures stored in the signature database by Al.

If there is a match or Al detect an unknown activity, the engine sends a warning, logs the
warning, and blocks this package. Otherwise, the packet will be rechecked by the filtering engine
based on two factors (similarity and IP blacklist)[5].

The different stages shown in the flow chart above will be described in detail below.

= IDS Engine Stage.

= Training Stage: 1- Collect the ready-to-use attack feature dataset with 12,000 different attack
features.

Using the previous dataset, create two additional databases as follows:

= First database containing the most frequent signatures occurring during the dataset, called the
frequent signatures database (FSDB).

= Second database containing the rest of the signatures occurring during the training stage,
called the complementary database (CDB).

The first database that contains the most common signatures that appear in the dataset is called
the Favorite Signature Database (FSDB). The second database, called the complementary database
(CDB), contains other signatures that appear during the training phase. 3- Signatures in the CDB and
FSDB are distributed to smaller databases according to the type of protocol signed, that is, the CDB
is distributed to these three small databases:

= The TCP database contains all signatures that use the TCP protocol.

= The UDP database includes those that use the UDP protocol All signatures. FSDB is
distributed in the following three small databases:

= The TCP database contains all signatures that use the TCP protocol. UDP database contains
all signatures that used the UDP protocol.

= ICMP database contains all signatures that the used ICMP protocol.

4 Similarity factor with Al

The filter engine uses this factor to measure the similarity between the signature of the new
package and the stored signature, based on four factors: the source of the new package, the destination
IP, the package load, and the package using the new protocol. Each property is assigned a default
value (score = 0). If the newly packaged signature matches one of these functions, the value (score)
changes from 0 to 20 and the match rate is more than 25%. The remaining attributes will be checked
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in the same way to determine the final value of the score and will then be compared to the determined
similarity threshold. If there is no match, the filtering engine will measure the similarity between the
newly wrapped signature and the stored signature based on the determined similarity threshold (only
the performance of the model using the same protocol with the new packaging to match the stored
signature). To reduce and improve pairing time). If there is a similarity (score> = set threshold), the
new package will be blocked and automatically updated with the CDB signature, IP blacklist and the
IP of the new package. If no similarity is detected, the new packet is clean and can safely pass through
the target network. When the signature of the new data packet passes through the IDS engine, the
filtering engine first starts working to carefully check the IP of the new data packet using the IP
blacklist. If there is a match, this package will be blocked and automatically updated with the CDB
signature [6],[7].

Conclusion

This paper first emphasized the motivation to write this article. Then he introduced his
challenges and contributions. Then, the proposed model is designed and output. This article describes
how IDS performs when deploying large databases to smaller databases. As for the contribution of
this article, the proposed solution provides detection of new attacks with unknown IDS signatures.
This solution usually connects to a filtering engine that uses two factors to detect new attacks. <br>
<br> <br> Four similarity factors based on the measure of similarity between the characteristics of
the signature and the stored signature of a new package: the source of a new package, the IP target,
and the data packet load of a new package.

Keywords: Intrusion detection, signature-based, anomaly-based, traffic, artificial
intelligence.
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METO/I CPABHEHUSI CHHEKTPOB WI-FI YCTPOUCTB IJI51 UX HAEHTU®UKAIIAN
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Meronsl unentudukanuu nons3osareneit 8 Wi-Fi cetsix xopomo ussecthsl. K coxanenuto,
METOJIbl «B3JIOMay», MOXUIICHUSA, HMMUTALMU JaHHBIX, HAa OCHOBAaHUU KOTOPBIX MPOUCXOAUT
UACHTUDUKAIHS, TAKKE XOPOIIIO U3BECTHBI U IOCTYITHBI 3JI0yMbIIIICHHUKaM. [1o aToit mpuunne Wi-
Fi cetn ocraroTcst HeOE30MaCHBIMU C TOYKH 3PEHUS YA3BUMOCTH K Pa3IMYHBIM aTaKaM.

B pa6ote [ 1] aBTOpamu npeiaraetcs Metoa uaentudukaiuu Wi-Fi ycTpoiicTB, OCHOBaHHBIM
Ha CpPaBHEHUHU CIIEKTPOB WX u3iaydeHus. Kak mokaszanu mpoBeAEHHBIE HCCIEIOBAHMS, CHEKTPBI
paznmuubiX Wi-Fi ycTpo#CTB B 11€710M COOTBETCTBYET TUITOBOMY HIAOJIOHY, HO IIPHU 3TOM UMEIOT CBOU
0COOCHHOCTH, KOTOpPhIE MOTYT OBITh HCIOJNB30BaHbl A uaeHTUukauuu. [Ipumeps! criektpos 4

Pa3HbIX YCTPOUCTB MPHUBEACHHI HA pHC. 1.
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Pucynox 1. Criektpsl 4etbipéx paszaudnbix W-Fi ycrpoiicts

Kax BUHO 13 pUCYHKOB, CIIEKTPBI PA3IMYAIOTCS 1K€ BU3yalbHO. B npepnaraemoM aokiaje
paccMaTpuBaeTCs METOJl, KOTOpPBI TO3BOJSET OIEHUTh pa3iauuus B 1udpoBoil dopme u
chopMyTUpPOBaTh KPUTEPHM OMIPEACIICHUSI €T0 MPUHAJICKHOCTA TOMY UM HHOMY YCTPOUCTBY. JlJis
aHallM3a CIeKTpa NpeIaracTcsl WCIOIb30BaTh CIIEKTPaHAIH3ATOP, CIIOCOOHBIM paboTaTh B
COOTBETCTBYIOMIEH monoce 9acToT (2,4 winu 5,1 I'T) ¢ marom mo gactore He Oonee 2 kI 11, KOTOPBIi
JOJDKEH OBITh pasMeéH Ha Touke goctyna (T/]). CroxxHOCTh 3a1a4u CpaBHEHUSI CTIEKTPOB COCTOUT
B TOM, YTO Ha WX (JOPMY MOTYT BIUSATH B3aUMHOE PACIIOJIOKEHNE aHTEHH YCTPOMCTBA, MOITHOCT,
KOTOpasi MOKET aJalTUBHO MEHATHCS B 3aBUCUMOCTHU OT JaibHOCTH 10 T/l, a Takxke Bo3aeicTBHE
myMa U moMex. OTH (PakTOpel MOTYT MeEUIaTh BBISABICHUIO WHIUBUAYAIbHBIX OCOOCHHOCTEM

CIICKTPOB, ITIOOTOMY HUX BIIUSAHUC HCO6X0}II/IMO YUUTBIBATE.
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B xone uccnenoBanuii ynanoch yCTaHOBHUTH, YTO W3MEHEHUE YPOBHSI CUTHAJIa MPUBOIUT
TOJILKO K M3MEHECHHIO CPEJHETO 3HAUCHUS CHEKTPAIBHBIX OTCYETOB, YTO MOMKET OBITH YYTCHO
no0aBieHreM (WM BBIYUTAHHEM) IOCTOSHHOM cocTaBismomend. UTo ke KacaeTcs BO3MOXKHOIO
MOBOPOTA YCTPONCTBA, TO U3MEHEHHUE (DOPMBI CIIEKTpa MPHU ITOM OKa3bIBAETCS HECYIIECTBEHHBIM U
HaXOJUTCS B Mpeiesiax OMpeneIEHHOro TOMYCKa, KOTOPBI MOKET OBITh HAWJIEH JUIS KaXJI0H Maphl
CPaBHUBAEMBIX CIIEKTPOB.

Jlst periienust 3anauu uneHtudukarmu Wi-Fi yeTpoiicTBa 1o ero CrekTpy HaMu MpejiiaraeTcs:

1) B uaeanbHBIX YCIOBUAX (B OTCYTCTBUU IOMEX U MPHU PUKCUPOBAHHOM paccTtosiHuu ot T/1)
CHSITh CIEKTPAJIbHBIC XAPAKTEPUCTUKU KaXKJIOTO M3 YCTPOMCTB, KOTOPHIE MOTYT MOAKIIOYATHCSA K
nanHoi T/ B pa3HBIX MOJOKEHUSIX;

2) COXpaHUTh YKa3aHHbIE XapaKTEPUCTUKHU B BUJIE IAOIOHOB, «cBsA3aB» nx ¢ MAC-agpecamu
COOTBETCTBYIOIIMX YCTPOMUCTB;

3) B mpomecce HIACHTH(PUKAIUU HEOOXOIMMO BBIYHCISATH CPEIHUN KBaapaT pPa3sHOCTH
CHEKTPaJIbHBIX OTCYETOB CUTHAJIA, MPUHUMAEMOTO OT HUACHTU(UUIHUPYEMOTO YCTPOWMCTBA M €ro
mrabJIoHa;

4) B ciyd4ae, €cnu 3HAYEHHE CPEJHEro KBajpaTa Pa3HOCTH MPHHITOrO U IAOIOHHOTO
CIICKTPOB HE MPEBBIIIAIOT TOPOTOBOTO 3HAYCHUS, MOYKHO pa3peniath paboTy JaHHOTO YCTPOMCTBA B
ceTd. B ciyuae npeBbliieHus Mopora ycTpoicTBO clieAyeT OJI0KUPOBATh, IIOCKOJIBKY 3TO MOXKET ObITh
MPU3HAKOM aTakH Ha ceThb ¢ noaMenoit MAC-aapeca.

[TonydyeHHble B XOJI€ 3KCIEPUMEHTAJIBHBIX WCCIICIOBAHUN 3HAYEHHS MTOPOTrOB HAXOMSTCS B

npenenax 1...2 ab, yTo BUIHO U3 puc. 2.

I:::I O,IIHOTI/IHHLIS YCTpOﬁCTBa B OJMHAKOBBIX ITOJTOXKCHHUAX

O,Z[HO 1 TO XKC yc’[pOﬁCTBO B Pa3HBIX MMOJIOKCHUAX
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PucyHoxk 2. 3Ha4eHNs CpeiHUX KBAaPAaTOB PA3HOCTH CIIEKTPAIBHBIX OTCUETOB

Karwuesbie ciioBa: 6e3omacHocts Wi-Fi ceTeld, criekTp curHana, uaeHTH(GUKAIHSL.
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The comparison method of the Wi-Fi devices spectra for their identification

Theses is about the method of comparing the spectrum of the signal received from the wi-fi
device with its template, which allows to identify the device and to detect the hacker attacks attempts
on the Wi-Fi network.

TOHSILDO KiBERTOHLUKOSIZLIiK PROBLEMLORININ iCMALI

B. 9zizov!, E. Hasanov?, A. Pasayev!
LAzarbaycan Universiteti, Baki, Azorbaycan
2Azorbaycan Respublikasi Prezidenti yaninda Dévlot Idaragilik Akademiyasi
e-mail: bahram.azizov@au.edu.az, elgafgas@yahoo.com, asif.pashayev@au.edu.az

Klassik informasiya texnologiyalari ixtisaslari ilo yanasi miasir amok bazarinda «Kiber
tohliikasizlik» ixtisasina tolobat getdikca artir. Demak olar Ki, har hansi bir dévlst qurumu va ya 6zal
sirkatin strateji informasiya resurslar1 bazasinin qorunmasi tigiin informasiya tohliikasizliyi on vacib
problem va asas vazifadir. Bu istigamotdoa tohsil alanlar verilonlor bazalarini saxlama metodlarini,
soboko foaliyyatini izloms tslublarini, molumatlari qorumaq prinsiplorini, haker hiicumlarini dof
etmok iiciin texnologiyalar1 dyronirlor. Umumiyyatlo, ABS vo Avropadaki miiasir universitetlordo
asas fonlar bunlardir: kompiiter tohliikasizliyi, soboka tohliikasizliyi, reagamsal mohkama ekspertizasi,
tohliikasizlik sistemlarindoaki risklorin idarsedilmasi va Kiber cinayatlorin arasdirilmasi.

Talabalar hansi proqramlardan va terminologiyalardan istifadas edirlar?

Kiber Tohliikasizliyi Oyronarkon tolobolor asagidakilardan istifado edir vo Gyranirlor:
ENCASE; Nessus paketlori, MetaSploit, Kali Linux, OpenSSH, SSL va s. Talobolor davamli olaraq
gortinan va yenilonan an yeni va inkisaf etmis proqrami dyranir va istifads edirlor.

Cyber Security, omok bazarinda aktuallig1 vo tolobi zamanla artan miiasir bir pesadir. Bu
peso lizro ABS kimi bir 6lkado belo son doraco yetkin miitoxassis ¢atismazligi var. ABS-da vo
diinyanin biitiin on bdyiik IT sirkotlori (Facebook, Google, Pixar, Twitter, IBM, eBay, Amazon),

davamli olaraq miivafiq pesalorini genislondirarak bu peso iizrs isgilor gotiiriirlar.

Rosmi statistikaya goro ABS ©mok Statistika Biirosu, CIS (Beynalxalg Moktoblor Surasi)) vo
Comodo Internet Tohliikesizliyi iscilorinin orta omok haqqr 2017-ci ilds ilds 160.000 ABS dollarimni
kegdi! Yalniz bir nisbi dar ¢orgivods olan "kiber tohliikasizlik" ixtisasi tigiin 2021-ci ilodok is say1
eyni ABS Statistika Biirosunun prognozuna gors 210.000 olacaqdir!

Cox spesifik olmagq iiciin IKT tolobalori asagidaki soristolors sahib olmalidirlar:
- peso foaliyystindo yaranan problemlarin mahiyystini miioyyanlosdirmok, elmin imumi
qanunlarindan istifads etmok Vo riyazi aparati informasiya peso tapsiriqlart sahasinds totbiq
etmak;
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- informasiya resurslari vo infrastrukturlarin konar miidaxilolordon qorunmasi iig¢lin hiiquqi,
toskilati, aparat vo program tominati sahasinds nazari bilik vo praktik bacariglara yiyslonmak;

- miasir comiyyatds, informasiya texnologiyalarinin tatbiginds, miixtalif monbalards va global
kompiiter sistemloarinds hadofli molumat axtarisinda moalumatin mahiyyatini vo shamiyyatini
basa diismok;

- pesa sahasinds hiiqugi maslohatlordan istifads;

- ganuni oasaslar, inzibati va texnoloji tatbigetms va igtisadi somaraliliyi nozars alaraq, miimkiin
tohdidlori miiayyanlosdirarok moalumat tohliikasizliyini tomin etmok {i¢iin kémokei tadbirlor
kompleksinin idaras olunmast;

Kiber tahliika
Kiber tohliiks - siyasi, sosial va ya digar mogsadlors ¢atmagq tigiin virtual mokana qanunsuz giris
Vo Yya zororli miidaxilo tohliikasidir.

Kiber tohliika, malumatlari ehtiva edan, fiziki va ya virtual bir cihazin materiallarini saxlayan
bir kompiiterin molumat sahasini tosir eds bilor. Hiicum timumiyyatlo istifadoginin soXsi
molumatlarinin saxlanmasi, islonmasi vo 6tiiriilmasi ti¢lin xiisusi hazirlanmis bir saxlama miihitino
tosir edir.

insanlar niys kiberhiicumlar edirlor?

Tocaviizkarlar korporativ sistemlordoki zoifliklordon istifado etmoys c¢alisirlar ki, bu da
kibercinayatlorin illik arttimina sobab olur. Tez-tez hakerlor fidys (girov) tolab edirlor: kiber
hiicumlarin 53% -i 500.000 dollar va ya daha gox zararla naticalondi.

Kiberhiicumlarda gizli mogsadlor do ola bilor. Hakerlorin sistemlori vo molumatlart mahv
etmok ti¢iin bazi cohdlori "hacktivism" in 6ztinomaxsus tozahiirloridir.

Botnet nadir?

Botnet - viruslar kimi zororli program tominatlarina yoluxmus cihazlar sobokasidir.
Hackerlor, hiicumlarin miqyasini artirmaq ti¢iin sahiblarini bilmadan bir botnet'i tok bir grup olaraq
idaro edo bilarlor. Botnetlor tez-tez DDoS (Distributed Denial of Service ) hiicumlar1 naticasindo
sistemlora doziilmoz bir yiik yaratmaq iigiin istifads olunur.

Fising

Fising - etibarli bir alictya gondarilmis kimi goriinon saxta mesajlarin iimumiyyatlo e-pogt
yolu ilo paylanmasidir. Bu foaliyyatin moagsadi kredit kartlar1 vo ya hesablar kimi maxfi molumatlari
ogurlamaq vo ya zarar ¢gokmis soxsin kompiiterina zararli proqram yiiklomokdir. Fising getdikco daha
¢ox yayilmis bir kiber tohdiddir.

Kriptografiya

Kriptografiya (goedim yunan dilindon hiddenpvrtog "gizli" + ypdow "yaziram™) moxfiliyi

(malumati yad insanlar torofindon oxumagm miimkiinsiizliiyii), molumatlarin biitovlilyiinii
(malumatdak: hiss olunmayan doyisikliklorin miimkiinsiizliiyiinii), identifikasiyan1 (dogrulamagi)
tomin edon metodlar haqqinda elmdir. bir obyektin miiallifliyinin vo ya digor xiisusiyyatlorinin
hoqiqiliyi), sifroloma (molumatlarin kodlagdirilmasi).
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Baslangicda kriptoqrafiya malumat sifraloms metodlarini - gizli algoritm va ya agar asasinda
aciq (orijinal) moatnin sifro matnine  ¢evrilmosini Gyronirdi. ©nonavi Kriptografiya simmetrik
kriptosistemlarin bir hissasini tagkil edir ki, burada sifro va sifronin a¢ilmasi eyni gizli agardan istifado
olunur.

Kriptografiya an godim elmlordan biridir, tarixi bir nega min il avvalo gedib ¢ixir.

Sifra_matni, sifro (gapali) moatn - Kkriptosistemdon istifado edildikdon sonra olds edilon
molumatlar (imumiyyatlo miioyyan bir agarla). Basqa bir ad: kriptogram.

Sifra, Kriptosistem - diiz motnin sifrali matna ¢evrila bilon ¢evrilmalor ailasi.

Sifralame - diiz matnin bir alqoritm va agara asaslanan sifrali matn ¢evrilmasinin normal
totbiqi.

Sifranin_acilmasi sifrali motni diiz moatns kriptoqrafik olaraq ¢evirmoak iigiin tatbiq olunan
normal prosesdir.

Siimetrik sifraloma -paylasilan mesajin hom sifralonmasini, hom do sifrasini agmagi hoyata

kegirmak ti¢iin yalniz bir agarin istifadasine imkan veran bir texnikadir.

Asimmetrik sifra - iki agar sifro, agiq agar sifro - sifrolomo vo sifrani agmaq ti¢iin x{isusi

acardan istifado edon sifradir. Eyni zamanda, yalniz sifroloma diiymasini bilmoklo mesajin sifrasini
agmaq miimkiin deyil vo aksina.

Kriptanaliz mslumatlarin moxfiliyi vo biitdvliiyliniin pozulmasinin riyazi metodlarini
arasdiran bir elmdir.

Kriptanalizator kriptanaliz metodlarin1 yaradan vs totbiq edon bir elm adamudir.

Kriptografik hiicum - kriptanalizatorun hiicum edilon tohliikasiz molumat miibadilasi
sisteminda sapmalara sabab olma cohdidir. Ugurlu bir kriptoqrafik hiicuma hack va ya hiicum deyilir.

Tadgigatin asas naticalari

Aragdirmalar kiber cinayotkarlarin hor zaman imkanlari maksimum dorocodo artirmaga
caligdiglarin1 gostordi. Hofto igi vo hofto sonlari kiber 6ldiirmo zonciri fazalarin veb siizgacinin
miqdarini iki morholo ilo miiqayiso etdikdos, giizostdon avval aktivliyin is hoftosi orzinds ii¢ dofo
yiiksok oldugu, bu baximdan giizostdon sonra trafikin az oldugu farglondirildi.

Bu, asason zaifliklorin axtarilmasi ti¢iin kiminsa fising e-pogtundaki bir kegidi izlomok Kimi
bir horakatin talob etmoasi ilo baglidir. Bunun oksins olarag, aktiv addimlar {igiin bels bir talob yoxdur
(command-and-control, C2), buna gora do bu ciir faaliyyat hor an miisahido oluna bilar. Kiber
cinayotkarlar bunu basa diisiir vo istifadogilor on ¢ox Internetdo olduglar1 is hoftasi orzindo
imkanlardan maksimum istifads etmoys calisirlar.

Miixtalif tohdidlorin miioyyan bir infrastrukturdan istifads doracasi bir sira vacib tendensiyalar
barads malumat verir. Bazi tohdidlar digarlarina nisbaton vahid va ya ixtisaslagmis infrastrukturlardan
daha ¢ox bir imumi infrastrukturdan istifado etmok ehtimali daha yiiksokdir. Tohliikalorin demok
olar ki, 60% -i on az1 bir imumi domen daxilinds hoyata kecirilmisdir ki, bu da oksar botnetlorin artiq
qurulmus bir infrastrukturdan istifads etdiyini gostorir.

Acar sézlor: IKT, kiber hiicum, internet soboka, xakerlarin mogsadi, saytlarm yarilmast.
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Overview of cyber security problems in education

The cybercriminal community in its activities takes into account national strategies and
methodologies, as well as the technical features of the devices and network technologies to which
their attacks are directed. Organizations should rethink their strategies to better protect against cyber
risks and learn how to better manage them.

One of the first important steps is to treat cyber security as a science and be as scrupulous
about the core of your infrastructure, which, in turn, requires high speed and network connectivity of
cyber space for effective protection.

The use of a platform-based approach to security, micro- and macro-segmentation, machine
learning and automation technologies as building blocks of artificial intelligence opens up
tremendous opportunities for effectively countering cybercriminals.

CYBERCRIME AND CYBER RISKS

B. 9zizov!, E. Hasanov?, A. Pasayev!
LAzarbaycan Universiteti, Baki, Azarbaycan
2Azorbaycan Respublikasi Prezidenti yanminda Dévlot Idaracilik Akademiyasi
e-mail: bahram.azizov@au.edu.az, elgafgas@yahoo.com, asif.pashayev@au.edu.az

First, let's present the statistics of cybercrime for this year only.
May 2021 A British man was detained in Spain in the case of hacking politicians on Twitter.
June 2021. Fraudsters intensify in connection with new payments for schoolchildren
July 2021. Hackers stole $ 1 billion in cryptocurrency in a year
July 2021. By "code" of the case: the number of cyberattacks on critical infrastructure of the Russian
Federation increased by 150%
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July 2021. Biden announced a meeting of representatives of the United States and the Russian
Federation on cybersecurity
What are the risks of a delay in the transition to domestic software and hardware.

Network maturation

In order to adequately compete in foreign sales markets, for example, in the production of
household appliances, automotive, mechanical engineering, we need to learn how to create a product
that outstrips imported counterparts in its characteristics, - says Vladislav Ozorin.

However, in most cases, attacks are not aimed at disabling equipment or implementing
accidents: for the most part, they are reconnaissance, the deepest possible consolidation and long-
term presence in the infrastructure of attacked objects, said Dmitry Darensky, head of industrial
cybersecurity practice at Positive Technologies.

World experts gave tips on communicating with the scammers "of technical support™

You need to initiate communication with technical support services yourself, and it is better
to ignore calls from unknown numbers. Information security experts spoke about the rules of how not
to become a victim of scammers who pretend to be IT specialists.

“In order not to fall for the bait of intruders, always remember one important rule:
communication with technical support must be initiated by you. There are exceptions, but they relate
to the internal IT departments of the company, "said Olga Zinenko, senior analyst at Positive
Technologies, in an interview with RIA Novosti.

The expert clarified: in order to check that the call is desirable, it is necessary to call the
number from the company's phone book.

World Bank warns banks of a new scheme to steal company money through API

applications

What is an API1? The Application Programming Interface (API), or application programming
interface, is a set of tools that allows one program to work with another. The API provides that
programs can run on different computers as well. In this case, you need to organize the API so that
the software can request each other's functions over the network.

Development and protection of RB systems

Banks began to focus on the development of their RBS systems, despite the fact that many of
their offices and branches during the pandemic continued their work in a limited manner. This trend
can be seen from the frequency of updates of the respective applications.

Varonis: Bank employee has access to an average of 11 million confidential files

Varonis, one of the innovators in the global security and data analytics market, has released
the fourth annual 2021 Financial Data Risk Report, which outlined the most pressing issues related
to the security of corporate data.

Information security priorities of banks in 2021

By the end of 2020, Tadviser interviewed domestic experts in the field of information security
and learned from them how the needs of their clients from the banking sector have changed. Building
a secure "remote control”, developing and protecting RBS systems, meeting the requirements of
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legislation in the field of information security are the key priorities of banks in the field of information
security, which experts are talking about in 2020.

«Remote control» - a function that gives the user the ability to connect to a computer using
another device via the Internet from almost anywhere. The user works with files and programs in the
same way as if he was near this computer.

Between Scylla and Charybdis"

That is, the phraseological unit to be between Scylla and Charybdis means to be between two
dangers. The essence of such a situation is better reflected by the expressions “between two fires” or
“between a rock and a hard place”, “out of the fire into the fire”.

Keywords: cyber attacks, hacking of banking and financial systems, cyber risks associated
with critical infrastructure, network ransomwares, penetration of RBS systems, remote control,

vendor, back office

References
https://www.itweek.ru/security/article/detail.php?1D=179029
https://iz.ru/tag/kiberprestupnost
https://www.websitehostingrating.com/ru/cybersecurity-statistics-facts/
https://www.investopedia.com/articles/personal-finance/012117/cyber-attacks-and-bank-
failures-risks-you-should-know.asp
5. https://www.globalbankingandfinance.com/financial-sector-cyber-attacks-the-ever-evolving-
threat/
6. https://www.bai.org/banking-strategies/article-detail/the-top-five-cyber-threats-for-banks-and-
how-to-meet-them/
7. https://www.stoodnt.com/blog/cybersecurity-in-banking-financial-services/
https://www.afr.com/companies/financial-services/cyber-is-the-biggest-risk-in-banking-today-
20210330-p57f5n

M w e

Kiber cinayat va kiber risklar

Elektron hokumstin hoyatinda miiasir diinyanin aktual problemlorindon biri do kiber
cinayatlordir, yoni miixtalif kiber cinayatkar qruplari tarafindon global maliyys sistemins edilon kiber
hiicumlardir. Bu ¢orgivada Kiber risklor mithiim rol oynayir. Avropa vo Asiyadaki bir ¢ox vacib
infrastruktur, hakerlorin kiberhiicumlarindan aziyyast ¢okir vo bu baximdan uzaqdan idaraetmas isi ¢ox
vacibdir.

Bu diustant idaroetmadir, yoni obyekt harokot edorso, xeyli mosafods vo ya agressiv
vaziyystds yerlossa bels, birbasa signal otliriilmasinin miimkiinsiizlilyii sababindan bir idarsetma
horakatinin (signalinin) operatordan moasafads yerlasan idaroetms obyektins otiiriilmasi demoakdir.

Maliyys qurumlart homisa hakerlor {igiin cazibadar hadaflor olub. Buna gérs, hiicumlara qarsi
gqorunmanin giiclondirilmasi vo biitiin sobokslordo kompiiterlor {izarinds nozarotin yaradilmasi
Internet bankgiliq sisteminds ilkin vo on vacib vozifadir.
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NHOOPMALMNOHHASA BE3OITACHOCTSD 110 BOITPOCAM PEI'YJIMPOBAHMUAA
TPAHCIIOPTHBIX IIOTOKOB: IIPOBJIEMbBI U IEPCIIEKTUBbI

C. baruposa, O. MyxrapoBa
Axkanemust Ynopasnenus npu [Ipesuaenre Azepoaiimkanckoit Peciyonuku,
Kadenpa Ynpasnenrne nHTEIUIEKTYaIbHBIMA CUCTEMaMHU
e-mail: sofnene@bk.ru, ovmukhtarova@mail.ru

VYpasiieHue XU3HBIO COBPEMEHHOI'O IOpoJa SBJIAETCA JOCTATOYHO CIIOXKHOW 3ajadeil A
ropoJckux Biacteid. COBEpIIEHHO OYEBUIHO, UTO ONPEAEISIOLUIMM HAlPaBICHUEM B 3TOM CMBICIIE
craja pabora nmo uH(opMaTH3alMMU BceX cdep MNPaKTHUECKOW JeATeNbHOCTH, MO3BOJISAIOILAs
IPUHUMATh F3PPEKTUBHBIE PELICHUS 10 ONITUMM3ALIUU cpesibl 00uTaHus yenoBeka. [loaromy yuénbie
aKTUBHO Da3palaThIBAIOT M BHEAPSAIOT BBICOKOTEXHOJOTMYHBIE PELIEHUS, KOTOPbIE MOXKHO
O00BETUHHUTH Ha3BaHUEM «YMHBIA TOpoa». C 3TOW TOYKH 3pEHUS] HHTEIUICKTYAIbHBI TPAHCHIOPT -
OCHOBa COBPEMEHHOI0 yMHOro ropoza. Ilo cyru nnrtemnexryanpHas TpancnoptHas cucrema (UTC)
- 3TO MEXaHU3M, KOTOPBIH BKIIIOUAeT B ceOsl IBUKEHHE, YTOOBI rOpoj paboTal B peXUMe HOH-CTOIIL.
EcrecTBeHHO, TpaHCIOpPTHAsI CHCTEMa YMHOTO TOpoAa MOAU(MDUIIUPYETCS: W3MEHSIOTCS CPEICTBa
NIepeIBUKEHUS, MOSIBIISIETCS BO3MOYKHOCTh aBTOMAaTUYECKU PETYJIMPOBATH TPAHCIOPTHBIE MOTOKH C
LEJIbI0 IPEJOTBpalleHuss o0pa3oBaHHe NPOOOK, a BOJUTENSM - BbIOMpaTh MapLIpyThl, n30eras
3arpykeHHbIX popor. Bmecte ¢ 3tum B coctaBe UTC Bolensercs aBTOMaTU3UPOBAHHAS CHCTEMA
tpancrioptHort uHpopmaruu (ACTU) mms cObopa moboro poma uHOpMaAUU O JIOPOKHOM
JBUKEHUH, KOTOpasi MOXKET MCIOJIb30BaThCcsl He ToNbKO B pamkax UTC, Ho u BooOmIe B JHOOBIX
cucreMax J000ro cermMeHta ymHoro ropoaa [2]. HaunGosee BaXHBIM JUIsl 9TUX Lesed SBISETCS
MaTpulla KOpPEeCTIOHICHIIMMA (MOJIeNb /ISl ONMMCAHUS OLIEHKU TUHAMUKHM U3MEHEHUS TPaHCHOPTHBIX
notokoB). [loaTtomy Bompoc uH(pOpMalMOHHONW O€30MacCHOCTH CTOUT 3/1eCh KpaiHE OCTpo;
3aBUCHMOCTh TAaKOBa, 4TO JIF00OM cOON B cHCTEME MOXKET NMPUBECTH K MPEKPAIIEHUI0 HOpMaIbHON
nesirenbHOCTH Jito6oro 3BeHa UTC. PocT 1eneBbIX arak ¢ MCMOIb30BAHUEM PA3UYHBIX JIEMEHTOB
CTaHOBSITCA BBI30BaMM JJIs1 MHPOpMaluoHHOW Oe3omacHocTH 00bekTOoB UTC M urHopupoBaTh
CepbE3HOCTh JAHHOTO TpeHa Henb3s. HyxkHa cucrema ynpapieHus: 0€3011aCHOCTBIO.

Cucrema Jo/MKHA BKIIOYUTh WHTETPUPOBAHHYIO KOHCOJNUIAIMIO U KOPPEISLHUIO
IIPOUCXOSIIETO C TEXHOIOTHH.

B AszepOaiijxkane BHeapsercss VHTemekTyanbHas CUCTEMa YIPABIEHHUS TPaHCIOPTOM
nocneayroleit 00paboTKoM, KoTopas SBJIIETCS 3aJI0roM ycrexa B co3aanuu Tpancnopt Cmapt Cutu
Y CaMbIM IIEPCIIEKTUBHBIM HHCTPYMEHTOM MpOeKTOB «Smart Siti» [1,3].

3a mocnenuue rojsl PecriyOnmka AszepOaiiakan npuiaraer OoJbIINe YCHIIUS IS BHEIPEHUS
MHTEJUIEKTYaJbHOH U 3()()EKTUBHOM TOPOACKON CHCTEMBI 3a CYET COBPEMEHHBIX TEXHOJOIHH,
KOTOpasi peryjiupyer MHOTHE TpaHCHOpTHble mnpobnembl. Pacnopsbkenuem Ilpesuaenta

AzepOarimxanckoi Pecrryonmuku ot 27 despans 2020 T yrBepxkaéH «HarmoHanbHBIN TU1aH JeHCTBUAN
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10 MOOUIPEHUIO0 OTKPHITOro mpasBuTenbcTBa Ha 2020-2022 roxe». B baky 3amyiieH NUIOTHBIN
npoeKT «YMHBIA Topomy». llocnennue roapt mexny FOxuoi Kopeelr u AszepOaiimxanom ObLIo
IOJIIMCAHO HECKOJBbKO MPOEKTOB B TPAHCIOPTHOH cdepe. B pamkax mpoekra B MepByr odepenb
CO3/laHa CHUCTEMa YIPAaBIEHUS MACCAKUPCKUMHU aBToOycamu. B pesynbraTe BHEOpEHUS 3TOM
CHCTEMBI OTPETYJIMPOBAHO MApIIPYTHOE JBM)KEHHUE, CTA]l BO3MOXKEH KOHTPOJIb HaJ TPapUKOM KX
JBIKEHUS. B paMKkax CHCTEMBI CTajl BO3MOKEH B X0/1€ UpE3BbIYAHBIX CUTyaluii cOOp nHpopMauu
00 asapusx (JTII, TepakTax u 1p.) Ha Joporax, IMyTEIPOBOJAX, CTOSHKAX U OCTAHOBKAaX, a TAKXkKe
MH(GOPMHUPOBAHUE 00 3TOM COOTBETCTBYIOLIUX OPIaHOB.

lpyras ycraHaBnmuBaemas cuctema HasbiBaerca «Cuctrema cbOopa wuHbopManmuu o
TpPaHCIIOPTE», KOTopasi OyIeT OCYIIECTBIATh cOop mHpOpMarmu Ha cepBepbl MHTEIeKTyaIbHON
TPaHCIIOPTHOM CUCTEMBI IIOCPEICTBOM BUIEOKAMEDP, MUKPOBOJIHOBBIX OIIPEIEIUTEICH U .

Tperbsa cucrema HaspiBaeTcs «CHucTeMa Nepefadd JaHHBIX U IMOPYYEHUH IO PETYIALHU
TpaHcnopTa». Cucrema mnpu3BaHa HHGDOPMHUPOBATH IMOJIB30OBATENeH 00 OOMIEeM TOJOXKEHUU
MOCPENICTBOM KaOENbHOTO TEJIEBUACHUS, MHTEPHETa, MOOWJIBHOW CBS3H, AIIEKTPOHHBIX TabIIo,
MH(GOPMALMOHHBIX TabJI0 HAa OCTAHOBKAX, YIPABIIATh NApPKOBKOH U /p. B paMkax 3Toil cucTeMsl Ha
OCTaHOBKAaX, MPH BbE3JIe B rOpoJl U PaAHalbHBIX JOPOrax YCTaHABIMBAIOTCS HWH(OpPMAIMOHHbIE
tabmo. Ha mocnenyromux sTamax MperycMOTPEHO BHEAPEHHE CHCTEMBl OIUIATHl MOCPEICTBOM
3JIEKTPOHHOMN KapThl. B pamkax mpoekTa Ha BceX J0porax yCTaHOBIJIEHBI IIPUOOPHI MO 3JIEKTPOHHO-
ONTUYECKOMY HAOIIOIEHUIO.

@OYHKIIMOHUPOBAHUE MOJIENH «YMHOI» TPAHCIIOPTHOM CHCTEMbI HAllEJIEHO HA MOBBILICHUE
0€30MacHOCTH JIOPOKHOTO JBMKEHHMSI M HMMEET BO3MOKHOCTb HE TOJIBKO OpPraHM30BBIBATH,
HanpaBisATh TpaduK, KOHTPOJIUPOBATh MOTOKH JBMXKEHHUS, HO M aHAIM3MPOBATH TPAHCIIOPTHBIE
cutyauuu. OyHKIIMOHUPOBAHUE MOJENH «YMHOW» TPAHCIOPTHOW CHCTEMBI HAllEJIEHO Ha MHOTHE
TPAHCIIOPTHBIE CUTYaLUH.

B anpene 2021 rona Ilpesunent Mnbxam AnueB moamucai pacnopsbDKEHHE O MOATOTOBKE
KOHLIETILINY «Y MHBIH TOPOII».

KiaoueBble coBa:  TpaHCIOpTHas  CUCTeMa, O€30MAacHOCTb  MHTEUIEKTYaIbHOMN

TPaHCIOPTHOM CUCTEMBI.

Jlureparypa
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Information security on the regulation of traffic flows: problems and prospects

The paper deals with the problems of the functioning of the city's transport system. The
importance of information security of an intelligent transport system is shown. The problems and
prospects of the "Smart City" project in Azerbaijan are described.

MUASIR OLAQOLI VERILONLOR BAZAS| IDAROETMO SISTEMLORINDO
INFORMASIYA TOHLUKOSIZLIYi

N.D. Cafarov?, Z.Y. Qasimova?
LAzorbaycan Texniki Universiteti, Baki, Azorbaycan
2Azorbaycan Memarliq vo Insaat Universiteti, Baki, Azorbaycan
e-mail: nizami_cd@mail.ru, zemfiragasimova@mail.com

Miiasir soraitds istonilon foaliyyat sahosi genis insan comiyyati torafindon hayata kegirilon
boyiik migdarda informasiyanin emali ilo alagodardir. Molumatlarin icazasiz miiraciatdon qorunmasi
hor hansi bir informasiya sisteminin layiholondirilmosinds prioritet vozifalordon biridir.
Informasiyanin ohomiyyatinin son vaxtlar artmasi, molumatlarmn maoxfiliyino yiiksok toloblor
qoymusdur [1,2,5]. Verilanlar bazas: idaroetma sistemlori, xiisuson do relyasiyal (alagoli) VBIS - lor
bu sahado dominant vasitoys ¢evrilmisdir. Informasiya tohliikesizliyinin {i¢ osas aspekti - maxfilik,
tamliq vo olgatanliq VBIS-lor ii¢iin vacibdir. Bu mogalonin mévzusu bunlardan birincisinin-
informasiyaya icazesiz girisdon miihafizo vasitolorina hoasr olunub.

Tohliikasizlik siyasati verilonlor administratoru torofindon miioyyoan edilir. Lakin,
molumatlarin qorunmasi hallari yalniz VBIS ¢orcivesinde mohdudlasdirilmamalidir. Molumatlarin
miitloq qorunmasi praktiki olaraq hoyata ke¢irilmir, buna goro do adoton informasiyanin nisbi
miihafizasi ilo kifayatlonirlor - ona icazssiz daxil olmagin har hansi naticalora sabob oldugu miiddat
arzinds onu zomanatli sakilda goruyurlar.

Informasiya tahliikasizliyina aid bazi sarhlor:

Moxfi molumatlar (hossas moalumatlar- sensitive information) - qorunmasi tolob olunan
molumatlar.

Molumat olds etmok va ya informasiyaya ¢ixis (access to information) - molumatla tanisliq,
onun iglonmasi (xtisusan do kopyalanmast), doyisdirilmasi, mahv edilmasi.

Giris subyekti (access subject) - girisin mohdudlasdirilmasi qaydalari ilo tonzimlonan bir soxs
Vo ya prosesdir

Giris obyekti (access object), girisi idaroetmo qaydalari ilo tonzimlonan avtomatlasdirilmig
sistemin molumat vahididir. VBIS -do giris (nozarat) obyektlori praktiki olaraq son molumatlari ehtiva
edon har seydir: cadvallor, tosvirlor, hamginin daha ki¢ik malumat elementlori: siitunlar vo cadval
satirlat vo hotta satir sahalari (giymatrlor).
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Girigin (miiraciatin) mohdudlasdirilmasi qaydalari (security policy) tohliikasizlik siyasati) -
girig obyektlarina ¢ixis subyektlorinin hiiquglarini tanzimlayan gaydalar toplusu.

Molumata icazali (solahiyyatli) giris (authorized access to information) - giriso nozarat
gaydalarini pozmayan molumatlara giris.

Icazosiz giris (unauthorized access to information) - hesablama texnikas1 vasitolori vo ya
avtomatlagdirilmig sistemlor torofindon verilon stat wvosaitlorindon istifado etmoklo girigin
mohdudlasdirilma gaydalarini pozan informasiyaya ¢ixis.

Giris identifikatoru (access 1dentifier) bir obyektin vo ya giris mdvzusunun unikal slamotidir.

Eynilosdirma (1dentification) - obyektlora vo subyektlors identifikatora giris imkani verilmasi
Vo (Vo ya) toqdim olunan identifikatorun toyin edilmis identifikatorlarin siyahisi ilo miiqayisasi.

Soxsiyyat, giris obyektlarina va subyektlorina bir identifikatorun verilmasi va (va ya) tagdim
edilon identifikatorun toyin edilmis identifikatorlarin siyahisi ilo miiqayisasidir.

Sifra (password-parol) — subyektin identifikatoru, hansi ki, onun sirri sayilir.

Dogrulama (authentification) - subyektin toqdim etdiyi identifikatorun daxil olmasinin
yoxlanmasi, hoqiqiliyin tasdiq edilmasi.

Diskresion ( istaya baagly) miihafiza. Miiasir VBIS-lorde diskresion miihafizo vasitalori
kifayst godor inkisaf etmisdir.

Diskresion girigin idara edilmasi (discretionary access control) — adi gokilon subyektlor vo
ad1 ¢okilon obyektlor arasinda girisin mohdudlasdirilmasidir. Miiayyan giris hiiququ olan subyekt bu
hiiququ istonilon basqa subyekta vera bilar.

Diskresion miihafizo ¢oxsaviyyali mentiqi miihafizo hesab olunur. VBIS-do montiqi miihafizo
gorunan bir obyekto miinasibatds bir sira imtiyazlar vo ya rollardir. Mantigi goruma, cadvalin
(tosvirin) sahibliyini do ohats eda bilor. Cadval sahibi bir sira imtiyazlari doyisa bilar (genislondirmok,
cixarmaq, girisi mohdudlasdirmaq). Moantigi gorunma molumatlart verilonlor bazasi sistem
cadvallarinds yerlasir va gorunan obyektlordon (cadvallordon va ya tasvirlordon) ayrilir.

Verilonlor bazasi geydiyyatdan ke¢mis istifadogilor haqqinda malumat sistem kataloqunda
saxlanilir. Miiasir VBIS-lor verilonlor bazasi alagali SQL-in {imumi sintaksisine malik deyildir, ¢iinki
onlarin 6z sintaksisi ISO standartindan daha ovval inkisaf etmisdir. Lakin tez-tez belo bir
olagalondirici ifado CONNECT vasitosilo yaradilir. Asagida miivafiq olaraq Oracle vo IBM DB2
ti¢iin bu ifadslorin yazilislarinin sintaksisi verilmisdir:

CONNECT [[<logon>] [as {SYSOPER / SYSDBA}]] <istifadagi / parol> [@verilanlor bazasi|
CONNECT TO <verilanlor_bazasi> USER< istifada¢i> USING <parol>

Bu ifadodads atributlarin lazimi doasti oks olunur. Verilonlor bazasinin atributu formati, bir
qayda olaraq, VBIS istehsalgis torafindon, eloca do geyri miioyyan sistem imtiyazlari olan istifadogi
ad1 (Oracle vaziyyatindo SYSDBA/SYSOPER) ilo miioyyan edilir.

Hor bir bazanin administratoru yaratdigi VB-nin miimkiin istifadogilori dairasinin yaradilmasi
Vo bu istifadagilorin = solahiyyatlorinin - mohdudlasdirilmas1 ilo moasgul olur. Verilanlarin
mohdudlasdirici sarhadlor hagqinda malumatlar VB-nin sistem kataloqunda yerloasir. Aydindir ki, bu
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molumat icazosiz giris tiglin istifado edilo bilor vo buna gors do qorunmalidir. Bu moalumatlarin
qorunmasi1 VBIS 6zii torofindon hoyata kegirilir.

VBIS istifadocini qeydiyyatdan kegirmoys Vo onun unikal identifikatoru haqqinda
molumatlari saxlamaga imkan verir. Masalon, Oracle tohliikasizlik alt sisteminds bu asagidaki kimi
ifads olunur:

CREATE USER IDENTIFIED <istifado¢i> BY <parol>

IBM DB2 tohliikasizlik alt sistemi omoliyyat sistemi istifadogci identifikatorundan istifads edo
bilor, onun SQL sintaksisindo CREATE USER tolimatina bonzor talimati yoxdur. Microsoft SQL
Server hom verilonlar bazasi, ham do amoliyyat sistemi identifikasiyasindan istifads eds bilor. Ancag
burada istehsalgilarin se¢diyi identifikasiya tisullarinin tstiinliiklorini vo ¢atismazliglarin1 miizakira
etmoyacayik - hamisi istifadagilorin dogigliyini toyin etmok tiglin diizgiin sxemlor qurmaga imkan
verir. Informasiya sistemi daxilinds slave identifikasiya vasitalorinin istifadesi gadagan edilmir.

Xiisusila, geyd edilmalidir ki, saxlanilan prosedurlar1 vo interaktiv sorgulari yerina yetirarkon
bir sira istifadagi imtiyazlari neca olds edildiyindan (agiq sokilds va ya rol vasitasilo) asili ola bilor.
Istifadoginin olda etdiyi imtiyazlarin aciq sokildo saxlanilan prosedurlarda istifads olundugu Oracle -
da da hoyata kegrilir. Ogor sizin istifado etdiyiniz reallagsdirma bu ciir x{isusiyyoto malikdirso,
istifado¢i qrupundaki imtiyazlarmn doyismosini omr doasti kimi vo ya inzibati prosedur kimi
(administratorun stiinliiklorindon asili olaraq) hayata kec¢irmak lazimdir.

Imtiyazlarin idara edilmasi talimatlar: [1,3]:

* imtiyaz toyinati:

GRANT <imtiyaz> [ON <obyekt> ] TO <subyekt> [WITH GRANT OPTION]

* imtiyazlarin logvi:

REVOKE <imtiyaz> [ON <obyekt>] FROM <subyekt>

* Ogor subyekt= istifadogi olarsa, bu imtiyaz ona agiq sokilda verilir. Ogor subyekt = rol olarsa,

imtiyazlari idaro etmok {i¢lin asagidakilardan istifads olunur:
GRANT ROLE <rollarin_adi> [ON <obyekt>] TO <subyekt> [WITH GRANT OPTION]
REVOKE ROLE <rollarin_adi> [ON <obyekt>] FROM <subyekt>
+Sistemin biitiin istifadagilorine imtiyaz toyin edilmasi asagidaki kimi verilir:
GRANT <imtiyaz> [ON <obyekt>] TO PUBLIC

Bu halda, yaradilan hor yeni istifadoci avtomatik olaraq bu imtiyazi alacaq. Imtiyazin logvi
iSo asagidaki kimi aparilir:

REVOKE <imtiyaz> [ON <obyekt>] FROM PUBLIC

*Nozors alin ki, IBM DB2 kimi bazi reallagsmalar amaliyyat sistemindo miioyyan edilmis
istifadoci qruplarindan istifads edir. Buna goro do, bu VBIS-ds rollarin analoglarini totbig etmayin
xususiyyatlorino  diqgat  yetirilmalidir. SQL-ifadosindo asagidaki reallagsmalarin  olmasini
dogigkasdirmak lazimdir:

CREATE ROLE <rollarin_adr>
DROP ROLE <rollarin_adr>.
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Cadvallors va tasvirlors giris idaro edorken, VBIS-in hayata kegirilmosinds bir sira imtiyazlar
istehsalg1 torafindon miioyyan edilir.

Mandat (macburi) miihafizosi [3,5]. Mandat miihafizesi vasitolori VBIS-in xiisusi (trusted)
versiyalari ilo tomin edilir. Mandat girisin idara edilmasi (mandatory access control)- subyektlorin
moalumat obyektlorina ¢ixisinin obyektlords olan informasiyanin maxfiliyinin geydins asaslanan vo
subyektlorin hamin moxfilik saviyyasine dair informasiyaya miiraciot etmok {igiin rosmi raziliqda
(icazodo) mohdudiyyatdir.

Mocburi gorunma nadir? Ixtiyari giris nozarotlori C tohliikesizlik soviyyassi iiciin xarakterikdir.
Bir gayda olaraq, kommersiya reallagbalariin boyiik oksoriyyoti iiciin bu kifaystdir. Buna
baxmayaraq, ¢ox vacib bir vazifa - melumat dtiiriilmasini izloma vozifasi hall edilmir. Ixtiyar giris
nozarati salahiyyatli bir istifadaginin ganuni olarag hassas moalumat aldo etmasina vo sonra digar
icazasiz istifadagilora togdim etmasina mane ola bilmaz. Bunun niys belo oldugunu anlamaq ¢atin
deyil.

Acar sézlor: slagoli VBIS, moxfilik, mandat miihafizssi, imtiyaz.
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Information security in modern related database management systems
The article provides a number of key factors of information security in modern related
database management systems, some comments on information security, and is mainly devoted to the
means of protection against unauthorized access to information. Also, the types of security and the
syntax of the instructions that they implement in some DBMS are given.
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DOVLOTIN GUC STRUKTURLARINDA INFORMASIYA TOHLUKOSIZLiYININ
iDARO EDILMOSI

(post miitharibs dovriinda informasiya tohliikasizliyi planlanmasi, metodlar1 va simulyasiyasi)

A.S. Dadasov
Azorbaycan Universiteti, Baki, Azoarbaycan
e-mail: amilodas@gmail.com

Yeni realliglarin yaranmasini va bu rellaiglarla regionun ayaqlasmasni tomin etmoyas yonalik
todbirlarin vacibliyini nazars alsaq ciddi naaliyyatlor aldo etmis, dovlstimizin giic strukturu olan
miiasir ordu quruculugu modelinds hartorafli yeni layihslorin siiratlo hoyata kegirilmasinin sahidi
olarig. Bels Ki, istar miihariba dovriindo, istarss do hazirki miiharibadon sonraki dovrds informasiya
miiharibasinin (IM) globallasdig1 zamanda har birimizi narahat edon osas sual budur: informasiya
tohliikasizliyi riskini minimuma endirmak {i¢iin IM- miihitinda giic strukturunda (bir horbi toskilat
daxilindo) malumatlarin maxfiliyini, biitdvlitylinii vo mévcudlugunu neca tomin etmok olar?

Miiharibanin bazi prinsiplarini rohbar tutaragq vo diismanin malum harakat tisullarini nozara
alaraq asagidaki planlama aparilmaqla bir {isulu nazardon kegirak.

IM-da planlasdirma metodu asagidakilar1 miioyyan etmayo imkan verir:

1) bas vera bilocak IT y&nalik hiicumun osas iisullari;

2) horbi toskilatlarda totbig olunan nozaratin asas xatti;

3) hiicuma gora totbig olunan tohliikasizlik nozarati va effektiv gorunma tabirlari.

IT -nin hiicum silah1 kimi istifads edilmosi, hazirki dévrds va post miiharibs zaman1 ddyiis
sahosinin yeni bir lgiisii olaraq kibermokanin ortaya ¢ixmasi vo Informasiya miiharibosi miihitindo
molumat {istiinliiyiine nail olmagq ti¢lin malumatlarin vacibliyi sobabiyle yiiksok ohomiyyat kasb edir.
Buna goro do informasiya tohliikosizliyino yeni yanasmalar vo horbi toskilatlarda toxirssalinmaz
planlarin hazirlanmasi vacib sayilmalidir.

Sorhini vermoyo c¢aligdigimiz bu foaliyyoto informasiya miiharibasinde qurulmus
"Infromasiya miiharibosinin miidafiosi plam1" kimi baxmaq olar. Bu tosvir modeli forma baximindan,
roqibin miimkiin harakat iisullarina (yoni onlarin hiicum tisullarina) asas digqet yetirildiyini nozors
alaraq, horbi toskilatlar {iclin yeni informasiya tohliikasizliyi planlasdirma metodunun
hazirlanmasinin aktualligini osaslandirir.

Informasiyanin osas obyekti olan molumatlarin tohliikesizliyinin tomini baximindan
planlasdirilan vo totbiqini toklif edocoyimiz planlagdirma metodunu cari vo golocok zamanda icra
edilocayini nozors almagla totbiq etmok iigiin, IM-in cari mozmunun tohlili vo Xiisusi is¢i qrup iiciin
osas tadgiqat metodu kimi istifads olunan sorhlor vo analizatorlar torafindon keyfiyyatli, yliksok bilik
va bacariqgla aragdirilmasina tolimatlar tortib etdik.

Toklif olunan planlasdirma metodu asagidakilara asaslanir:

1. Fiziki, Insan va Texnoloji infrastruktur hiicumlarinin vektorlar;
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2. informasiya tohliikasizliyina nozarot kateqoriyalarinin ¢argivasi (tohliikasizlik dl¢iilari:
Toskilati, Fiziki vo Dtraf Miihit, Insan vo Texnoloji);

3. Roqibin hiicum vektorlar1 torofindon dostoklonon gorar dostoyi matrisi vo informasiya
tohliikasizliyi nazaratinin miimkiin tosirlori (Qarsisinin Alinmasi, Cokilmomaosi, Cixmast,
Qurtarilmas1 vo Reaksiya verilmosi);

4. Taoskilatlarin tohlili prosesi.

Diismonin ehtimal olunan kiber tohliikosi ilo qarsilasan zaman, dost qiivvelorin missiyasini
nozoro alaraq, toklif olunan planlasdirma tisulu, hiicum iisullart modelinin vo informasiya
tohliikasizliyi kateqoriyalarina istinad edorok qorarin dostoklonmosine imkan verir. Burada
miitoxassislorin tocriibasini unutmadan totbiq edilocok gorar on yaxsi tohliikasizliys nozarat dostini

segmokdir.

Konsepsiya matrisi

L

Hiicum tisullan . . i i
Qoarar dastak sistemi Informasiya

44— iiglin matris §——)pp| tohliikasizliyina nazarat

liclin model kateqgoriyalarinin
gargivasi

Harbi tagkilatlarin tahlili

P prosesi e

Sokil 1: Informasiya tohliikasizliyinin planlasdirma metodunun asas komponentlori modeli

Naticaloar.

1. Toklif olunan iisul, miioyyon bir hiicum tisuluna qarsi totbiq edilocok tohliikoesizlik nozarstlorinin
on yaxsl birlogmosini miioyyanlogdirmoys komok edir, informasiya sohnaesinde olds edilon
dorslor do (xarici informasiya hiicumlarindan oldo edilon tocriibolor) nozors alinmaqla istifads
olunur. Ke¢mis hallara ugurla totbiq olunan se¢im vo barpa hallorine osaslanir. Bu, horbi qorar
veranlora informasiya tohliikasizliyine uygunlasdirilmis miiharibs  prinsiplorini  (Glic
Igtisadiyyat;, Manevr, Komandanlq Birliyi, Tohliikesizlik vo Hiicum) nozordon kegirorkon

raqibin haraket iisullaria digqgat yetirorak plan qurmaga imkan verir.
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2. Golocokds bu planlama isinin osas naticalorini agagidaki kimi timumilosdirmok olar:
1. molumatlara hiicum tsullar1t modeli;
2. informasiya tohliikasizliyina nazarat kateqoriyalari;
3. harbi togkilat daxilinds totbiq edilocak informasiya tshliikesizliyi nozaratlorinin se¢ilmasini
planlasdirmagq tiglin gorar dostok sistemi {i¢iin bir sablon vo ya codval;
4. horbi togkilatlarin tocriibolorindon oldo edilon dorslorin hoyata kegirmosi vo davaml
tokmillosdirilmosine imkan veron molumat tohliikasizliyi bazsinda planlagdirilmasi.
Planlagdirma metodunun golocokds tatbiqi ticiin kritik shomiyyot kosb edon bu isdo ohato
olunmayan bir mosalo var ki, bu da cari voziyysto (bas vera bilocok IT-tohliikoys) osaslanan
avtomatlasdirilmis gorar dostok sisteminin inkisafidir .

Informasiya miiharibasi miihitinda horbi toskilatlarda informasiya tohliikasizliyi, informasiya
istiinliiyline tohfo vermok iiglin informasiya tohliikasizliyinin asas xiisusiyystlorini tomin etmok

moqsadi dasiyir.
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MPOJOJbHOE PACHPEAEJEHUE NHTEHCUBHOCTH HOJIA KPYTJION
CO®OKYCHUPOBAHHOM ATIEPTYPBI

B.B. lo:kukos, B.I1. laBbiioBa
XapbKOBCKHMM HALIMOHAIILHBIN YHUBEPCUTET PAAUOIIEKTPOHUKH, XapbKOB, YKpanuHa
e-mail: vladimir.dolzhikov@nure.ua

OpnHolf M3 XapakTEpHBIX OCOOEHHOCTEM COBPEMEHHOH TEOpUU AHTEHH SBISETCS PE3KO
BO3POCIIMI MHTEPEC K M3YYEHHUIO CTPYKTYpBI IOJISI M3JIyYEHUS aHTEHH B uX 30He PpeHens. J1o
O0yCJIOBJIEHO UIIMPOKMM BHEIPEHHEM B IPAKTUKY CHUCTEM, B OCHOBE KOTODPBIX JICXKHT
B3aMMOJICHCTBHE I10JIS1 U3IY4YEHUSI AHTEHHBI ¢ 00BEKTOM, HaxoAmuMcs B ee 30He Ppenens. K Hum
OTHOCSATCSI CUCTEMBI OJNVMIKHEH PaguoCBs3HM M PaJMOJIOKAIMK; OECIPOBOJHON Iepenavynd dHEPTuu;
AHTEHHbl C CUHTE3MPOBAHHOW anepTypol; CUCTEMbl MEAUIMHCKON JUArHOCTUKH U THIEPTEPMUU,
UCHOJb3YyIoUMe C(HOKYCHUPOBAHHBIE AHTEHHBI Ul IOJYYEHHMsS BBICOKOI'O IPOCTPAHCTBEHHOI'O
paspelleHus; CHUCTEeMbl OeCcIpOBOAHOM 3apsaKd MOOWIBHBIX ycTpoiicTB, cuctemsl RFID;
OecrpoBOIHAs TTEPCOHATIBHAS CBSI3b, IIepeada TaHHBIX U MUTAHNS Ha UMILIAHTATHl B OMJIOTHYECKYIO
cpeay M T.A. BTOpoil mpuunHON NOBBIMIEHHOTO HHTEpeca K 30He DpeHens sBIsSETCS pe3Koe
oboctpenue npobdiembl OMC u3-3a ObICTPOro pocra yucia paguodeKTpoHHbIX cpeacts (POC),
MOBBILIEHUS MOILIIHOCTU M3JIy4EHUS U UYBCTBUTEIBHOCTU UX MPUEMHBIX YCTPOMICTB, CYILIECTBEHHO
BO3pOCHIMX TpeOOBaHMM K OOECIEUEHUI0 HOPMAIBHOTO (PYHKIIMOHUPOBAHMS OJIM3KOPACIIO-
JIO)KEHHBIX Apyr K npyry POC, uro XxapakTepHO, HalpuMep, Il COBPEMEHHBIX MOPCKUX CYAOB H
nerarenbHbIX anmaparoB. K mpobmeme OMC mnpuMbIKaeT M BaKHEHIIas 3ajadya 3alllUuThl
OMOJIOrMYECKUX OOBEKTOB OT 00IyUEHUS JIEKTPOMAarHUTHBIM M0JIEM, aKTyaJIbHOCTh KOTOPOM TakkKe
3aMETHO YCWJIMJIACh B CBSI3U C yBEJIMUEHHEM yuciia U MolHocTell u3nydenus POC. Tperbs npuurHa
— 3TO POCT MEKTPUUYECKUX Pa3MEPOB COBPEMEHHBIX AHTEHH, B YAaCTHOCTU HM3-3a MHTEHCUBHOIO
OCBOEHHUS Bce 00s1ee KOPOTKUX BOJIH, MPUBOAIIMI K yIAIEHUIO IPAaHUIIBI JajbHEN 30HBI, TO €CTh K
YBEJIMUEHUIO MPOTSKEHHOCTH 30HbI DpeHens u, Kak CIEACTBHE, K YBEIUUYEHUIO YHCa 00bEKTOB,
MOMA/IA0IUX B 3TY 30HY.

B nureparype omnyOiauMkoBaHO yxke HeMano paboOT, MOCBALICHHBIX HCCIIEI0BAHUIO
ocoOeHHOcTeH mons anTeHH B 30He ®Ppenens [1-3]. OgHako B OOJBIIMHCTBE M3 HUX MPUBOASTCS
Pe3yNIbTaThl YUCIEHHBIX PACYETOB, YTO HE B IOJHON Mepe yIOBJIETBOPSIET MOTPEOHOCTH MPAKTUKH.

B pabore mosiydeHbl AHAIUTUYECKUE BBIPAXKEHHUS Ui OCHOBHBIX IApaMeTpoB,
XapaKTEepU3YIOIIMUX IPOJOJIBHOE paclpee/iCeHUE IoJIl aHTEHHbl B BUJE KPYIJIOW amepTyphl ¢
PaBHOMEPHBIM M CHAJAIOUIUM AMIUIUTYAHBIMH paclpeaesieHUsIMA, CPOKYCHPOBAHHOM KakK 30HY
®peHens, Tak U B
JAJIBHIOIO 30HY.

PaccmarpuBaercs miiockast cuHgazHas Kpyriias aneprypa paguyca R ¢ HagamoM KoopauHart,
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x4 MOMENICHHBIM B IIEHTpe amepTypbl (puc.l).
P(r.6,¢)

[Ipennonaraercs, 4TO 3JIEKTPUYECKOE IIOJE B
aneprype JIMHEWHO IIOJISIPU30BAHO B
HanpasieHun X. Torma X-as KOMIIOHEHTa Ha-

HpO)K)KéHHOCTI/I OJICKTPUYECKOI'O IIOJIsI B TOYKE

P(r,6,¢) 3ompl ®peHens OGONbIIMX amepTyp

(2R/A0) 1) onpenensercs dopmyioir dpenens-

y
Kupxroda [4]:
Puc. 1. Teomerpust aHTCHHBI
. 2nl D
E(g,w,(p):ieoe—'kfsi [ [A(u,gy)e'2u el eos(9=00)ydyde, (1)
X oo

rae Eg — ammimTyna snexkrpudeckoro moist Ha amneprype; A(U,¢)— ¢yHKIus, omuchBaromias
aMIUIUTYIHOE pacipeenenne Bo30yxatomniero moist; K =2m/A — BonHoBoe uncio; y =KRsino -
0600u1eHnbIi yron; U=p;/R - Ge3pasmMepHas paauanbHas KOOpJMHATA Ha aneprype; x ="I/ry, -
HOPMHPOBAHHAs ~ pajuWalbHas KoOpAMHATa ToukM HaOmomenus ;¢ =(m/16y0)(1—xo/x)-

O606H.I€HH3.$I paauainbHass KOOpAHMHATY. ¥o- HOPMHPOBAHHAA palualbHasi KOOpAHMHATA TOYKH

(OKYCUPOBKH.

. ke o\?
I/IHTCHCI/IBHOCTI/I II0JIA Ha (l)OKaHBHOI/I OCHU C TOYHOCTBKO A0 MHOXUTCIIA |EOTEe /8 B

MPEANONI0KEHUH, YTO aMIUIUTYIHOE paclpeiesieHue THUIa A(u) =1- (1— A) u 2 , Tme A- BbICOTa

nbeJiecTana, nocjie MHTerpupoBaHus B (1), umeeT Bua

p(c)=i(1—16"° cjz sin¢ | (1=’ 1{1—%J2 Q)
X(Z) T < 4 ¢ sing

CootHomieHue (2) omuChIBaeT pacmpenesieHne WHTEHCUBHOCTU TOJI  BJOJb OCH KPYTJIOH
anepTypsl, COKYCHUPOBAaHHOM B (PUKCHUPOBAHHYIO TOUKY Yo =CONSt. Eciu ke 3adukcupoBaHO
MOJIOKEHHE TOYKM HabmrofeHus, To (2) ompenenseT 3aBUCHMOCTh HHTEHCHBHOCTH B TOYKE
HaOIIOJICHUS OT PACCTOSHUSA (DOKYCHPOBKH.

Hns xapakrepuctuku cBoiictB [IPU B 30He DpeHenss Hambosiee 9acTO HCIMOIB3YIOTCS
cnenywomue mapametrpel [7]: 1) cmemeHne mMakcuMyma WHTeHcHBHOCTH monss (MUII)  Bmoms

(OKaIBHOM OCH  OTHOCHTENBHO TOYKH (DOKYCHPOBKH Ay nax (Focal Shift - FS), 2) rmybuna
¢doxycupoBkn Df (mmpuHa I7aBHOTO JieTIeCTKa MPOJOIBHOTO paclpeeleHUss HHTCHCHBHOCTH Ha
yposHe — 3 nb (Depth of Focus - DoF), 3) ycunenue ¢pokycuposku G, (Focusing Gain - FG) , ox

KOTOPBIM IOHHMMAIOT OTHOIICHHUEC HMHTCHCHBHOCTH B MAaKCHMMYME K HMHTCHCHBHOCTH Ha I'paHULC

nanbHel 30HbI CHH(pA3HOH paBHOMEPHO BO30YKAEHHOH arepTyphl.
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ITomy4eHsl aHAIUTUYECKUE BBIPAXKEHUS [IJIS pacdeTa OCHOBHBIX I1APAMETPOB, IIPU Pa3IUYHbIX
paccTosHUsAX (POKYCUPOBKHU — Kak B 30HE Dpenens, Tak u B JanbHel 30He. [IpuBoasaTcs rpadguyeckue
3aBUCUMOCTH IapaMETPOB OT PAcCTOSHUS (POKYCHUPOBKH M BBICOTHI Ibe/IECTaja, IOCTPOEHHBIE IO
IIOJyYEHHBIM NPUOIKEHHBIM (OpMYJIaM U 10 pe3ysibTaTaM YHUCICHHbIX pacueToB. CpaBHEHHE C
pe3yabTaTaMi YHCICHHBIX PACYeTOB IOKA3aj0, YTO MOJY4YEeHHBIC MPHUOIMKEHHBIE COOTHOLICHHUS
IIO3BOJISIFOT OIPEAEIUTh 3HAYEHMsI YIOMSIHYTBIX IapaMeTpoOB JJIsl JIFOOBIX 3HAUEHUN pacCTOSHUS
(OKYCUpPOBKH, JIeXKalIMX Kak B 30He DpeHens, Tak U B JaJbHEH 30HE C MOIPEIIHOCTBIO, HE
IpeBbILIAloIel B XyaumeM ciaydae 7%. PesynpraTsl paboThl OyAyT MOJIE3HBI NIPH pacyeTe Mo
arnepTypHbIX aHTEHH B BUJAE KPYIJIOW CPOKYCHPOBAHHOM amepTyphl, a Takke CPOKYCHPOBAHHBIX
AHTEHHBIX PEIIETOK, paboTaromux B 30He Dpenens.

KiroueBble cioBa: 30Ha OpeHens, CPOKYCUPOBAaHHbIE aHTEHHBI, YCUIEHHE (HOKYCUPOBKH,

FJIY6I/IHa (bOKy'CI/IpOBKI/I, CMCHICHUEC MAaKCUMYMd NHTCHCUBHOCTH.
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Longitudinal distribution of the field intensity of a circular aperture
In this paper, analytical expressions are obtained for calculating the main parameters
characterizing the longitudinal distribution of the circular focused aperture field intensity with a

relatively large diameter (2R/A >10): the displacement of the intensity maximum relative to the

focal point, focusing gain and depth of focus. Cases of uniform and decreasing amplitude distributions
of the excitation field are considered. The found approximate relations make it possible to determine
the values of the above parameters for any values of the longitudinal coordinate of the focal point,
lying both in the Fresnel zone and in the far zone. Comparison with numerical calculations showed
that the error in the obtained parameter values does not exceed 5%.
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ABTOMATHU3ALIUA OBPABOTKN HH®OPMAIIUU
METO/IbI OTCJAEXHWBAHUS TPAH3AKIIMI B BJIOKYEHH-CUCTEMAX

B.B. /lyouna
XapbKOBCKHUI HAMOHATIBHBIA YHUBEPCUTET PAIUOICKTPOHUKH, XapbKOB, YKpanHa
e-mail: valeriia.dubina@nure.ua

CoBpeMeHHbIE UHPOPMALMOHHBIE TEXHOJIOTUU MPOYHO 3aKPENUINCh BO MHOTUX 00JacTAX
4esloBe4YeCKOr JieATenbHOCcTH. (CerogHss MHOXKECTBO acCIeKTOB HalEH KU3HU XpaHUTCS U
OTCJIeXKHBAETCs B 0a3ax JaHHBIX, UTO JIEJIAeT B3aUMOJICHCTBHE C JPYTUMHU JIIOJIbMHU U 00paleHne K
pasnuyHbIM yciyram Oosee s¢dexTtuBHbIM. Ho, Kak ciiecTBHe, HalllM NEpCOHAIbHbIE JAHHBIE
Teneph Bce yallle MoMNajaroT Mo yrpo3y HECAHKLIMOHUPOBAaHHON 00paboTku [2]. IMeHHO nmosTomy
Bompoc obecrieueHust 0€30MaCHOCTH JaHHBIX B MH()OPMAIMOHHOW Cpelie Ha CETOMHSIIHUN JEeHb
ABJISICTCS YpE3BbIUANHO aKTyalbHbIM. JlJI1 3TOro HEOOXOAMMO IIOCTOSIHHO COBEpPLICHCTBOBATH
CYIIECTBYIOIIME M HCCIEA0BaTh HOBBIC MJEU 110 BHEIPEHUIO MEXaHM3MOB 3aIllUThl B CETSX.
[TonyunBiIMe MIMPOKOE PACHPOCTPAHEHUE TEXHOJIOTUU PACHPEIENIEHHOTO PeecTpa, B TOM 4YHCIe
OJIOKYCIH, MOTYT OBITh d()(PEKTUBHO HCIIONB30BAHBI JJISI OOPHOBI ¢ BO3PACTAIOIIUM KOJIUICCTBOM
yrpo3.

brokueitn npexacraBnger coOoil 0a3y JaHHBIX B BUJE HENPEPHIBHOM LEMOYKHU OJIOKOB,
coepkanuii nHpopMamuo 000 BceX COBEPIICHHBIX B CUCTEME TpaH3aKIusIX. JJaHHbIE 0 mepeBoaax
He 3amu(pOoBaHbI, TOCTYIIHbIE BCEM I0JI30BATENSAM U KAXKIBbIH MOXKET MPOCMOTPETh UX B JIOOOM
MOMEHT BPEMEHHU. JTO OJIHA U3 IVIaBHBIX CBOMCTB TEXHOJIOTMU — IPO3padHOCTh. Kpome aToro ei
MPUCYIIN: HEU3MEHHOCTh 3allMCAHHBIX JAHHBIX U JEIEHTPAIN3alMsl, 32 CUeT KOTOPOi MH(pOpMaIus
XpaHUTCS HE Ha OJIHOM YCTpPOMCTBE, a NMPHHAUICKUT BCEM IOJib3oBaTeisiM ceTu. [Ipumenenue
TEXHOJIOTUU OJIOKUEHH TM03BOJISIET aBTOMAaTU3UPOBAaTh TPAH3AaKIMM B CETHU U IOBBICUTH
3¢ eKTUBHOCTh €€ (YHKIMOHMPOBAHUS, HE NpUBJIEKas NpU 3TOM TpeTbed cTopoHbl. [laHHas
cucTeMa NpOJ0JDKAeT pa3BUBAaThCS M CTAaHOBUTCS Bce Oosiee MOMYISIPHOW, Bce TIIaTelIbHEE
UCCIIEYIOTCSI €€ CBOICTBA M BO3MOXKHOCTH TNpuMmeHeHus [1]. B kauecTBe uMHCTpyMeHTa s
yIpaBieHUs] JaHHBIMU M UX Oe3omacHoil oOpaOOTKH, OJIOKYEHH CeroAHs SBJISETCS HAWIy4IIUM
pemieHreM. TexHOJIOTUsl crnocoOHa OKa3aThb OTPOMHOE BJIMSHHE B Pa3BUTUU MHOTHX cep, 4To
MIO3BOJIMT JOCTUYb ABTOMATHU3ALMH Pa3JINYHBIX IIPOLIECCOB U YCIIYT, M KaK CJIEACTBHE - 3HAYUTEIbHOU
SKOHOMHHU PECYPCOB.

OaHUMM U3 TJIaBHBIX HA CETOJHSALIHUI JEHb OCTaeTCsl BOMPOC OOECHedeHHUs HaJIeKHOIO
XpaHeHHUss WHPOpPMAlMM U BO3MOXKHOCTH OTCJIECKUBAHHS IOJ03PUTENBHOM aKTHUBHOCTH U
CBOEBPEMEHHOM 3alIUTHI MoJsib30BaTeNeil B ceTu. HecMoTpst Ha 601b110€ KOJIMYECTBO MPEUMYILECTB
TEXHOJIOTUU OJOK4YelH, MmpolsieMa MpOBENEHUS HE3aKOHHBIX ONepanuil SBISETCS aKTyaJlbHOM.

Hapymmrenu 3m10ynoTpeOssitoT KPUNTOBATIOTOW JJII MPOBEAEHUS Pa3IMYHBIX (HUHAHCOBBIX
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MaxuHaiuii, Toprosiu B Darkweb, a monp3oBaTenu AeleHTPaIN30BaHHBIX CETEH CTATKUBAIOTCS C
MONBITKAMU HECAHKIITMOHUPOBAHHOIO JIOCTYIA K EPCOHAIBHBIM JJAHHBIM [4].

TakuMm oOpa3om, HEISIMH UCCIIeI0BAHUS ONPEAETICHO:

e  M3YYUTh NPUHIUIBI 00PAaOOTKU JAHHBIX B OJIOKYEHH CeTAX;

e IPOAHATU3UPOBATH COBPEMEHHBIE MHCTPYMEHTHI OTCIIC)KUBAHUS TPAH3aKIMH U aHAIHM3a

OJIOKYEIH ceTeil U X BO3MOXKHOCTH;

e  ONpEIEIUThH MEPCIEKTUBBI PA3BUTHUS TEXHOJIOTUU U PEKOMEHAAINH 10 €€ TPUMEHEHHUIO.

Ha ocnoBe mociennux otderoB Internet Organised Crime Threat Assessment (IOCTA)
MMEHHO BBIMOTATEIM B CETSIX OCTAIOTCA OJHOM W3 Hamboiee aKTyalbHBIX yrpo3, Kak s
rocyJapCTBEHHBIX, TaK U JUIsl YaCTHBIX opranu3anuii B EBpone u 3a ee npenenamu [4]. B cBs3u ¢
9TUM TOSBUJIACh HEOOXOAMMOCTh B KOHTpoJie 3a JeHCTBUSIMHM B OJOKYEHH CeTsIX u
YCOBEPILIEHCTBOBAHUHU BCEX CYIIECTBYIOUIMX B HACTOSIIEE BpeMsl acleKTOB KuOepsamuThl. M3-3a
ATOTO HaYyaJl paCTH CIPOC Ha HHCTPYMEHTHI aHAJIM3a CETH C BO3MOXKHOCTBIO OTCIICKUBAHHS UCTOPHU
TpaH3aKIMH, OCYIIECTBICHHBIX MOJb30BaTeIsIMA. Ha MaHHBII MOMEHT MOXHO BBIOMpATh Cpeau
KOMMEPUECKHUX YCIYT U HHCTPYMEHTOB C OTKPBITHIM KOJIOM.

Ha npumepe coBpeMEeHHBIX MEXaHU3MOB OTCJICKUBAHUS TPAH3AKIIMM PACCMOTPEHBI METOBI
aHaJM3a CHCTEMBbI, BBIABICHHS Yrpo3 W UX ycTpaHeHUs. MccienoBaHbl Takue CpeiCTBA aHAIHM3a
omokyeitn cerei, kak: Blockchain Explorer, CryptoHound, Glassnode. Mcnonb30Banne mo1o00HbIX
WHCTPYMEHTOB C OTKPBITHIM KOJIOM SIBJISIETCS YIOOHBIM 3a CUET MX JIOCTYIMHOCTH, OJJHAKO HEKOTOPhIE
U3 HUX TpeOyroT OONBIIOTO KOJWYECTBA BPEMEHHW ISl aHalW3a OTICIBHBIX YYaCTKOB CETH W
TpaH3aKIHiA, TO3TOMY TIPOBOIUTH TaKyIO MPOBEPKY BPYUHYIO CTaHOBUTCS HedpdexTuBHbIM. Torna
Ha TIOMOIIIb UCCIIEIOBATENSIM MPUXOASIT UMEHHO KOMMEPYECKHE CEPBUCHI.

Takxke T™pPOBENEHO UCCIEOBaHUE ONOKYEHH TpaH3aKIUil C TMOMOIIBI0 TIaT(HOPMBI
GraphSense. OTo emie OJUH MHCTPYMEHT C OTKPBITBIM IMPOTPAMMHBIM KOJIOM, pa3paOOoTaHHBII
aBcTpuiickumu uccienoBareasiMu [3]. Cucrema NpoBOAUT aHAIU3 TPAH3AKIIMN B CETHU B PEAIbHOM
BpPEMEHH, 4TOOBI MOJIYYUTh MpeJcTaBiIeHne 00 UX (YHKUMAX M MOApoOHYI0 craThcTuky. Ocoboe
BHUMaHUE YJCNSETCS BBIABICHUIO TaK Ha3bIBAEMBIX AHOMAIMH, TO €CTh HACHTU(UKAIHUU Tex
TpaH3aKIHA, KOTOPBIE OTKJIOHSIOTCS OT CTaHJAPTHBIX CTPYKTYp. OTO TO3BOJIIET BBIBIATH U
OTCJIKHMBATh TOTCHIMAILHO BPEIOHOCHBIC NEHCTBHA Ha paHHHMX cragusx. [IpemocraBisercs
BO3MOXXHOCThH paboTaTh C TAKUMHU KPHUITOBATIOTaMH, Kak: Bitcoin, Bitcoin Cash, Litecoin, Zcash u
Ethereum. B wuTore MOXXHO OTMETHTb, YTO JaHHBI WHCTPYMEHT SBISIETCS YIOOHBIM B
WCTIOJIB30BaHUH, TIPH ATOM OH TIpeIaraeT O0JIbII0e KOJIMYECTBO BO3MOKHOCTEH C BRICOKUM YPOBHEM
3G GEKTUBHOCTH, TTO3BOJISIS €TO MOITB30BATEISIM MTOJTyYaTh CTATHCTUKY IO 3aMpocy B BHJE TPpaduKoOB
U TabmuIl 3a JOCTaTOYHO KOPOTKOE Bpems. B mepcrexkTuBe, MpoJobKas COBEPUICHCTBOBaHUE
wiatopMbl U obecrieunBas pactyiiuii Habop ee QyHkiuii, GraphSense MoXXeT cTaTh XOPOIIUM
WHCTPYMEHTOM JTS IPSANIPUATHI U OpraHU3aIiil, 3aHUMAFOIIAXCS KPUITTOAKTUBAMH, JIJTS HAyIHBIX
WCCIIC/IOBAaHMH, a TaK)Ke BO3MOXHBIM DPEIICHHEM BO3HUKAIONIMX IPOOJEM TIO COOJIOACHUIO U

peryaupoBaHuIO Oe30MacHBIX B3aUMOICHCTBHI B OJIOKUEIH ceTsX.
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PesynpTaThl maHHOW pabOTHI TPEXIE BCErO IMOJIE3HBI IMOJIh30BATESAIM OJIOKUYCHH-CETEH,
pa3paboTuruKkaM MPHIOKEHUNH, OCHOBAaHHBIX HAa TEXHOJOTMM OJIOKYEHH, cneruaiucrtaMm B chepe

K1OepOe30MmacHOCTH.
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Automation of information processing methods for tracking transactions in
blockchain systems

The work is devoted to the research of the principles of data processing in the Blockchain
technology. Particular attention is paid to the issue of ensuring reliable storage of information and the
ability to track suspicious activity in the network. Due to the fact that all transfers are sent in an open
form and everyone can view them at any time, there is a threat of dishonest actions of participants
and attacks on the system. Methods of network analysis, detection and elimination of threats are
proposed using the example of modern tools for tracking transactions as a way to solve existing
problems associated with various manipulations in the network.

DBSCAN ALQORITMININ TOTBIQIi iLO BIG DATA - DA KUY VERILONLORIN
ASKARLANMASI

A. Faxraddinqiz1
AMEA Informasiya Texnologiyalar1 Institutu, Baki, Azorbaycan
e-mail: aygul.fexreddin@gmail.com

Informasiya Kommunikasiya Texnologiyalarinin (IKT) inkisafi rogomsal informasiyanin
stiratli artimimna vo naticodo kiilli migdarda boyiik olgiilii verilonlor konsepsiyasinin meydana
golmasine sobab olmusdur. Bu sabobdon boyiik Olgiilii verilonlor vo onun mahiyyatini, analiz
texnologiyalarinin imkanlarini, tohliikasizlik mosoalalorini todgiq etmoys ehtiyac yaranmisdir.
Mogalada boyiik olgiilii verilonlorin analizindoki catismazliglart aradan qaldirmaq tgilin sixliga
osaslanan DBSCAN klasterlogsdirma alqoritmi  analiz  edilmisdir. Bu alqoritmin osas
xtisusiyyatlorindon biri boyiik olgiilii verilonlords kiiy noqtolori askar etmoklo effektiv klasterin
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yaradilmasindan ibaratdir. Alqgoritmin totbiqi zamam kiiy noqtolori ehtiva edon real verilonlor
bazalarindan istifado edilmisdir. Nizamlanmis rand indeksi, homogenlik, Davies-Bouldin indeksi va
s. kimi giymatlondirms metrikalarmin tatbiqi naticalorine asasan, DBSCAN alqoritmi digor
klasterlosdirma alqoritmlorino nisbaton kily noqtolori askar etmokdo  daha effektiv natico
gOstormisdir.

Giris

XXI asrin avvallarindon baslayaraq texnika va texnologiyalar — kompiiterlor, mobil telefonlar,
Internet, sensor sobokalari, yerin siini peyklori, kosmik teleskoplar, bulud hesablamalar1 vo s. vasitosi
ilo generasiya olunan rogamsal verilonlor har il handasi silsils ilo artmaqdadir. Naticads verilonlarin
emali, idara olunmasi, saxlanmasi va istifadasinds yeni erani oks etdiron “boyiik olgiilii verilonlor”
(ing. big data) konsepsiyast meydana ¢ixmisdir.

Big data fenomenal hadiso olaraq comiyyatin igtisadi inkisafinda ingilabi dayisikliklorlo
yanasi, elmi ictimaiyyati bir sira problemlorls liz-iizo qoymus, yeni todqiqat paradigmasi yaratmisdir.
Bu verilonlarin emali {igiin yeni texnologiyalardan istifado etmok zorurati yaranmisdir. Basqa s6zlo,
big data termini hacm vo miixtaliflik baximidan miirokkab olan moalumatlari ifads edir, lakin onlar1
ononovi emal texnologiyalar vasitasilo idars etmok miimkiin olmadigina gora avvoalcadan tayin
olunmus real zaman rejimindo yeni biliklorin oldo edilmasi ¢atinlogir. Bu da 6z ndvbosinds
verilonlarin mozmunundan asili olaraq tohliikasizlik baximindan miixtalif problemlors gatirib ¢ixara
bilor [5]. Boyiik olgiilii verilonlorin tohliikasizliyini neca tomin etmok va gizliliyini gorumaq cari
aragsdirmalar morhalasinds an aktual problemlordon birina ¢evrilmisdir. Homginin, malumatlarin
toplanmasi, saxlanmasi vo istifadasi zamani fordi molumatlarin asanligla sizmasina vo malumatlarin
klassifikasiyas1 zamani ¢atinliklora sobob olur [1]. Klasterlogsdirmoa boyiik 6l¢iilii verilonlorin asas
tohlili tsullarindan biridir. Xisusilo do, Kklasterlosdirmonin asas moqgsadi verilonlori miioyyan
xtisusiyyatlora gora oxsar olduglar1 halda eyni qrupda toyin edarak, klasterlora ayirmaqdir. Klasterlor
forqli 6l¢iids, sixligda vo formada oldugda qruplarin agkarlanmasi problemi ortaya ¢ixir. Magaloda
DBSCAN Kklasterlogdirmo alqoritminin totbigi ilo eksperiment hoyata kegirilir. Eksperimentin
naticalorina asason miixtalif giymotlondirma indekslari vasitasila naticalar giymatlondirilir.

DBSCAN

DBSCAN alqoritmi sabit radiuslu qonsuluqda yerlogon ndqtolorin sayini hesablayaraq sixligi
giymatlondirir vo har hansi iki ndqto bir-birinin qonsulugunda yerlasirsa, bu noqtalori bir-birilo bagh
hesab edir. DBSCAN alqoritminin iki asas parametri movcuddur: Eps (Epsilon) - qonsuluglari tayin
edon mosafa. iki ndqto arasindaki mosafo eps-don az vo ya barabar oldugda qonsu hesab olunur.
MinPts (Minimum Points) - klasteri toyin etmak {igiin minimum malumat noqtalorinin say1. Bu iki
parametrs asason sixliga asaslanan klasterlogdirmos alqoritmi ti¢ forqli ndqtalor tipine ayrilir [2]:

» asas noqtalor (ing. core points), yani six qonsuluqda yerloson noqtalor (|[NEps(p)| = MinPts);
Qonsuluq radiusundaki Eps (Epsilon) an az1 MinPts (Minimum Points) ndqtasindan ibaratdirss,
yani qonsulugdaki sixliq bazi haddi kegmalidirsa, bu noqte asas nogta adlanir.
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» sorhad noqtalor (ing. border points), yoni hor hansi klastero aid olan, ancaq six
gonsulugda yerlosmoayan noqtalor; bir nogto asas néqtadan olds edilo bilondirss vo otrafindaki
sahada MinPts noqtasindon az noqta varsa, bu ndqto Sarhad nogta adlanir.

* kiiy noqtalor (ing. noise points), yani heg bir klasters aid olmayan noqtalor; agar bir ndqts 2sas
noqto deyilso vo hor hansi bir asas noqtadoan oldo edilo bilon deyilss, bu noqte kiiy nogta kimi
giymatlondirilir [4].

A. DBSCAN algoritminin marhalalori:

Yuxaridaki anlayislardan natico ¢ixararaq DBSCAN alqoritminin isloma prosesini asagida
kimi sorh eds bilarik [3]:

Algoritm ixtiyari bir ndqtadon baslayir vo qonsuluq moalumatlar1 (Eps) parametrindon alinir.
Bu noqto MinPts parametrinin € qonsulugunda yerlasirsa, klaster omalos gatirir. ©ks halda noqts kiiy
noqto kimi isaralonir. Bu néqte sonradan farqli bir ndqtanin € qonsulugunda yerlasa bilor va bununla
da klasterin bir hissasi ola bilor. Burada sixliq alds edilo bilon vo sixliga bagli noqtalor anlayisi
vacibdir. Bir noqtanin osas noqto oldugu askar edilarss, € qonsulugundaki ndqtalor do klaster hesab
oluna bilar. Belalikls, € qonsulugu igarisinds tapilan biitiin noqtalor, asas noqtalordirss, onda bu
noqtalor 6z qonsulugunda yerlogon noqtalor ilo birlikdo slave olunurlar. Yuxaridaki proses sixliga
bagl klaster tamamila tapilana qodoar davam edir. Proses yeni bir klasterin bir hissasi ola bilon va ya
kiiy noqtalor kimi isaralonan yeni bir noqts ilo yenidan baslayir.

B. Eksperimentlor

Asagidaki eksperimentlordo forgli verilonlor bazasi tigiin ilkin klasterlosdirma, k — NN
metodu vo DBSCAN algoritminin totbiqi ilo yekun giymatlondirms tosvir olunmusdur.

K-MNearest Meighbour-KNM

K masafasi

002 Epsilonun optimal giymati = O.D

0 2000 4000 6000 8000 10000
Cbyekt

Qeyd etmok lazimdir ki, giymatlondirms {igiin istifads edilmis Davies-Bouldin indeksinin minimal,
Bircinslik (Homogeneity) vo Tomizlik (Purity) indeksinin iso maksimal giymoti daha keyfiyyatli
naticoni ifads edir. Codval 1 - do siniflondirilmis verilonlar iigiin asason Homogeneity indeksina goro,
siniflondirilmamis (ilk iki verilonlor bazasi) verilonlords iso Davies-Bouldin indeksina goérs Klasterlor
yaradilir [6]. Ogor siniflondirilmis verilonlordo Homogeneity vo ya Purity indeksi biitiin hallarda
eynidirso, onda burada da Davies-Bouldin indeksi nozars alinaraq, klaster yaradilir.
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Cadval 1. Verilanlor bazasinin va parametrlorin atrafli tasviri qiymati

Davies-
_ Adjusted Rand Silhouette _ _ _

Verilonlor bazas1  Eps MinPts Purity Homogeneity Bouldin

index (ARI) score _

index
0.01 10 0.019 -0.238 0.797 0.740 2.344
Churn 0.02 10 -0.007 -0.311 0.796 0.860 5.759
(10000 x14) 0.02 8 -0.006 -0.268 0.796 0.828 7.687
0.02 12 -0.005 -0.278 0.796 0.816 6.753
0.01 10 -0.068 0.578 0.855 0.961 1.043
Online Shoppers 0.01 8 -0.068 0.583 0.855 0.965 1.045
(12330 x 18) 0.02 10 -0.056 0.787 0.855 0.967 1.412
0.009 10 -0.072 0.574 0.855 0.964 1.099
0.02 10 0.0 0.631 1.0 1.0 0.988
Adult 0.03 10 0.0 0.607 1.0 1.0 0.804
(48842 x 15) 0.01 7 0.0 0.580 1.0 1.0 1.411
0.01 12 0.0 0.624 1.0 1.0 1.434
0.02 12 0.011 0.841 0.883 0.883 1.055
Bank -marketing 0.03 10 0.005 0.834 0.883 0.941 1.208
(45211 x 17) 0.01 10 0.025 0.709 0.883 0.946 1.078
0.02 8 0.008 0.709 0.883 0.816 1.904
0.02 12 0.0 0.107 1.0 1.0 1.639
Diabetic 0.03 12 0.0 0.311 1.0 1.0 0.995
(101766 x 50) 0.02 14 0.0 0.010 1.0 1.0 1.886
0.01 12 0.0 -0.503 1.0 1.0 1.586

Natica. Tadgigat isindo bdyiik 6l¢iilii verilanlor konsepsiyast aragdirilmigdir, boyiik 6lgilii
verilonlorin analizi Ug¢lin klasterlosdirmo algoritmlorinin  nozori cohotdon miigayisali analizi
apartlmigdir. Boytik ol¢iilii verilonlorin analizi vo kily (noise) noqtolorin doqiq askar edilmasi iigiin
sixliga osaslanan DBSCAN alqoritmi totbiq edilmis vo boyiik Olgiilii verilonlor tigiin praktiki
ohomiyyati miioyyon edilmigsdir. DBSCAN alqoritminin qiymatlondirilmasinds samaraliliyin
artirilmasi liglin miixtolif metodlardan (Silhouette score, Adjusted Rand index, Purity index vo
Homogeneity index va s.) istifads olunmus va bu metodlarin naticalorina asason DBSCAN algoritmi
miixtalif indekslora goro yiiksok notico vermisdir. Qeyd etdiyimiz kimi alqoritm osas iki
parametrin( Eps, MinPts) se¢ilmasindo hassas olduguna baxmayaraq todgigat naticasinda
keyfiyyatli klasterlor oldo edilmisdir.

Agar sozlar: big data, sixliga asaslanan klasterlasdirmo, DBSCAN algoritmi.
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Detection of noise points 1n big data with apphcation of dbscan algorithm

The development of information and communication technologies (ICT) has led to the rapid
increase in digital information and the consequent emergence large amount of the concept of big data.
Therefore, there is a need to study big data and its essence, the capabilities of analytics technologies,
security issues. The article addresses the density-based clustering algorithm (DBSCAN) to overcome
the shortcomings in the analysis of big data.

One of the main features of this algorithm is to create an effective cluster by detecting the
noise points in big data. During the implementation of the algorithm, real databases containing noise
points were used. Based on the results of applying evaluation metrics such as adjusted rand index,
homogeneity, Davies-Bouldin index, etc. DBSCAN algorithm was more effective than other
clustering algorithms in detecting noise points.

MUASIR BANK SEKTORLARINDA KIBERTOHLUKOSIZLIiK
STRATEGIYALARININ ANALiZi

V.9. Qasimov, A.9. Ismayilov
Azaorbaycan Texniki Universiteti, Baki, Azarbaycan
e-mail: vaqif.qasimov@aztu.edu.az, a.unudulmaz@mail.ru

Giris. Bu giin bank sektoru kibertohliikalora garsi hossas voaziyyatdadir. Bu, bir torofdon
banklarin informasiya infrastrukturlarinda mévcud bosluglara hadaflonan tohliikslorin aktivliesmasi,
digor torofdon maliyys sektorunda yeni texnoloji innovasiyalarin totbiqi ilo meydana g¢ixan
kiberisklorlo saciyyalonir. Texnoloji infrastrukturda virtuallasma, bulud texnologiyalari, suni intellekt
Vo avtomatlaidirilmig gorar gobuletms sistemlori, blokgeyn vo digar innovativ hollorin tatbigi vo
inteqrasiya olunmasi kibertohliiko problemlorini hall etmir, oksino biznesi maliyys vo reputasiya
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itgilori ilo tohdid edon yeni 6ziinoxas risklori ortaya goyur [1, 2]. Bu risklor bank va bzines
informasiyasinin konfidensialligi, tamlig1 vo ol¢atanligi kimi asas ii¢ meyarlarina tosir gostorir.

Xidmatin keyifyyatinin tokmilladirilmasi, potensial miistari bazasinin genislondirilmasi, yeni
¢esidli mohsullarin ortaya qoyulmasi, maliyya golirlorinin artirilmasi, tohliikasizliyin idare olunmasi
kimi biznes hadoflari artiq informasiya texnologiyalarmin totbigi vo tohliikasizliyinin tomin olunmasi
ilo birbasa oslagodardir. Bank sektrounun Kibertohliikosizlik {izro baglica zaifliklori informasiya
tohliikesizliyi iizra Idarogiliyin, bzines mogsadlori ilo uzlasan strategiyanin, proseslorinin, nazarot
cargivasinin, gayda vo prosedurlarin, salahiyyat bolgiisiiniin olmamasi, informasiya tohliikasizliyi
tizro pesokar kadlar qithgidir. Sonun illarin tocriibolori vo hadisalori bir daha siibut etdi ki,
informasiya tohliikasizliyinin tomin edilmasi zoncirinin an zaif halgssi insanlar vo davranislardir.
Kibertohliikasizliyin idarsedilmasi birdafays totbiq edilon proses deyil, davamli idara olunan proses
olmalidir. Kibertohliikasizliyin idars olunmasi rohbarliyin idarsetmo stilinds vo davaranislarinda oks
olunmalidir ki, daxili nozarat sistemi informasiyanin qorunmasina hodoflonsin. Aparici 6lkalarin
idaroetmo leksikonunda bu miinasiboti “Tone at the top” adlandirirlar. Bank rohbarliyinin
davaraniglarinda bu yangmanin hiss edilmamasi is¢i kollektivin informasiya tohliikasizliyina hormat
Va tomin etmosini sual altina qoyur. [3, 4, 5].

Beynalxalq Bank Sektorlarimin Kibertohliikasizlik Strategiyalari. Son on ildo bank
sektorlarinda vo ya dovlat torofindon tosdiglonmis kiber miiharibodo artim miisahido olunur. Bu
tendensiya 2010-cu ilds avadanliglarin siradan ¢ixmasina sobab olmaq iigiin Iranin uran santrifiij
kompiiterlorina yerlosdirilmis bir qurd olan Stuxnet ilo basladi. 2017-ci ildo Rusiyanin dastokladiyi
bir hacker grupu olan Sandworm, casaratlo Amerika sirkatlorindon Sarqi Avropa bank sabokalorino
godar genis bir hadaf hodofins gatdi.

Artiq coxlart bir millstin viruslar1 basqa bir 6lkenin kompiiter sistemlorine qirdigr vo ya
birlosdirdiyi kiber miiharibanin diinyada miiharibalorin getdiyi sarhad olacagina inanir. Kigik 6lkalor
va inkisaf etmokds olan iqtisadiyyatlar ononavi garsidurmalarda istirak etmok {i¢iin resurslart vo ya
siyasi dostoyi olmadiqda bu marsruta miiracist eds bilarlor.

Golocokds kiber tohliikasizlik banklarin infrastrukturunun asas hissolorini - kiber miiharibo
zamant1 hodaflari colbedici edocaklarini - roqomsal miidaxiloys daha davamli istehsal yollarini tapmali
olacaglar [6].

Merilend Bankinin tadqiqatcist Misel Cukierin apardigi bir arasdirmaya goro, hakerlor o qador
cox olub ki, indi orta hesabla hor 39 saniyado bir bas verir. Kiber hiicumlarin oksariyyati, molumat
bazalarini vo rogomsal linvanlari tarayan, istifado etmok {i¢lin zoifliklor axtaran avtomatlasdirilmig
skriptlordon istifado etmoklo hoyata kegirilir.

Hor hiicumun ssenarisi texnoloji cohatdon bilikli bir miitoxassis torafindon yazilmalidir vo
golocokda onlar icra etmok bacarigina vo motivasiyasina sahib miitoxassis saymin artacagina
inanmaq {iciin osas var. Inkisaf etmokdo olan dlkalords bank standartlar yaxsilasir va texnoloji isci
quivvasinin kiitlovi sokilde genislonmosing sabab olur [7].

Asagidaki diagramda bank standartlarina niimunas {igiin toskilati sxemi tosvir edilmisdir:
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Bank sektorlarinda Kkibertohliikasizlik strategiyalarimin analiziisullari. Miiasir bank
sektorlarinda kibertohliikasizlik strategiyalarinin asagidaki dord ndv analiz tisullar1 var:

1. Cox faktorlu identifikasiya. Cox faktorlu identifikasiya (MFA), istifadaginin iki vo ya daha
cox giris etimadnamasini toqdim etdikdon sonra slds edildiyi bir identifikasiya tisuludur. Giris
etimadnamasina parollar, sancaglar vo ya barmaq izlori daxil ola bilor. MFA qurarken, giris
moalumatlarinin eyni moanbadan (yoni iki sifrodon) galmadiyino amin olun, ¢iinki bu, tohliikasizliyi
zoifladir.

2. Kiberrisklorin giymotlondirilmasi.Hans1 risklorin isiniz {i¢lin on boyiik tohliike oldugunu
giymatlondirarok, aradan qaldirma soyloring istiinliik vers Vo tohdidin azaldilmasini asanlasdira
bilorsiniz. Bu, xoarclori va is vaxtini azaldaraq molumat pozuntusundan aktiv sokildo qorunmaga
imkan verir.

3. Kibersigorta. Kibersigorta - molumatlarin pozulmasi halinda miiassisalorin  maliyya
cohatdon qorunmasini tomin etmays komok edir vo bu, kiber tohliikasizlik strategiyasinin vacib bir
hissosidir. Hiiquqi xarclori qarsilamaqla yanasi, kiber sigorta dasiyicilart da mistorilora pozuntular
bildirirlor ki, togkilatlar molumatlarin pozulmasi qaydalarina riayat etsinlor. Bundan olavs, kiber
sigorta, zodolonmis sistemlori diizoltmok vo tohrif edilmis molumatlar1 barpa etmok tiiglin do
odomoyakomok edacok.

4. Iscilorin tolimi.Iscilor kibertohliikasizlik sistemlorindon diizgiin istifado etmoyi dyratdikdo
sistemlori istismar olunan zoifliklori aktiv sokildo miiayyan eds vo onlarin hall olundugundan amin
ola bilarlor [8, 9].

Notica. IKT-nin miiasir hayatin va inkisafin biitiin sferalarin1 genis sokildo ohato etmosi,
global mokana va informasiyaya ¢ixisdaki sarhadlari aradan qaldirmasi, informasiya miibadilalarinin
Vo amaliyyatlarin yiiksok siiratini tomin etmoklo yanasi, ucuzlugu vo olyetorliliyi qisa bir zaman
arzinds diinya ohalisinin toxminon yarisinin istifadogiys ¢evrilmasi ilo naticalonmisdir. Biitiin bank
sektorlarinda isa Kibercinayatlorin aragdirilmasinin hayata kegirilmasi tigiin yeni tisul va vasitalorlo
yanasi, onlarin realizasinds yeni metod vo imkanlarin yaranmasina, habelo potensial
kibercinayatkarliq obyektlarinin saymnin vo miqyasinin siiratlo artmasina gotirib cixarmisdir.

Bir sira Banklar kibertohliikalori nlomok tigilin giiclii texniki-program vasitslori oldo etmislor
ki, bu alstlor daxildon vo konardan gaynaglanan kiber risklori minimallasdirmaga imkan verir.
Texnoloji yeniliklori daimi totbiq edon toskilat kimi Azarbaycan Respublikasi Markazi Banki qeyd
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edila bilar. IT idarogiliyi vo kibertahliikesizliyin idars edilmasi mosalalori Morkazi Bankin amoliyyat
proseslarina 10 ildan artigdir ki, inteqrasiya edilmidir. Bu sahado COBITS, ISO27001 standartlart,
SWIFT vo aparict Insititularin tovsiyolori oldo rohbor tutulur. Diinyada gabaqcil informasiya
idaroetmo modeli hesab olunan 3 soviyyali idaroetmo sistemini (IT idarogiliyi, Informasiya
tohliikasizliyi vo Daxili Audit {izra qarsiligh nazarst foaliyyastlori) istifads edilir, nazarst-monitoging
alatlori periodik tokmillosdirilir [10].

Kibermokanin saciyyoavi xiisusiyatlori, habelo infrastrukturun, osasen, o6zal sektor vo
voatondaslarin alinds comlonmasi kibercinayoatkarligla miibarizods adekvat institutsional strukturlarin,
elmi-texniki vo normativ-hiiquqi bazanin formalasdirilmasi vo tokmillasdirilmasi ilo yanasi, dovlat,
0zl sektor vo votondaslar arasinda, hamginin beynalxalq soviyyads torofdasligin vo omokdasligin
genislondirilmasini talob edir. Adekvat mexanizmlorin, zoruri institutlarin, goxtarafli vo beynalxalq
torofdasliq vo omokdashigin yerindo olmamasi iso Kibercinaystkarligla miibarizoni daha da
miiokkoblogdirir va ¢atinlosdirir.

Acar sozlor: Kibertohliikasizlik, informasiya tohliikasizliyi, kibermokan, kiberhiicum,
kibertohliikasizlik strategiyasi.
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Analysis of cybersecurity strategies in modern banking sectors

In modern times, cybersecurity becomes a strategic national problem that affects all layers of
society. A fast, effective and effective fight against cyber aggregation requires the correct
determination of national goals and priorities, the role and responsibility of the parties concerned,
which must be achieved by the end of time. Cybersecurity strategies in the banking sector - one of
the first steps in this direction. This article analyzes the existing cybersecurity strategies with the aim
of revealing the previous experience in the development of cybersecurity strategies in the banking
sector.

BIG DATA TOHLUKOSIZLiYI TEXNOLOGIYALARI: iISTIFADO DAIROSI VO
PROBLEMLORI

V.9. Qasimov, D.A. Quluzada, M.I. Cavadova
Azorbaycan Texniki Universiteti, Baki, Azarbaycan
e-mail: vaqif.gasimov@aztu.edu.az, dilare.quluzade@aztu.edu.az

maryam.cavadova@aztu.edu.az

Miiasir dovrds verilonlor bazasi (VB), verilonlor bazasi sistemlori (VBS), boyiik verilonlor
(Big Data) kimi anlayislar insanlarin giindalik foaliyyatlorinds rast galdiklori vo istifado etdiklori
informasiya saxlanmasi, emali vo tominat1 sistemino ¢evrilmisdir. Big data platformalari: boytik
hocmli, miixtalif strukturlu vo yiiksok siiratli olganliga malik mohsul, amokdas, miistori vo s.
molumatlar1 ohato edir vo bels platformalarin totbiginin genislonmosi ilo  tohliikasizlik vo gizliliklo
bagli bozi problemlor yaranir. Mogalodo Big Data tohliikasizliyi, Big Data tohliikasizliyi
texnologilari, istifado dairasi, Big Data tohliikosizliyi masalalorine baxilir.

Davriin talablorino uygun olaraq Big Data texnologiyalari, alagesiz vesilonlor bazalari oksoar
miiassisalorin miiraciot etdiyi texnologiyalardir. Eyni zamanda bu texnologiyalar toskilatlar vo
miiassisalar {igiin boyiik flirsatlora, ham da risko malikdir. Kibertohliikasizlik baximindan Big Data-
da molumatlar1 qorumaq vo golocok kiberhiicumlarin qarsisini almagq {igiin analitik vo tohliikasizlik
hollori baximindan yeni imkanlar yaradilsa da, malumatlarin hocminin boyiiklityi kibercinayotkarlara
da gabaqcil texnologiyalardan istifado edorok ¢ox sayda hassas vo fordi molumatlart aldo etmok
imkan1 verir.

Aragdirmalara 9sason 20.000 cihazi (fordi kompiiter, smartfon vo server) olan orta ol¢iilii bir
sobokodo 24 saat orzindo 50 TB-dan ¢ox molumat emal edilir ki, ba da 6z novbasindos
kibercinayatkarlar tigiin har saniyads 5 Gbit-don ¢ox malumatin ogurlanmasi, analiz edilmas1 imkan1
demokdir [2].

Big Data tohliikasizliyi hom molumat, hom do analitik proseslori qorumag tigiin istifads olunan
vasita va tadbirlor kompleksi kimi basa diistilo bilor. Big Data tohliikasizliyinin asas mogsadi onlarin
giymatli malumatlara zarar vers bilocok hiicumlardan, ogurluglardan va digar zararli faaliyystlordon

gorunmasidir.
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Big Data tohliikasizliyinin agsagidak: asas texnologiyalarini geyd etmak olar:

= Sifroloma. Verilonlorin sifrolonmosi imumiyyatlo, molumatlarin bdyiik hacminin, miixtolif
tisullarla itifadagi vo ya masin torafindon kodlanmasidir. Sifraloma vasitalori ilo birlikdo miixtolif
analitik alotlor molumatlar1 xiisusi formada formatlayir. Eyni zamanda oslagoli verilonlor bazasi
idaroetma sistemi (RDBMS), Hadoop Distributed File System (HDFS) vo s. kimi xiisusi fayl
sistemlori miixtalif manbalordon alinan molumatlara tatbiq olunur.

» [stifadagi Girisina Nazarat. Bu mexanizmosas sobokoa tohliikasizliyi vasitolorindon biridir.
Adoton, daha yiiksok idaroetma xarclori olan sirkatlor onu totbiq edir, soboka saviyyasinds istifadagi
girising avtomatlagdirilmis giiclii nozarot mexanizmi hoyata kegirir. Big data platformasini daxili
hiicuma qars1 qoruyan kompleks istifadagi nozaratini idars edir [4].

» Fiziki tohliikosizlik. Umumiyyoetle,to.kilatin molumat bazasi fiziki olaraq toskilat daxilindo
yerlasdirilmalidir vo ya bulud provayderinin moalumat morkazi etibarliligi ciddi arasdirilmalhidir.
Fiziki tohliikasizlik sistemlari malumat markazina vo hassas sahalora konar soxslorin fiziki olaraq
giriging nozarot edir.

» Morkazlasdirilmis Acar Idaraetma. Uzun illordir an yaxs: tohliikesizlik tatbigetmalorindan
biridir. Big data miihitlorindo, xiisuson genis cografi bolgiisii olanlarda totbig olunur.
Morkozlosdirilmis osas idaroetmo adi altinda on yaxsi tocriibolor arasinda siyasato oasaslanan
avtomatlagdirma, toloba uygun acarlarin gatdirilmasi, geydlor vo oasas istifadodon asas idaraetma
miicarradlosdirilmasidir [1].

Big Data Tohliikasizliyi istifado dairesini asagidaki kimi sistemlogdirmok olar:

= Bulud tohliikesizliyi monitoringi: Bulud texnologiyalar1 timumiyyatlo biitiin miiassisalor
tictin daha somoarali rabito vo artan golirlilik toklif edir. Bulud Tohliikasizliyi monitoringi, servers
hossas molumatlar verir vo eyni zamanda bir ne¢o miivafiq bulud platformasmin yerlosdiyi
infrastrukturu izloyir.

= Soboks trafik analizi: Trafik davamli olaraq sobakonizds va xaricinds horokat edir. Osas
gostoaricilori yaratmaq vo anomaliyalar agkar etmak iigiin istifado olunur, bulud strukturu daxilinda
Vo xaricindoki trafikin tohlili tigiin istifads olunur.

= Daxili tohliikalorin agkarlanmasi: Daxili (insayder) tohdidlor do on azkibercinaystkarlarin
hucumlar1 qodor miiassisa tigiin tahliikalidir. Kibercinayatkar hor hansi bir zararli progqram hiicumu
godor tohliikalidirss, bozi nadir hallarda bir daxili problem sabakani mahv eds bilor. Tohliikasizlik
analitikasinin komayi ilo toskilatlar daxili tohliikolori asanligla askarlaya bilirlor. Bu, anormal giris
vaxtlari, qeyri-adi e-pogt istifadasi Vo icazoasiz verilonlor bazasina giris istoklori kimi davraniglar
osasinda miioyyonlosdirilir.

» Tohliiko ovu (Threat Hunting): Umumiyyatlo, IT Tohliikesizlik qrupu daha ¢ox tohdid ovu
ilo mosgul olur. IT infrastrukturuna hiicum etmoyo cohd gdstoran tohliike Vo pozuntularin potensial
gostaricilorini axtarirlar. Tohliiko ovu taktikalar: hiicumdan avval potensial tohdidlori miioyyan etmok
Va tasnif etmak tigiin ovvalor toplanan tocriibalors istinad edarok yeni tohdidlori miioyyanlosdirs bilar.

» [stifadogilorin davranis analizi Toskilatin istifadagilari iimumiyyatlo har zaman IT strukturu

ilo olags qururlar. Kibertohliikesizliyinizin ugurlu vo ya ugursuz olmasma qorar veran, asasen
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istifado¢inin davranisidir. Buna gors istifadoginin davranisini izlomays ehtiyac var. Tohliikasizlik
analitikas1 iscilorin geyri-adi davranislarini izlayir. Belsliklo, bir daxili tohliikoni vo ya zararli bir
hesabi agkar etmoayo komok edir. Zorarli faaliyyatlori olagealondirarak siibhali niimunalari do askar edo
bilor. Bu ciir mashur tohliikasizlik analitikindan istifade mosalasine bir niimunos UEBA-dir va IT
miihitindo goriiniirliik tomin etmays komok edir.

» jcazosiz molumat axminin askarlanmas1 Icazesiz molumat aximi molumatlarin
ogurlanmasina vo sizmasina sabob ola bilar. Sifrali rabito molumat sizintisin1 agkar etmok {iglin
istifada olunur.

Big Data miihitinin yiiksok stiratlo boyiimasini vo bu sahado yeni texnologiyalarin yaranmasini
nozors alsaq Big Data-da tohliikesizlik problemlorinin ¢oxsayl aspektlorini geyd etmak olar. Umumi
olaraq bu problemlor asagidaki kimi sistemlosdirilir [6]:

Sistemo girig nozaratlori: hor bir togkilatin tam tohliikasiz bir sistema sahib olmasi ¢ox vacibdir
vo malumatlarin miibadilasi {igiin icazs yalniz tosdiq edilmis istifadogilors verilmalidir. Giris nozarasti
hakerlor vo toskilatin molumatlarina zoror vermok istoyon soxslor torofindon hiicuma moruz
qalmayacaq sokildo olmalidir.

Qeyri-olagali molumat bazalari: NoSQL (Big data bazasi: geyri-olagoli verilonlor bazasi)
verilonlor bazasi tohliikesizlikdon daha ¢ox performans vo elastikliys istiinliik verir. NoSQL
verilonlar bazasimi tatbiq edoan togkilatlar, verilonlor bazasini alava tohliikasizlik tadbirlari il etibarli
bir miithitds qurmalidirlar.

Saxlanc: Big Data arxitekturasinda molumatlar bir nego Soviyyado saxlanilir. Depolanma
performans vo maliyyoat baximindan miixtalif toloblordon asilidir. Mosolon, yiiksok prioritetli
molumatlar imumiyyatlo flash miihitds saxlanilir.

Son noqtalor (endpoint): Kibercinayotkarlar son noqtalordoki molumatlari manipulyasiya eda
Vo yalan molumatlart kiitlovi yaya bilorlor. Giindalik moalumatlart son noqtalordon tahlil edoan
tohliikasizlik hallari, bu noqtalarin hagiqiliyini tasdiglomalidir.

Data Mining hoallori: Data Mining hollori imumiyyastls is strategiyalarini toklif edon bir model
tapir.

Notica. Boyiik molumatlarin qorunmasinda ¢oxsayli problemlori geyd edos bilarik. Hor bir
togkilat molumatlarin1 Big Data miihitindo- buludda saxladigi zaman xidmot tominatgist ilo six
islomalidir. Tohdidlorin zamaninda miisyyonasdirilmasi va problemlorin operativ halli xiisusi
ohomiyyat kosb edir. Eyni zamanda toskilatin molumatlarinin qorunmasinda biitiin togkilat
omokdaslar1 cavabdehdir.

Big data platformasini yiiksok vo asagi tohdidlordon gorumag, toskilata uzun miiddsto yaxsi
xidmatlar gostarmaya imkan veracokdir. Getdikca daha gox sirkat is strategiyalarini tokmillagsdirmok
ticiin boylik molumat analizi vasitolorindan istifado edir. Bu, kiber cinayotkarlara boyiik molumat
arxitekturasina hiicum etmok ii¢lin daha ¢ox imkanlar verir. Belaliklo, boyiik malumat tohliikasizliyi
problemlorinin siyahisi artmaga davam edir

Big Data analizi vasitalori kifayst godor malumat bazasivs sitatistik molumatlardan istifado
edorak yeni tohliikasizlik strategiyalari toklif eda bilor. Masalon, tohliikasizlik kosfiyyat vasitalori
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forgli sistemlordo tohliikasizlik molumatlarinin olagesino oasaslanaraq naticalor ¢ixara bilar.
Tohliikasizliyi yenidon kosf etmok bacarigi, daim inkisaf edon kiber hiicumlar zamani soboakalarin
saglamligi igiin ¢ox vacibdir.

Agar sozlar: Big Data, VB, VBS, Big Data tohliikasizliyi.
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Big data security technologies: use circle and problems
In modern times, concepts such as database (VB), database systems (VBS), Big Data (Big
Data) have become the system of information storage, processing and provision that people come
across and use in their daily activities. Big data Platforms: product, employee, customer etc with large
capacity, different structure and high speed measurement. it covers the data and with the expansion
of the application of such platforms, some problems arise with security and Privacy. The article
discusses Big Data Security, Big Data Security Technologies, scope of use, Big Data security issues.

10T-DA KIBERTOHLUKOSIZLIYIN TOSKILI VO KIBERRISKLORIN IDARO
OLUNMASI

V. Qasimov, M. Cavadova
Azaorbaycan Texniki Universiteti, Baki, Azarbaycan.
e-mail: vaqif.qasimov@aztu.edu.az, maryam.cavadova@aztu.edu.az

Osyalarm Interneti (IoT) anlayis1 texnologiyaya yeni bir paradigma gatirdi. Bir-biri ilo alago
qurmagi vo amakdasliq etmayi bacaran qurgular va cihazlardanibarat sabakonin asast qoyuldu. 10T
sistemlorino daim artmaqda olan kiberhiicumlar insanlar vo togkilatlar {i¢iin bir sira problemlor
yaratdi. Kiberhiicumlarin siirotlo artmasi agilli sobokalor, otraf miihitin monitoringi, xastolorin
monitoring sistemlori, agilli istehsalat kimi sahalords 10T cihazlarinin genis totbiqi ilo slagadardir.
Cihazlar arasindaki alagonin dinamik vo miivoqqoti xarakterli olmasi IoT-un tohliikasizliyinin toskili
cotinlogdirir. ©Ovvalki tadqiqatlarin oksariyyati 10T tohliikasizliyinin toskilinin texnoloji aspektlaring
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yonalmisdir. Bununla birlikds, 10T sistemlarindoki kompleks kibertohliikasizlik masalalarinin halli
zamani biitiin aspektlords Kiberrisklorin idars olunma problemi yaranir.

Dord saviyyali 10T kiberrisklorin idars olunmasi platformasi, IoT tohliikasizlik menecerlorino
sarfoli bir kiberrisklorin idaroetmo plani hazirlamaga komok ftgiin toklif olunur. Toklif olunan
modelds Kiberrisklori vo onlara tosir edon osas amillori dord sinfo ayirmaq miimkindiir.
Belaliklo,kiberrisk menecmenti foaliyyati marhalali sokilds toskil edarak,heg bir Kibertohliikasizlik
mosalasini gézdon qagirtmadan qiymatlondire bilir. Sokil 1-don goriindiiyii kimi biz IoT kiberrisk
idaroetms platformasini IoT kiber ekosistem, IoT kiber infrastruktur, IoT kiberrisk qiymotlondirmo
saviyyasindan va 10T kiber performans saviyyalarindan ibarst olan dord marhalays ayira bilarik.

10T kiber ekosistem

10T kiber infrastruktur

loT kiber risk giymatlondirma

10T kiber performans

Sakil 1. 10T kiberrisk idarsetmo platformasi

Risk idaroetmo modeli IoT kiber ekosistem gqatindan baslayir ki, bu da eckosistem
elementlorinin giymotlondirilmasi aparilarkon toskilat maraqli toroflorin dinamikasini vo onlara
verilon icazalori miioyyanlosdirir [1, s.7]. 10T Kkiber ekosistemi, 10T sistemloari ilo smokdasliq edon va
onlarla qarsiligh olagods olan maraqli toroflordon ibarotdir. Maraqli toroflor dedikds loT
kibertohliikosizlik texnologiyast miitoxasislori, xarici mistorilor, rogiblor, dovlot qurumlari vo
standartlagdirma  togkilatlar1 nozordo tutulur. 10T  kiber ekosistemindoki  doyisikliklor
kibertohliikasizlik menecerlorinin diggstindon yayinmamalidir. ToT sistemlorinin qorunmasi vo
diizgiin tohliikasizlik addimlarini hazirlamagq ti¢iin kiber tohliikasizlik menecerlari ti¢lin bu vacib
amildir. Bir ¢cox IoT menecerinin kifayat godor tocriibosinin olmamasi IoT kibertohliikasizlik
mosalolorinin inkisafina 6z monfi tosirini gostorir. Beloliklo, 10T menecerlori ToT texnologiyasi
inkigaf etdikco bas veron yeniliklordon, yeni texnologiyalardan (aninda) xobordar olmalidirlar.
Kibertohliikosizlik texnologiyast inkisaf etdikco, molumatlarin oGtiiriilmoasinin tomin edilmasi,
hiicumlarin qarsisinin alinmas1 vo moxfilik standartlarin1 qorumaq tigiin IoT cihazlarma on son
texnologiyalar totbiqg edilir. ©n son texnologiya olan 5G, serversiz vo duman hesablamanin inkisafina
osason l0T sistemlori miixtalif kiberhiicumlara qarsi daha yaxsi qoruna bilmalidirlor. Machine
learning vo siini intellekt ananavi metodlardan forgli olaraq daha yiiksok dogigliklo 10T sisteminds
real zamanda tohliikonin askarlanmasi, garsisinin alinmasi va barpa tadbirlarini toamin edilmasini
yerina yetira bilocok potensiala sahibdirlor. Toklif olunan 10T tohliikesizlik platformalari, coxsayli
istifadagilordon ibarst olan, heterogen cihazlari vo totbiglori birlogdiron tohliikesiz 10T sistemini
togdim edos bilmalidir.loT sisteminds totbiq edilon on son yeniliklor istifadagilor tigiin slgatan
olmalidir.IoT totbiglarina olave olunan yeni xidmatlordoan istifadagilorin vo miistarilorin istifads edo
bilmasi 10T totbiglorinin miivaffagiyyat aldo etmasi tigiin sortdir.
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Son zamanlar aparilan arasdirmalar gostorir ki, 10T totbiglorinin asan istifado olunmasi vo
faydalilig: istifadogilor arasinda miisbat qarsilanir, ancaq maxfilik riski 10T totbiginin istifadasine
monfi tasir gostarir. Bu saboabdoan, 10T menecerlori 10T istifadagilorini vo miistarilorinin istoklarinin
mioyyan etmoli, totbigin istifads istiinliiklorini, tohliikesizlik va moxfiliklo bagli istifadagilarin
narahatliglarindan xobordar olmalidirlar. Belaliklo, bundan sonra tohliikasiz 10T modeli
hazirlamalidirlar. Kiber ekosistem, igtisadi monfoot vo ya digor ¢irkin mogsadlor {igiin kibertahdid
yaradan miidaxilalor vo hakerlordon golon tohliikalori noazardo saxlayir. Belo tohliikalor yarada
bilocak ragiblor gabaqcil simsiz tohliikasizlik protokollar1 vo kriptografiyadan foal istifadoedirlor.
Belaliklo togkilat yeni hiicumlar togkil edo bilacok hakerlori miioyyan eds bilmak {igiin, onlarin
sistemlara hiicumetma hiylalarini vo sistemo necs niifuz etmasini, molumatlari ogurlamasini, zararli
program qurmasini vo miidaxilo smoliyyatlarinin tohlilinin aparilmasini yerina yetirmolidir. 10T kiber
ekosistem tobagasi otraf miihiti periodik vo ya davamli olaraq izlayir, giymatlondirir va alds olunan
informasiyani1 miivafiq saviyyalors ¢atdirir.

Sonraki aragdirmalarda kiberrisklarin idars edilmasi planin1 hazirlayarkan toskilatlar movcud
loT kiber infrastrukturunu ham texnoloji, ham do idarsetms baximindan giymatlondirmalidir.loT
kiberrisk giymotlondirmoasaviyyasi, 10T aktivlorini va xidmatlorini, zsifliklorini vo kibertohdidlori
mioyyanlosdirir. Kibertahdidlari va onlarmn tesirlorini 6lgiir, prioritetlosdirir. IoT kiber performans
gatinda kiber texnologiyalar inkisaf etdirilir, monitorinq vo nazarat foaliyyotlori aparilir vo davamli
tokmillogdirms islori aparilir [2, 5.697].

[oT sistemi agilli sohar, agilli soboka, agilli istehsalat, agilli saglamliq, siiriiciisiiz avtomobillor
Vo pilotsuz tayyaralarin asas hissadir. IoT sistemi inkisaf etdikca bu sabokays qosulan cihazlarin say1
stiratlo artir. Belo cihazlarin sayi artdiqca tohliikasizlik risklori do dofolorlo artir. IoT sistemlorindaki
tohliikasizlik ¢atismazligi badniyyatliys kritik infrastruktura va hassas moalumatlara giris imkanlarini
artirir. Bununla birlikdas, 10T Kiberrisklori idaroetms platformasinin olmamasi, togkilatlarin IoT
kiberrisklorin idara olunmasini vo garsisinin alinmasini gatinlogdirir.

Acar sézlor: Osyalarin Interneti, Kibertohliikasizlik, kiberrisklorin idars olunmas:.
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Organization cyber security and cyberrisk management in 10T
Along with the growing threat of cyber attacks, cybersecurity has become one of the most
important areas of the Internet of Things (IoT). The main goal of 0T cybersecurity is to reduce the
security risk of users by protecting loT applications and privacy. New cybersecurity technologies and
methods have the best potential for loT security. However, there are still shortcomings in loT
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cyberrisk management. This article examines 10T cyber security technologies and cyberrisk
management platforms.

ANALYSIS THE MOST SIGNIFICANT RISKS IN TECHNOLOGY AND FINANCIAL
SERVICES

A. Hasanov, E. Azizbeyov, G. Mirzayeva
The Academy of Public Administration under the President of the Republic
of Azerbaijan, Baku, Azerbaijan
e-mail: eazizbayov@gmail.com, gulnar.mirzayeva@gmail.com

Technology is a great enabler that, apart from it also presents a pervasive, potentially high-
impact risk. Nowadays, cyber risk in the form of data theft, compromised accounts, destroyed files,
or disabled is the main problem. Find the solution to problems and solutions is vital for the
organization. Mostly, this organization is a financial institution. Financial institutions face risk from
misalignment between business and strategies, management decisions that increase the cost and
complexity of the IT environment, and mismatched. Sometimes, a financial company's technology
may become obsolete, disrupted, or uncompetitive, with legacy systems hindering agility. Naturally,
mergers and acquisitions can hopelessly complicate the organization’s IT environmental fact that
many management teams fail to budget for and address. Meanwhile, manage with the technology
startups and disruptive financial technology (“FinTech”) solutions are challenging the business
models and processes at the core of many institutions, making swiftness of response a requirement
for ongoing relevance and viability [2].

Some of the most significant risks in technology in financial services include:

1. Strategic risk of IT. 2. Cyber security and incident response risk. 3. IT resiliency and
continuity risk. 4. Technology vendor and third-party risk. 5. Data management risk. 6. IT program
execution risk. 7. Technology operations risk. 8. Risk of ineffective risk management.

1. Strategic risk of IT. In a rapidly changing world, risk emanating from an ineffective IT strategy
stands among the top threats a financial institution faces.

2. Cyber security and incident response risk Cyber security and incident response risk. Nowadays,
the many reports of cyber-attacks, data privacy breaches, and misconduct at major companies
have pushed cyber security to the top of boards’ agendas. Directors of the company need to
understand management’s view of cyber risks, the potential likelihood and impacts of risk events,
and the steps taken to address the risks. It is possible practical to protect all digital assets equally;
in addition to having foundational cyber capabilities across the institution.

3. IT resiliency and continuity risk. IT resiliency and continuity risk the organization’s IT must be
resiliency every financial problem and outages. An organization should have resilient standards
and have to go toward the technology that supports the most critical business processes. In the
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testing process, organizations have to especially for critical technology, must be rigorous, and
verify that recovery plans will work.

Technology vendor and third-party risk Technology vendor and third-party risk. Vendor and third
part starting new critical risk for company or business process. Proliferate in financial services,
so do the risks. Indeed, the other parties' own technology generates new operational, financial,
reputation risks to the institutions that use their services. However, in arrangements by standard
forms of assurance provided by vendors, by check all processes, and testing gets reduce risk
probably.

Data management risk. There is including huge information when we can imagine about data and
data management. It is problematic for a company manages big data. In the business process,
ineffective data management at a financial institution can open the way to financial fraud,
accounting and regulatory reporting issues, and loss of stakeholders’ trust. Therefore, every
company has its own regulatory agencies. Regulatory agencies are expressing strong interest and
they target manage big data. It is responsible for big data management capabilities, given that
risk and capital management depend on reliable, accurate, and timely data. In addition, financial
institutions are increasingly combining external data with internal data, adding new layers of
complexity to data management and, potentially, new risks. Rigorous data management
capabilities rest on data governance, policy, and procedures that support accuracy, reliability,
and timeliness of data, and clarify data ownership, uses, and alteration. Controlled creation,
transformation, storage, and disposal of data are central to the concept of big data integrity [1].
IT program execution risk. Execution risk analysis can use the same tools as other risk analyses.
For example, a decision tree analysis lists out each potential project risk and the value it has on
success and failure. Failure is a negative value in the decision tree. You create probabilities for
each item or risk. You can apply this to execution risk by considering the probability of specific
failures. For future is observed, a large financial institution will have multiple IT programs in
development across organizational functions and geographic regions. In examples include
enterprise resource planning (ERP), enterprise risk management (ERM), and customer
relationship management (CRM) systems. These programs tracking risks, such as budget
overruns, delays, and failure to deliver targeted business results.

Technology operations risk.

Management should ensure that rigorous operational processes are in place to protect the integrity
of the technology environment. IT needs to deliver services at levels agreed upon with the
business, manage capacity, understand and manage its assets, comply with software license
agreements, and effectively manage incidents and problems. Non-standard and complex
architectures can hinder the ability to meet service performance objectives. A weak incident
management process leads to untimely and inconsistent resolution of issues, and missed
opportunities to strengthen processes [3].

Risk of ineffective risk management. Financial institutions traditionally pursue three lines of
defense model to address risk. The first line of defense, product and process owners, identifies
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and manages risk. The second line, frequently executed by risk and compliance functions,
provides a risk management structure and independent oversight of the first line.
Keywords: risk management, big data, Cyber security, financial institution, IT resiliency.
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BEYNOLXALQ INFORMASIYA TOHLUKOSIZLiYi SISTEMINDO PANDEMIiYA
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9.T. Hazarxanov, V.A. Neymatov
Milli Aviasiya Akademiyasi, Baki, Azarbaycan
e-mail: enver-xan@mail.ru, neymvasif@mail.ru

2 dekabr 2021-ci ildo Group-IB torafinden Qlobal tohliikalorin axtarisi vo Kesfiyyati iizra
novbati veb-konfrans (GLOBAL threat hunting and intelligence conference) kegirilocokdir. Qisaca
olaraqg, adi CyberCrimeCon olan bu kimi veb-konfranslarin kegirilmasindo asas moagsad beynslxalq
miqgyasda informasiya tohliikasizliyi sahasindo aparilmis todgigatlar, aldo olunmus toqdiralayiq
naticalar, totbiq edilmis yeniliklor, intellektualcasina dorinlosdirilmis ekspertizalar haqqinda garsiliqli
praktiki vo elmi-nazori miibadilolorin toskil edilmosi, perspektivli sayila bilocok shamiyyatli
omokdasliq todbirlorinin miizakiro olunmasidir [1].

Konfransin giindaliyino daxil olan moruzslorin mévzularinin miiqayisoli tohlili asasinda
beynolxalg informasiya tohliikesizliyi miqyasinda qloballigi ilo segilon aktual problemlori
identifikasiya etmok miimkiindiir: High-tech (horfi torciimosi: yiiksok texnologiyalar) sahasindo
intellektual kriminalligin inkisafi tendensiyalari; bank sektoruna kiberhiicumlarda troyanlarin
totbiginin genislondirilmasi; Java seriallasmasindan informasiya tohliikasizliyina qarsi yarana bilocok
hodalonmolor; pandemiya dovriindo daha genis totbiq edilon vo an populyar program tominati
sistemlorindan birina ¢evrilon Zoom videogat platformasi vasitasi ilo informasiya tohliikasizliyi
sisteminin dagidilmas1 problemlori; Internet sobokasindo intellektual miilkiyyatin garat vo mohv
edilmasindan qorumagq tigiin yaradilan informasiya tohliikasizliyi sistemlarina garsi kiberhiicumlarin
askarlanib aradan qaldirilmasi va s.

Yuxarida sadalananlarin siyahisindan pandemiya dovriinds populyarlasan Zoom videogat
platformasi vasitasi ilo informasiya tohliikasizliyinin dagidilmasindan qorunmagq ii¢iin yerino yetirilon
todbirlorls bagli problemlarin Azarbaycanin hom tohsil sistemi comiyyati, hom do texnokrat goncliyi
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tiglin do aktualdir. Belo ki, Zoom videocat (yaxud veb-konfrans platformasi, bundan sonra qisaca
VCP) pandemiya dovriinds avvalca daha ¢ox ali tohsildo onlayn darslarin tagkilinds totbiq edildi.
Olavo olaraq, platforma 6donissiz, olduqca rahat vo cald qosulmasi ilo insanlar arasinda online
insiyyat Vo kiitlovi todbirlor vasitesine do ¢evrildi. Belaliklo, elektron {insiyyat amili kimi,
tokzibedilmaz aktualligint nozora alib, torafimizdon miivafiq istigamotlords statistik tohlillar, elmi
aragdirmalar vo todqiqatlar aparilmisdir.

2011-ci ildo Cisconun eks vitse-prezidenti Erik Yuan torofindon yaradilan Zoom VCP ilk
ovollor yalmiz korporativ miistorilorlo miigaviloloro malik olmus, isogobuletmo zamani distant
miisabiqolorin kegirilmasindo, omokdaslarin iso sadaca qarsiligli tinsiyyati {igiin totbiq edilirdi. 2014-
cli ildo artiq 20 000 miiossiso ilo baglanmis miigavilo asasinda 10 milyon istifadogiyo malik idi.
Nohayat, pandemiya orofosindo, 2019-cu ildo kommersiya toyinatli VCP versiyalarinin yaranigindan
sonra sohmlori 72% artaraq 16 milyard dollar civarinda qiymatlondirilirdi [2].

Pandemiyanin elan olundugu 2020-ci ilin mart ayinin sonuna diigon statistik malumatlara goro
Zoom VCP 200 milyonluq giindslik auditoriyaya malik idi. Mohz, platformanin 6donissiz
versiyasinin genis imkanli servisi vo qosulma sadsliyi Zoom VCP-nin pandemiyanin ilk aylarinda
stiratlo populyarlagsmasina sabob oldu.

Zoom VCP-do informasiya tohliikasizliyi ilo bagli zaman-zaman meydana ¢ixmis problemlor
torofimizdon arasdirilarkon, asagidakilar miisyyon edilmisdir:

1. 2019-cu ilds tadqiqat¢r Conatan Leytsux VCP-nin zoif toroflorindon birini askarlarayaq,
qeyd etmisdir ki, istonilon MacOS istifadagisi istonilon sayt iizorindon Zoom zanglorina qosulub, veb-
kameran1 icazoasiz aktivlosdira bilor [3]; Sonradan Apple, istifadogilorini qorumagq tigiin problema
miidaxile etso do, Zoom yaradicilari problemi aradan qaldira bildi.

2. Yens homin ilin sonunda Cequence startapgilar konfrans kodlarini bir-bir yoxlamagla,
Zoom zanglorind qosulmagi bacaran botlar yarada bilmislor. Miixtalif monbalorin miiqayisali tohlili
osasinda miiloyyon etmok olmusdur ki, miidaxiloyo imkan yaradan osas sabob odur ki, konfrans
kodlar1 (Meeting ID) qoruyucu sifrlonmoys malik deyil. VCP yaradicilart bu tip miidaxilslorin
haqgigoton olub-olmadig1 haqqinda moslumatsiz olduqglarini bildirsolor do, tohliikosizlik soviyyasini
yiiksoldacoklorine omin etdirmislor [4, 5].

3. Zoom VCP-do miihafizo protokolu kimi TLS standartindan istifado edilir [6]. TLS,
(Transport Layer Security- “nagletmo saviyyasinda tohliikasizlik) standarti aslindo kriptoqrafik
alqoritmli protokoldur vo veb-brauzerlordo HTTPS (Hyper Text Transfer Protocol Secure-
hipermatnlori noglemonin mithazifasi protokolu) tohliikasizliyini tomin etmok {igiin totbiq edilir [7].
Praktiki olaraq, bu o demakdir ki, istifadagiys otiiriilon verilonlor sifrlonmis formada onun istifads
etdiyi aparatda, yaxud cihazda qalir. Belaliklo, smartfonda olan va istifadagiys aid olan verilonlor
hotta serverin sahibi {iciin belo, olcatmaz olur. Lakin, Zoom VCP-nin serverindo yerloson
informasiyalar hiiqug-miihafizo orqanlarinin miidaxilasi tiglin aciqdirlar, slbatts bu voziyystdon
“texnokrat deloduzlar” moharastlo istifads etmis vo naticado VCP-nin informasiya tohliikasizliyi

sisteminds arzuedilmaz problemlar yaranmigdir.
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Pandemiya dovriindo Azorbaycan tohsil sisteminds rosmi olaraq, Microsoft Teams VCP
(vaxud, daha genis anlamda veb-konfrans servisi) tatbiq edilsa da, Zoom istifadagilori do oldugca
boyilkk auditoriyaya malik idilor. Bu monada, Zoom VCP-nin miihafizo sisteminin
tokmillogdirilmasine aid torafimizdon formalasdirilmis vo asagida sadalanan tokliflori shomiyyatli
hesab edirik:

1. Zoom miihafizo sisteminds E2E (end-to-end encryption- harfi torciimasi: obasdan bubasa
sifrloma) protokolunun totbiq edilmasi. Boazi informasiya portallarinin iddialarma inansaq, bu
protokol oksor VCP {igiin “qizil standarta” gevrilocokdir. Mahiyyati odur ki, bir istifadaginin
gondordiyi informasiya sifrlonir vo yalmiz {invanina yetisondon sonra sifri agilir. Bu zaman,
informasiya VCP-nin serverina gabul edilorok 6tiiriilmasinds bels sifrlonmis formada qalir, yani heg
server do onu oxuya bilmir. Bu, yuxarida hagqinda danisilan nagletma sifrlonmasi protokollarindan
daha etibarlidir. Lakin, nazoro almaq lazimdir ki, E2E-nin totbiqi VCP-nin serveri torafindon
istifadogiya toklif edilon funksional imkanlari nisbaton mohdudlasdira bilar [8,9].

2. Bu giinlorin son molumatina gérs, Zoom Video Communications sirkoti Facebook ilo
birgo omokdasliq gorgivasindo Whiteboard adli, yeni interaktiv platformasinin faaliyystino start
veracok [10]. Xobor portalinda deyilir ki, Whiteboard real zaman miqyasinda asinxron vo miistorok
islomays imkan veron virtual markozs gevrilocokdir. Daha ¢ox miiassisalorarasi elektron comiyyot
ticlin nazards tutulan platformada istonilon cihaz tizarindon qarsiliglt Ginsiyyat vo miibadilo togkil
etmok miimkiin olacaqdir. Bu platforma osasinda golocokds istifadasi nazords tutulmus Horizon
Workrooms platformasi iinsiyyoatde olan insanlarin virtual realliq formatinda formalasan bir otaga
yigismasini  tomin edocokdir. Molumdur ki, Facebook istifadogilori i¢iin informasiya
tohliikasizliyinin masuliyyatinin bir hissasi istifadacilorin 6hdasina verilir: soxsi parolun miihafizasi;
soxsi verilonlorin mangoyi malum olmayan soboko sorgularindan qorunmasi; akauntun fisingdon
gorunmast va s. [10, 11]. ©gor Whiteboard Zoom funksiyalarini tamamils 6ziindo saxlayacagsa, ola
bilor ki, onun informasiya tohliikasizliyinin saviyyoasi istifadoginin soxsi mosuliyysti hesabina
artirilmis olsun.

Agar sozlor: Zoom videocat portali, informasiya tohliikasizliyi, TLS, HTTPS, E2E sifrloma
standartlar1, facebook, pandemiya.
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Pandemy features in the international information security
system: destruction by ZOOM
Based on the presentation of the reasons for the high popularity of the Zoom platform at the
beginning of the pandemic, the relevance of research on the levels of vulnerability of the platform
from cyber attacks and fraud is justified. The transport data encryption protocols used in Zoom to
ensure information security are explained. It is proposed to increase the level of security by using
end-to-end data encryption, as well as by sharing responsibility with users.

AVIASIYA SISTEMLORINDO INFORMASIYA TOHLUKOSIZLIiYi
.M. ismayilov, ©.T. Hozarxanov

Milli Aviasiya Akademiyasi, Baki, Azorbaycan
e-mail: ismayil.maa@gmail.com, enver-xan@mail.ru

Havada horokotin avtomatlasdirilmis idaroetma  sistemindo (HHAIS) informasiya
proseslorinin kiitlovi avtomatlasdirilmasi, informasiya resurslarinin qiymatlorinin va shamiyyatinin
artmasi ilo olagodar olaraq, kritik miithiim idarsetmo sistemlorinds dovr edon informasiyanin etibarli
mithafizasi ¢ox ciddi problemo gevrilir. Problemin ciddiliyi barads tokca o fakti qeyd etmok olar ki,
qisa bir miiddat arzinda (10 dogigodan bir az artiq) HHAIS-2 olyetorliyi olan bir soxs bdyiik bir hava
limaninin isini iflic vaziyyato sala bilor. Bunun iiciin HHAIS-in program tominatina proqram-virusun
comi bir nego onlarla kod satrlorini daxil etmok kifayotdir. Ogor sistem informasiya miihafizasinin
xiisusi vasitolorina malik olmazsa, bu yiiz vo minlarlo sorniginlorin hayat foaliyyati {iglin tohliiko
torada bilor.

Belaliklo, aeronaviqgasiya sistemlarini vo hava mokani istifadagilarini uguslarin intensivliyinin
artmasi soraitinds zoruri informasiya ilo tomin edon avtomatlasdirilmis sistemlorin, o ctimlodon homin
sistemlorin tarkibina daxil olan verilonlor bazasinin miihafizosi masolalori aktual masolo kimi irali
strtlir.

Verilanlor bazas1 sabaka tohliikasizliyi tadbirlori kimi sayilan sobokoarasi miihafizonin aparat-
program vasitalori Vo sobokoys miidaxilonin agkarlanmasi sistemlori vasitasilo xakkerlardan gorunur.
Sabaka tohliikasizliyinin bu baximdan giymatli olmasina baxmayaraq, verilonlor bazasi sistemlarinin
tohliikasizliyinin tomin edilmasi va onlarin iginda olan programlar, funksiyalar vo malumatlar daha
da oshomiyyatli ola bilar. Bels ki, sobokalor getdikca internetdon daha genis istifads tiglin agilir vo
homin sobokalordon miixtalif moagsadlor iigiin istifado edon istifadoagilorin say: artir. Bundan olavo,

bazada olan molumatlara girigin idars olunmasi liglin sistem, proqram, funksiya va vasitalor, homginin
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miivafiq identifikasiya, autentifikasiya vo hiiquqlarin idars edilmasi funksiyalarini mohdudlasdirmaq
Vo bazi hallarda salahiyyatli istifadagilor vo administratorlarin harokatlorini geyd etmok vacibdir [1].

HHAIS-do informasiyanin miihafizosinin tomin olunmasi problemin kompleks hollinin
miirokkabliyi ilo izah olunan spesifik xiisusiyyto malik olmasi ilo slagadardir. Bu miirokkablik iso
havada horokoti idaroetmo (HHI) prosesinin verilonlor bazasmin ¢oxsaxali olmas1 (aeronavigasiya
verilonlor bazasi, uguslar barasinds informasiya sisteminin bazasi, aeroport verilonlor bazasi,
resurslarin idars olunmasi sisteminin bazasi va S.) Vo onlarin har birinin 6ziina maxsus xiisusiyyatlora
moxsus olmasindan irali golir. Qeyd olunanlar1 nozors alaraq miiasir dévrds verilonlor bazasinin
miihafizosinin on mitkommaol vo etibarli sistemi sayllan ORACLE DATABASE sistemindon istifado
etmoklo aviasiya verilonlor bazasinda informasiyanin miihafizo sisteminin yaradilmasi prinsiplori
tadqiq edilmisdir [2].

Verilonlorin tahliikasizliyinin tamin edilmasi istigamatinds son illar iraliys boyiik addim kimi
Oracle Database sistemini va onun olavalarinds rollarin daxil edilmasini hesab etmok olar. Oracle-a
gadar hor bir istifadogiya ona istifade etmoys icazo veran verilonlor bazasinin har bir obyektina
alyetorlik hiiququnu askar sokilda taqdim etmak lazim goalirdi. Bu proses onun hesabina sadalasir ki,
obyektlor yigimina olyetorlik rollarla taqdim olunur, daha sonra iss bu roldan istifadoe miivafiq
soxslara verilir. Digar torafdon verilonlor bazas1 server informasiya idaroetmo problemlarinin halli

tiglin osasdir.

Oracle Audit Vault

Oracle Secure Backup Identity Management
M N

Oracle Advanced Security

4 Oracle Database Vault

Transparent Data Encryption 3 = —
s B
Oraclo Label Security 9

Fine-Grained Auditing .

Virtual Private Database

Sokil.1

Verilanlor bazasinin qorunmasi, verilonlor bazasinda vo onun igindoki obyektlords istifadagi
harakatlorina icazs verilmasi vo ya qadagan edilmasi demakdir. Oracle malumatlarin oldo edilmasini
idaro etmok vo verilonlor bazasinin miixtalif resurslarindan istifadoni mohdudlasdirmaq ti¢lin
tohliikasizlik sxemlori vo domenlardan istifado edir [4].

Oracle verilonlor bazasinin tohliikasizliyinin tamin edilmasi tizra hallarin torkibine asagidaki
program mohsullari daxildir (Sok.1).

Yuxarida qeyd olunan analiz osasinda VBIS Oracle alotlor vasitosilo verilonlor bazasinin
administratoru, soboko administratoru, tohliikasizlik siyasati vo istifadagilorin  rollarini
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farglondirmaklo aviasiya vo aeronavigasiya informasiyasinin miihafizasi, strategiyasi, homginin
VBIS Oracle-nin kémayi ilo verilonlorin sifrolonmasi vo maskalanmasi masalalarinin halli tagdim
olunmusdur.
Aviasiya verilonlor bazasinin imumilosdirilmis program tominatina asagidak: altproqramlar
daxildir: CREATE TABLE PLANE, CREATE TABLE AIRPORT, CREATE TABLE FLIGHT.
Konkret olarag, geyd olunan program tominatinin asas iistiinliiklorindan istifado edorok, VBIS
Oracle asasinda layihalondirilon aviasiya verilonlor bazasimnin timumilssdirilmis strukturu sok.2-do

verilmisdir [3].

Monitorna(Can
Nazarat)

« Konfiqurasiya idare olunmast
« Audit ehtiyatian
* Tam xatirlama

Mdracist nozaroti

* VB-nin saxianddigi
yer

T N— « Mahafize nisanlan
A ——————— Sifraleama&Maskalama
+ Tekmillegdinimis muohahze

* Ehtiyat vasstaloninin
Monitoring muhafizesi

* Verlonlorin maskalanmasi

Muraciot nozarati

Sokil.2

Notico olaraq magalado obyektlorin tohliikasizliyinin tomin olunmasinin imumi sisteminin
analizi osasinda vo aeronaviqasiya informasiyasinin miihafizosi istigamotinde VBIS Oracle alatlor
vasitosilo aviasiya verilonlor bazasinda informasiya tohliikosizliyi sisteminin qurulmasi prinsiplori
verilmisdir.

Acar sozlar: informasiyanin miihafizasi, verilonlor bazasi, verilonlor bazasinin idarsetma

sistemi (VBIS), miiasir informasiya texnologiyalar1, miiasir programlasdirma dillori.
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Information safety in aviation systems

Any measures that should be taken for Air system data security purposes should also be
considered at the database level, similar to hardware, network and operation system levels. Generally,
companies buy a firewall product and think that they have already solved the problems related to
security. Researches show that despite it is possible to take measures against external Air System
attacks by the firewall products, no sufficient measures may be taken against internal attacks. In
particular, no action related to protection of the data is executed on the server where the database
operates.

INFORMASIYA TOHLUKOSIZLiYININ TOMINATINDA
SUNI INTELLEKTIN ROLU

E.N. israfilova, A.M. Mustafayeva, A.M. Abdurrahmanova
Mingagevir Dovlat Universiteti, Mingagevir, Azarbaycan
e-mail: elmira.israfilova@mdu.edu.az, aida.mustafayeva@mdu.edu.az
asuda.abdurrahmanova@mdu.edu.az

Diinyamizin informasiyalagdirma yolu ilo foal sokilda iralilomasi basoriyyat qarsisinda, bir
torofdon, yeni heyrotamiz imkanlar acir, digor torafdon isa, avvallor malum olmayan yeni risklor
yaradir. Informasiya texnologiyalarinin meydana galmasi naticosinda bozi insani qiisurlar, xiisusilo
do soxsi vo ya kommersiya sirrinin pozulmasi ilo baglh qiisurlar, yeni formalar alir, bu iso yeni miidafia
tisullariin yaradilmasini tolob edir.

Siini intellekt (SI) vo masin &yronma texnologiyalarinin kiberhiicumlardan miihafizo
sistemlarinds istifado edilmoasi informasiya tohliikasizliyinin asas istigamatlorindan birino ¢evrilir.
Informasiya texnologiyalari miihitindo insanlar vo magimlar arasinda artan rogabot, informasiya
tohliikasizliyi néqteyi-nozorindon, daha ¢ox digqot morkazindadir. Lakin burada bir sira suallar
yaranir. Informasiya tohliikesizliyinds SI genis totbiq tapibmi? informasiya tohliikasizliyinin tomini
mosalalorinds SI daha ¢ox hansi saholords istifado olunur? SI texnologiyalarini kibercinayoatkarlar 6z
mogqsadlari iigiin istifado edo bilormi? Bu sahoda istifade olunan Si texnologiyalarinin sohv etmo
ehtimali varmi? Bu suallara cavablarin alinmasi aparilan tadqiqatin moagsadidir.

Informasiya tohliikesizliyi sahasinda Si-in tatbigi 2000-ci illorin avvalinds kifayot qodor sado
islorden baslayib. O zaman zararli fayllarin niimunslorinin say1 o qodor artmisdir ki, al ilo vo ya sado
avtomatlasdirilmis tohlil asasinda mosalanin halli miimkiin deyildi. Noticado Si-in totbigi ila virus
analitiklorinin isini asanlagdiran sistemlor qurulmusdu. Homin sistemlor zorarli kodda oxsarliglar
askarlayir vo minimal asilliyin toyin edilmosine imkan verirdi. Miioyyan informasiya asasinda revers-
miitoxassislor vo virus analitiklori bu vo ya digar zarorli program tominatinin tosnifatini aparirdi.
Oslindo, bu klasterlosma vo Biq Data ilo (boyiik molumatlarla) is idi [1].

Hazirda sabokada yeni tohdidlari geyd eds bilacak vo ya hiicumlari prognozlasdiran boyiik
hocmds informasiyani tohlil edan global sirkatlor mévcuddur. Bu sirkatlor verilonlor massivlarini
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toplayan, SI texnologiyasi ilo tohlil edon, qanunauygunluglari askarlayan, verilonlorin
klasterlosdirilmasini aparan va tahdidlari prognozlasdiran sistemlora malikdir. Belo texnologiyalar
olmadan boyiik hocmli informasiyanin emali praktiki olaraq miimkiin deyil. Tabii olaragq burada
neyron sobokalor vo klasterlosma ¢ox genis istifads olunur. SI hamginin ag1q vo qapali menboalorden
toplanmuisg verilonlara gora tohdidlarin izlonilmasindas foal sokilds totbig olunur. Belalikls, informasiya
tohliikasizliyi sahesinda Si-in vozifolori vo totbiq sferas: son iki onillikds artib. Siini intellekt —
kibertohdidlordan qorunmaq iiciin effektiv bir kdmokgidir [2]. Lakin Si, ilk ndvbada, texnologiyadir
Vo 0, sistemlarin vo mohsullarin islonmasi {igiin tatbiq olunan texnologiyadir. Bu tip texnologiyalara
masin oyradilmasi vo kompiiter gérmasi, kognitivistika, tobii dildo matnlarin emali, dorin dyratmo vo
s. aiddir. Bu texnologiyalar bir ¢ox sahalords istifads olunur. Oz ndvbesinda, miixtolif toyinath
mohsullar daha somorali islomok iiciin Si texnologiyalarina miiraciot edir.

Yiiksok Texnologiyalar sonayesi bu giin SI texnologiyalarindan istifado edon ¢ox sayda
sistemlor toklif edir. Siini intellektin imumi gabul olunmus torifi olmasa bels, hazirda bu sistemlor
qlobal olaraq iki ndve ayrilir: gorar gobul edan sistemlor vo gorarlarin gobul edilmasine dostok
sistemlori. Siini intellekt sinifino boyiik malumatlari emal edon sistemlor do daxildir. Bu molumatlarin
tohlili miiayyan ganunauygunluglari vo ya anomaliyalari agkar etmays imkan verir.

Tohliikasizlik talob olunan har yerds Si-nin istifadasi miivafiq problemlorin hallinds iistiinliik
toskil edir. Masalon, maliyys sahesinin miidafiasinds SI cox genis totbiq tapib vo 6z effektivliyini
siibut edib. Prinsipca, tohliikesizlik sistemlori biitiin saholords istifado olunur, sadaco olaraq SI
texnologiyalarindan istifads etdiklari zaman bu sistemlor daha ¢ox fayda verir [3].

Informasiya tohliikasizliyi sistemlorino Si-in totbig edilmosi biznesin bdyiikliiyiinden vo ya
kicikliyindon asili deyil. Masalon, anomaliyalarin agkarlanmasi ham bdyiik, hom orta, hom do kigik
biznes tigiin aktualdir. Miihafizo minimal soviyyada belo hor zaman qurulmalidir. Miiasir diinyada
tocaviizkarlar yalniz boyilik maqgsadlori deyil, kigik sirkatlori, eloco do fordi istifadagilori do hadafa
alib. Buna goro miiasir tohliikasizlik sistemlorinin vo Si texnologiyalarindan istifads edon sistemlarin
aktualligi getdikco artir. Prinsipco, belo bir asililigi geyd etmok olar: togkilata qoyulan tohliikasizlik
tolobi na godor ciddidirss, homin toskilat iigiin SI texnologiyalarmn tatbigi bir 0 godor yiiksokdir.
Tobii ki, togkilatin rogomsallasdirma saviyyasi na godar yiiksaksa, onun ragamsal aktivlori no gadar
coxdursa, o, daha ¢gox malumat hasil edir vo doaqiq emal olmadan onun miihafizasi bir 0 gadar ¢atindir.
Mohz bu zaman SI texnologiyalarinin istifadesi qagilmazdir. Qlobal tohliikesizlikdon, yani biitdv
sahalor vo ya biitiin diinya miqyasinda tohdidlorin miioyyan edilmasindon séhbat getdikds isa, siini
intellekt, imumiyyatla, keginmok miimkiin deyil.

Qeyd etmok lazimdir ki, informasiya tohliikasizliyi sistemlorinds istifads olunan Si-nin sohv
gorar gobul etmo ehtimali da vardir. Miiasir magin dyranmasi bir ¢ox alqoritmlordon ibaratdir. Belo
ki, neyrosobakalara bir ¢ox ardicil masin dyronmo alqoritmlori daxildir. Parametrlori nozars almagla
avvalca elo bir ardicilliq, alqoritmlor dasti toyin olunmalidir ki, miimkiin qodor az sshvlor olsun.
Neyron gobokalor liglin hor hansi bir masin dyronma texnologiyasiin totbiqi miisbat vo monfi
cohotloro malikdir. Miisbat cohati algoritmlara ol ilo alavalor etmadon islomasi vo masalanin hallini
daha ¢ox resurs xarci olmadan miimkiin etmasidir. Manfi cahat ondan ibaratdir ki, standart algoritmik
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sistemlordon forgli olaraq, yaranmis sahvin monbayini tapmag vo onu diizaltmak ¢ox ¢atindir.
Neyrosabokanin bir yerds diizgiin, digarinds isa sahv reaksiya vermasinin sabasbinin tayin edilmasi
cox c¢otindir. Mohz bu mogam masin Gyronmasina asaslanan miihafizo sistemlarinin istismar
xuisusiyyatini toskil edir [4].

Si boyiik {istiinliiklor verir, buna goro tocaviizkarlar onu 6z maqgsedlori ii¢iin daha somarali
istifado edirlor, bu texnologiyalara foal yiyslonirlor. Hakerlor torafindon masin 6yronmas
texnologiyalarmin istifadesinin ilk niimunasi, skriptlora vo botlara qarsi qorunmagq ti¢iin lazim olan
“kapga”dan (kompiiterlori vo insanlar1 forglondirmok tigiin tam avtomatlagdirilmis agiq Turing testi)
ugurla kegmosidir. Masin 6yranms texnologiyalar1 ham sokillorin hasili, hom ds onlarin taninmasina
imkan verir. Kibercinayatkarlar torafindon Si-nin tatbiqinin yeni bir niimunasi legal istifadagilorin
impersonifikasiyasi, yoni digor istifadoc¢i adindan kodun yerino yetirilmasi ii¢iin sos vo videonun
hasilidir. Umumiyyatlo, sosin saxtalagdirilmasi texnologiyasi bir miiddotdir ki mévcuddur. Masin
Oyronmasi cinayotkarlara yeni imkanlar yaradir, bu sobabdan ds bu ciir avtorizasiya artiq tamamilo
etibarli hesab edilo bilmaz. Beloliklo, Si-nin tatbigi texnologiyalar1 kibercinayatkarlarin 6z maraqlar:
namino istifads etdiklori asas vasitalordon birine ¢evrilmisdir [5].

Golocakdo siini intellekt texnologiyalar1 osasinda informasiya tohliikasizliyi sistemlori yeni
imkanlarla zanginlosocak. Qlobal saviyyada sirkatlori vo biitiin saholori yeni tohliikolors hazirlayan
sistemlor inkisaf edocok. Boyiik ehtimalla toskilatin biitiin tohliikasizlik sistemlarini birlogdiran siini
intellekt texnologiyalar1 bir insanin istiraki olmadan hadisalarin hortarofli tohlilini aparib, potensial
tohliikalorin garsisin1 almaq tigiin gorarlar gobul edacok. Bir miiddat sonra, tohliikasizliyin tomin
edilmasi morkazlorinds insanin istiraki minimuma endirilacok, yoni funksiyalarin oksoriyyatini
kompiiter 6z tizorino gotiiracokdir.

Acar sozlar: informasiya tohliikasizliyi, siini intellekt, neyron soboka, masin yronmasi.
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The role of artificial intelligence in ensuring information security
In the context of information security in recent decades, the tasks and application spheres of
artificial intelligence have increased rapidly. Such a rapid increase in the role of artificial intelligence
in the field of information security makes it necessary to analyze a wide range of issues related to its
application in this area. The purpose of the research work is to investigate these issues.
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The cryptographic protocols that are used today are mostly based on hard problems such as
Factorization and discrete logarithm. In 1994, P. W. Shor proposed an algorithm to solve these
problems in polynomial time in quantum computers [7]. Because of the recent development on
building big enough quantum computers, the National Institute of Standards and Technologies
(NIST) in the United States started a project to standardize new cryptographic protocols that should
be secure enough even after quantum computers are used to solve underlying problems [3]. After 4
years of progress in the project, 7 candidates were selected as finalists [6]. From the beginning, the
implementation performance was one of the main considerations of the project [3, 6], hence this paper
proposes an improvement on the implementation of the NTRU Prime key encapsulation mechanism
(KEM) [2] which is one of the finalists. NTRU Prime's key generation, encapsulation and
decapsulation algorithms are given in Algorithm 1., 2., and 3..

Algorithm 1. NTRU LPRime Key Generation: LPRKeyGen()
Output: Return ((S, 4), (a, S, A, p)).

1:s < Seeds 5: A< Round(aG)
2:6 < Generator(S), 6: p< Short
S
3:a« Short 7: Return (S, 4, (a, S, A,p))

4:a6«< a.G ER/q

Algorithm 2 . NTRU LPRime Encapsulation: LPREncap(S,A)
Input: pk = (S, 4)

Output: € = (C, HashSession(1,r,()).

11 {01y 6: ¢ < Round(bG)

2: G « Generator(S), 7: T « Encode(bA,r)

3: b « HashShort(r) 8: C « (¢, T,HashConfirm(S, A))
4:bG< b.G €R/q 9: return (C,HashSession(1,r,(C))

5:bA< b.A €R/q

Algorithm 3. NTRU LPRime Decapsulation: LPRDecap(C, (a,S,A,p))

Input: € = (¢, T,v),sk = (a,S,Ap)

Output:HashSession(1,r,C) if C' == C,otherwise HashSession(0,p, C).

l:aB<a.c €R/q 7: ¢’ « Round(bG")
2:,r'"“Decode(aB,T) 8: T’ « Encode(bA’, ")

3. G « Generator(S) 9: ('« (¢, T',HashConfirm(S, A))
4: b’ « HashShort(r") 10: return (C == C)

5. bG'< b'.G €R/q ? HashSession(1,r',C)
6:bA'« b'.A €ER/q :HashSession(0,p, C)
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NTRU Prime KEM is using a polynomial ring for its arithmetic operations which is in the
formof R/q = Z,/(XP — X — 1). The authors proposed different p’s and q’s for different security
considerations. Recently, Alkim et al compared different optimizations on the implementation of the
protocol and demonstrated their results in a selected parameter set of NTRU Prime scheme [1]. The
main optimization they proposed was to perform polynomial multiplication in a bigger ring that can
allow them to use Number Theoretic Transform (NTT) to reduce multiplication complexity. They
showed that if they can perform multiplication in Z,/(X™ — 1) where n > 2p and a proper q’ exist,
then they can improve implementation efficiency by performing multiplications in this ring and
perform additional polynomial reduction after multiplication.

In this paper, we show that instead of performing multiplication in Z,/(X™ — 1), one can use
much smaller two rings namely Z,,/(X™ — 1) and Z,,/(X™ — ¢) where m > p then construct the
desired result in Z, /(X? — X — 1). It can be seen that if the input polynomials a and b has a degree
less than m, then (1/(c—1)) X ((aXxbmod X™ —c) — (a X bmod X™ — 1)) gives the
coefficient of X™ to the X?P~2 of the resulting polynomial. Then one can compute the first m
coefficients of the resulting polynomial with subtracting them from the multiplication modulo X™ —
1. This observation let us compute the result of a X b with computing two multiplications in two
different polynomial rings. The multiplication in Z,/(X™ — 1) is a natural candidate of NTT based
multiplication. On the other hand, to be able to use NTT based algorithm in Z,/(X™ — ¢ we need to
find mth roof of c in Z, but unlike NTT this root doesn’t need to be a primitive root [5].

Since we would like compare our results with [7], where only g = 4591, p =761 is
implemented, we select their Z,sq, /(X629 — 1) implementation. The implementation uses degree
270 NTT and 6-degree polynomial multiplications instead computing the NTT all the way down to
the coefficient-wise multiplication. This technique, called in-complete NTT, used in efficient
implementation of lattice-based cryptography [4]. Then we reduced NTT degree to 135 to perform
multiplications in Z,sq,/(X81° — 1) and Z,59, /(X3 + 1) since the degree of the NTT is an odd
number —1135 =-1,

Performing two halved size NTT’s instead of one big NTT has actually no performance
implications since the first layer of the NTT can be seen as the preparation of the polynomial in both
rings and then other layers have exactly same amount of calculations. But if one can find m-th root
of ¢ with a small order, then one can remove multiplication with 1 to increase efficiency of the
multiplication and reduce memory usage. For an odd degree NTT, we were able to use -1 for c¢. Hence
the preparation of the polynomials requires only 405 multiplication with -1 instead 810 multiplication
with arbitrary numbers modulo g. In addition to this, the implementation uses signed integers, thus
multiplication with -1 doesn’t require any modular reduction.

In Table 1, the performance results for ntrulpr761 is given for our implementation and the
results from [1]. Since we are computing a smaller degree NTT, our method needs to precompute 399
integers in modulo g while the old method requires 801 integers are precomputed in modulo g. Results
show that for selected parameter the proposed method is %4 faster in polynomial multiplication which
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yields about %3 faster implementations for all tree steps of key encapsulation mechanism, namely

key generation, encapsulation and decapsulation.

Table 1. Cycle counts for selected primitives on ARM Cortex M4 microprocessor

ntrulpr761 Polymul KeyGen Encap Decap
[1] 185010 752560 1348563 1479239
Our work 178961 746507 1338070 1462565

For simplicity, we have selected one of the most simple implementation in [1], but, including

the other mixed radix implementation in their paper there are number of other parameters we think
our method can improve implementation efficiency. We left those implementations as a future work.

Keywords: Lattice-based Cryptography, NTT, NTRU Prime.
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Abstract. The rapid development of technology causes the rapid development of many
problems as well as the advantages it provides to people. Cyber security vulnerabilities are at the
forefront of these problems. Any vulnerability in cyber security creates great threats to systems.
Intrusion detection or prevention systems (IDS/IPS) are created to prevent cyber attacks. IDS/IPS can
be signature-based or anomaly-based. While anomaly-based intrusion detection systems are
frequently used to protect cyber mechanisms, these systems are developed using either machine
learning or deep learning. In this paper, machine learning and deep learning models that benefit from
IDS/IPS developed to detect anomalies in a cyber system were investigated.

1 Introduction

We use electronic device technologies in almost all of our daily lives. Mobile phones,
computers and smart homes, which are now a part of our lives, can be given as examples of these
technologies. In addition to making our lives easier, these technologies are all connected to the
Internet and cyber threats are increasing day by day on devices connected to the Internet. Intrusion
detection or prevention systems (IDS/IPS), firewall and vulnerability scanners have been developed
to prevent cyber attacks.

Even if we think that all measures are taken to protect against cyber attacks, cyber attacks are
developing day by day with technology. Intrusion Detection or Prevention Systems are the name
given to security technologies created to detect and prevent these cyber attacks. In order for IDS/IPS
to understand that an incoming attack is an attack, this attack must have been made before. For this
reason, it may not prevent newly created attacks. In order to prevent this, with the development of
machine learning and deep learning methods in recent years, machine learning and deep learning
methods are frequently used in IDS/IPS.

The aim of this work is to examine machine learning and deep learning models used in cyber
attack prevention systems such as IDS/IPS. When machine learning and deep learning methods are
used, inferences are made about the efficiency of the systems used to prevent cyber attacks. After, it
was compared with systems that do not use machine learning and deep learning.

2 Anomaly detection

Identification of rare items, events, or observations that raise suspicion by differing
significantly from most anomaly data. According to [1], it is defined as the detection of those that are
significantly different from other observations in the sample, while according to [2] it is defined as
observations that do not conform to the data set characteristic and deviate significantly from other
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observations in the data set. In the literature, anomalies are also known as outliers, novelties, noises,
deviations and exceptions. Anomaly can also be defined as the patterns in the data that appear
infrequently in a certain period, contain different features, carry a certain meaning, and do not
conform to a well-defined concept of normal behavior. There may be deviations from the normal
during the process. The reason for this is the abnormal situations encountered. These deviations cause
observations to be obtained that are different from the expected observation value. Basically, we can
express the problem as follows; the lack of a definition that allows us to evaluate how similar two
data points are, and it is unknown how a data point differs from other points in the data set.

Since removing the outliers that negatively affect the quality of the data set from the data set
will be important for the reliability of the results of the statistical analyzes to be performed, it is
necessary to correctly identify the outliers in the data set and remove them from the data set [3].
Today, it has become very easy to detect anomalies in large data sets as of the point where technology
has come. However, although abnormal conditions are rarely observed, they can have negative
consequences when they occur. Examples include credit card fraud, cyber-attack, terrorist activities,
or disruption of a system. The more important the technology is in preventing the situations in the
samples, the more important the methods and techniques used in anomaly detection are. In general,
machine learning and deep learning methods are used extensively in anomaly detection.

3 Use of machine learning in anomaly detection

Most of the new systems proposed in the literature for detecting cyber attacks or problems
are artificial intelligence-based anomaly detection systems. Anomaly detection in networks often uses
behavioral artificial intelligence algorithms. In other words, networks are monitored for a long time
and then anomaly situations occurring on the network are detected by these software. To summarize
the relationship between cyber security and anomaly detection, artificial intelligence, which learns all
the behaviors on the cyber network, maps the system and automatically detects and calculates the
risks of network anomalies bypassing the firewall or antivirus software in the slightest anomaly
behavior that is not suitable for the operation of the system. notify the system administrator.

While detecting anomaly on a cyber network, trace records (LOG), packets and streams are
examined. While examining these flows, zero-day attacks and bot network detection, which normal
security systems cannot do, can be detected by anomaly detection systems. In such attacks, as in other
cyber attacks, the anomaly detection system generates an alarm to the system administrator.

Cyber security is an important issue in every area where the internet is used. For this reason,
anomaly detection is a technology that we need in every part of our lives. For example, anomaly
detection occupies an important place in terms of the safety and efficiency of industrial processes.
Machine learning methods are frequently used to make anomaly detection fast and safe. Decision
trees, a machine learning method used in anomaly detection, are suitable for use in industrial
applications [6].

Another area where anomaly detection is used is the Internet of Things (1oT), as mentioned at
the beginning. Anomaly detection methods are frequently used in the field of the Internet of Things.
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In this area, anomaly detection in the environments is made using especially LSTM-based models
[4]. Such machine learning-based systems also assist in correcting errors in anomaly detection. Of
course, the accuracy and cleaning of the data set makes machine learning methods work more
accurately. In general, when the recent studies are examined, the use of machine learning methods
for anomaly detection is especially on wireless technologies and 10T. In machine learning methods,
almost all methods, specially artificial neural networks and decision trees, have been used in anomaly
detection.

In addition to machine learning methods used to detect anomalies, deep learning methods are
also frequently used. In recent years, there are many studies on this subject [5]. Developments in deep
learning methods have also improved the use of deep learning in anomaly detection. Anomaly
detection systems created by using deep learning methods now work much more accurately and
efficiently [7].

Conclusion. It is pointless to rely only on methods such as firewall or IDS/IPS in cyber
systems. For this reason, it is recommended to get support from other systems in order to detect
anomalies in the systems and to use these protection methods together if necessary. Another solution
is to trust that the system used is truly reliable. In addition to reliability, the system used must perform
well. With the development of machine learning and deep learning methods, the use of machine
learning and deep learning methods for anomaly detection is a very popular application.

Keywords : Deep Learning, Machine Learning, Anomaly Detection.
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I. Number Systems

Number systems are divided in two categories:
1) Non-positional: in this type of number system a value of the symbols doesn’t depend on their
positions: Maya, Roman, Kaktovik, Cystercian numerals
2) Positional: In this type of number system a value of the symbols depends on their positions:
Babylonian, Decimal, Binary, Octal, Hexadecimal number system and so on.

I1. The New Number System (Nuriyev Number System)

The number system N* (k =1, 2, ...) proposed below is non-positional number system.
There is no zero in this system. Here k is the base. There is only one one-digit number in N for
k=1: 1. Here ‘0’ means ‘1+’. ()% =1,(0)% =1+, (0D =1+1=2, (00D} =1+1+1=
3... Numbers are represented in N2 (k=2) system like following: (01)% = 1,4, (10)% = 24,,
(1D = 310, (00)F = 3+)10, (0001)F = 440, (0010)F = 54, (0011)F = 6,0, (0000)}; =
(6+)10. In this way all numbers can be described in N*system. As a result, the general formula for
the numbers in N*system [1] is:

k
0..00...0...a5_4 ...ao\‘ = ((% —1)- (2= 1) + (@g-y 2K 4 ay 20 + ao)) .

N
I11. Arithmetic operations on the new number system

Addition: Let’s add two numbers with the length of | and m. Addition process is done by
dividing the numbers by k places.
a) First, let’s look at the bits above and below in the first k digits and the carry number on them: If
both are 0, let’s write 0 below and move on. If both are 0 and there is a carry, or one is 0 and the other
is 1 and no carry, then write 1 and continue. If both are 1 and there is no carry, or one is 1 and the
other is 0 and there is one carry, then write 0 down and give one carry for the next digit. If both are
1, and the carry is one bit then write one below and add one carry to the next digit.
b) For the (k+1)th digits let’s look at the bits above and below and the carry number on them: if both
are 0 and have a carry, or one is 0 and the other is 1 and no carry, then write k bits of zeros and add

(00...01) to the previous k digits and continue. If one is 1 and the other is 0 and there is a carry,
k-1
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then add 2k of zeros below and add ((&_9 1) twice to the previous k digits and continue.
k-1

¢) Let’s look at the zero bits above and below in the next k digits: If both are zero, let’s add two zeros.

If one is zero and other is absent, let’s add a zero.

Subtraction: Let’s say we need to subtract a number (length m) from a number (length 1).
Subtraction is done by dividing the numbers into k digits. a)
In the first k digits let’s look at the bits above and below: If both are 0, write 0 to the result and
continue. If there is 1 above and 0 below, 1 is written below. If there is a 0 above and 1 below, then
1 is written to the result and one bit is subtracted from the next bit of minuend.
b) In the next k digits: the above and below bits are checked, if both are 0, nothing is written below.
If the bit above is 0, if there is no bit below, write 0 to the result and continue. If there is 1 to be
subtracted from the previous operation, k zeros are subtracted from minuend and (w 1) is

k-1
subtracted from the result in k digits.

Multiplication: Let’s multiply two numbers of length 1 and m. Let’s call the result product.
Except the first k digits, the zeros of multiplicand and multiplier are replaced by 1 bit. a)
First, look at the bits above and below. Every bit of the number below is taken and multiplied by all
bits of the number above. The result of each multiplication is written by shifting one bit to the left.
Due to do addition operation the product is divided into k bits column. Then starting from the left
column, the addition process is done one under the other. Addition is done separately for each column.
If there k of 1 in the columns those are replaced with k of zeros and k of zeros added to the product.
b) After the addition process is completed within the column, if there is any carry, the carry is added
to the result in the same column and the addition process is continued until the carry is 0, and k of 0
are added to the product each time as much as the carry ones. If the carry is 0, the value found at the
end of the column is added to the next column and k of 0 is added to the product by the same value.
If the result of the operation in the column is k of 1, k of 0 is added to the product. The last result
found in the last column is written to the multiplication as it is.

Division: Division on the new number system is done with the following algorithms: Suppose
that a number with the length of | need to be divided by the number with the length of m.
0..00..0..a,_1 -0 is dividend and 0..00..0.. by_4 ... by is divisor.

e’

k k k k k k

a) Except of the first k digit of the divisor and dividend number, zeros are replaced by 1. Division
starts from the left and progresses in each step by the length of the divisor.
b) Since the numbers consist of 0 and 1, the quotient is either 1 or it doesn’t exist. if there is a divisor
in the first m digits, 1 is written to the quotient and if it is still greater than the divisor in the same m
digits the division process is continued, and the quotients are added to each other. If there is any
remaining after the m-step operation is done, it is added to the last digit.

IV. New number system’s applications

Nuriyev Data Compression: For the compression of binary images, coding methods have
been developed that enable the data image to be expressed with fewer bits. One of these methods is
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NDC [2]. The basis of this method is based on coding the frequency numbers of the repeated data by
writing the equivalent of this numbers in the NNS [1]. The application of this number system in data
compression is given in paper [2].

Cryptology: it is the science that encrypts and sends information according to a certain rule
in order to ensure a secure flow of information between two institutions. One of these encryption
methods was proposed by Nuriyev et al [3]. Encryption scheme: This scheme consists of repeatedly
encoding the repeated bit numbers of information in different bases of the NNS number system. For
example, if encryption is done in the number systems, respectively, the encryption/decryption key
would be 324. This key is sent to the other party securely with the RSA encryption scheme. Detailed
information about this encryption method is given [3].

Keywords: NNS number system, Cryptology, Data Compression.
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becniunotneie nutarounu anmnapatsl (BIUJIA, UAV - Unmanned Aerial Vehicles) nomyunnu
LIMPOKOE pacpoCTpaHEHHNE U MPUMEHEHNE BO MHOTHX 00JIacTsIX YeJI0BEeUeCKOH esTenbHOCTH. OHu
MOTYT BHINTOJHATh KaK LENbIA psj MOJIE3HBIX (YHKIWH, HO TaKKe MOTYT HECTH 3HAYHTEIHHYIO
¢u3nveckyro Win UHGOPMAIIMOHHYIO YTPO3y B BOCHHOH cdepe, X03IHCTBEHHOH 1eATeIbHOCTH WIN
JMYHOM H3HM YeoBeka [1 - 3].

Crnemuduueckue cpoiictBa u npeumyiecta BIIJIA - oTHOCHTETFHO HEBBICOKASI CTOUMOCTb,
pa3sHooOpa3ue BBITIOTHIEMBIX (YHKIWH, BBICOKAs ONEPATUBHOCTh TOJTOTOBKHA K MPUMEHEHHIO,
HSKOHOMHYHOCTh M TPOCTOTA B JKCIUTyaTallMM, TPYIHOCTH KOHTPOJS MPHUBOAAT K IOBBILICHUIO

0c3HaKa3aHHOCTH M MAaCCOBOCTHU MMPOTHUBOIIPABHBIX JIENCTBHUI C MX UCIIOJIb30BaHUEM.
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AKTyaJlbHOM COOTBETCTBUM C OTHM SBJISETCS 3a7ada IOJIyYECHHsA JOCTATOYHO IOJHOU
oneparuBHOo uH(popmaruun o BIUJIA ¢ moMomprio CHEUaIbHBIX TEXHUYECKUX CPEACTB H
o0ecrieyeHns: BBICOKOM CKOPOCTH W A(PQPEKTHBHOCTH AJCKBATHBIX JCUCTBUI Ha BO3HHUKAIOIIWE H
CYLIECTBYIOILME BbI30BBI U YIPO3bI C UX UCIOIb30BAHUEM.

B coOTBETCTBUM € 3TMM BO3HMKAIOT 3aJa4d BBIABJICHUS, OLEHKH KOOPAMHAT U IapaMETPOB
JBYDKEHUS (B YaCTHOCTH OLIEHKM YTJIOBBIX KOOPAMHAT - II€JIEHra), a TAaKXKe paclio3HaBaHMs Kiacca
BIUIA mno wux paguo wusznydeHuro. CoBpeMeHHOE 000OpyAOBaHHE PATUOMOHUTOPUHIA U
pasyoNeNeHraluy JT0JDKHO 00ecreunBaTh HAJIEKHYI0O M TOUHYIO pa3pelleHHME Ha HCTOYHHUK
pamuonsnyudenus (bIIJIA) B nmuamasonax ero paboumx yactor (ISM 2400 MI'm). Ogaum w3
BOKHEHIINX JIEMEHTOB CUCTEMBI PAAMOMOHUTOPHUHIA U PAJAMOIIEIICHIallUK SIBIISETCS €r0 aHTEHHAas
cuctema (AC).

Wrak nenbro paboTsl ABisieTcs pa3padoTka nenenramonHo AC aquanaszona ISM 2400 MI'ig
JUTsl pabOTHI B COCTaBE KOMILIEKCOB IMACCHBHOM paguonencHranuu bITJIA.

Cospemennsie BITJIA nmeroT HeOombIIME pa3Mepsl, @ 3HAYUT HU3KUH yPOBEHb 3aMETHOCTH:
OHHU M3TOTABIMBAIOTCS U3 KOMIIO3UTHBIX MaTEpHAIIOB, UMEIOT MalTylo 3(pQEeKTHBHYIO TOBEPXHOCTb
paccenBaHMs B paJuouana3oHe, MX JIBUraTelId U3JIy4aroT Maso Teria. COOTBETCTBEHHO BO3ZHUKAIOT
3aJjauu BBISIBIICHUS, OLEHKH KOOPJIUHAT U MapaMeTpoB JABMXKEHMs (B YACTHOCTU OLIEHKM YIJIOBBIX
KOOpJMHAT - IIeJIEHTa), a TaKkKe pacrno3HaBanus kiacca BITJIA nmo ux paguo usiiydeHuto.

Wndpopmanus 115 oOHapyxeHust 1 nocneayrouieit nesnenranuu bITJIA mosxeT ObITh osTyueHa
IIyTeM IpueMa CIELHUAIBHBIMM CpPEACTBAMHM OTPAKEHHOM M M3JIydaeMOM DHEPrMM BO BCEX
JMana3oHax CIEKTPa IEKTPOMArHUTHBIX U aKycTH4ecKuX BoJH. BITJIA npucymum nemackupyromue
MIPU3HAKH, KOTOPBIE BBIAEISIOT UX B OKpY’Kalollled cpene, neias 3aMeTHBIMU Ul HaOJIO/ICHUS.
CreneHp €ro 3aMETHOCTH OmIpeJensieTcs B paanodactoTHoM, uHppakpacHoM (MK), Bunumom u
aKyCTHUYECKOM JIMaIa30Hax.

BITJIA MoryT ObITh BBISIBIIEHBI CPEACTBAMHU PAJAMOTEXHUUECKON Pa3BelKU MyTEM MpHeMa U
aHaJlu3a PaJUOCHUTHAIOB JIMHUM CBSI3M M YIPaBJICHUS, paJAMOJIOKAIIMOHHBIX BBICOTOMEPOB,
MIOCTAHOBUIMKOB AaKTHUBHBIX IOMEX W pPaJUOJIOKAIMOHHBIX CTaHIMI. OTHUM METOJOM MOXHO
ycraHoBuTh HanpasieHue Ha BIIJIA. TouyHocTe omnpezeneHuss NOBBIIIAETCS NPU YBEIMYEHUU
BpeMmeHu HaOmoaeHus. Hekoropeie HU nuHMM CBSI3M MOTYT ObITH OOHApy’>KE€Hbl Ha 3HAYUTEIbHBIX
paccrosiHusx. Mznyuenus 6oproBbix PJIC u mocranoBka akTuBHBIX nomex BIIJIA moryTt ObITH
oOHapyKeHbI Ha elle OOJBIINX PACCTOSIHUAX. ITOT METOJ TpeOyeT MUHUMAaIbHOTO 000py/10BaHUS 1
MO3BOJISIET OBICTPO OTPENENUTh MEJICHT LIEIH MPH JalbHENIIeN BbIIauM LieJeyKa3aHus Ha CPEe/ICTBA
ontuueckoro win MWK nabmonenus. bonbmas dwacte onepanuii paguoynpasnenus BITJIA
ocyliecTBisieTcs B HenuneHsupyemom ISM nuanazone nosoc yactot 2,4 I'T'n wim 5,8 I'T'1, onHako
HCTOJIB3YIOTCS M IPYTUE MOJO0CHI YacTOT, BKitovyasd 433 MI'qu 4,3 I'T.

B kauecTBe nmpumepa pa3zpaboTKU CPEACTB PAIHOIIEKTPOHHOTO OOHAPYKEHHS U M0/IaBICHUS
BIUVTA MOHO mpuBECTHM NPHUMEPHI CTAaHIUN paguopasBelku U noctaHoBku nomex ARDRONIS
¢upmbl «Rohde & Schwarzy, (I'epmanus) [2] u cucremsl naccuBHoW Jiokanuu BIIJIA «Drone

Detector» komnanuu «Aaronia» (I'epmanus) [3] .
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CoBpeMEHHbIE aHTEHHBIE CUCTEMA PAJUOIIEIECHIaTOPOB COCTOST U3 HECKOJIBKHUX aHTEHHBIX
IIOJICUCTEM, B YACTHOCTH IejaeHraunoHHoi AC peann3oBaHbl KaK KOJIBLIEBBIE AaHTEHHBIE PELIETKU
(AP), koTOpBIE UMEIOT MHOTOATAKHYIO CTPYKTYpPY, I'lle AJi1 Haubojee ONTUMAIbHON HACTPOMKHU
arnepTypbl aHTEHHBI 1101 pab0YYIO MOJIO0CY YACTOT UCIONB3YIOTCS mupokonoiocHble (I1IC) anTeHHbIC
AJIEMEHTHI WM Y3KOIIOJIOCHBIE C M3MEHSIEMOU 3JIEKTPUYECKON ATUHON (C peKOH(Urypamnuen) amns
QHTEHHBI MOHUTOPUHTA MPEUMYIIECTBEHHO UCTIONB3Yt0TCs [1IC aHTeHHBI.

AHTEHHBIC CHUCTEMBI, HCIIOJb3yeMble B amnmaparype MoHutopunra bIIIA, momkHbI
o0ecrnieunBaTh pabOTy B LIMPOKOH MOJIOCE YACTOT, IPUEM CUTHAJIOB JJOCTATOYHO HU3KOT'O YPOBHS JIJIs
BO3MOKHOCTH JalibHEHIeH nX 0OpaboTKH U BO3MOXKHOCTH 00ECTICYeHHS pa3pelieHust ¢ OJIM3KUMU
YTJIOBBIM KOOPJMHATAM U B TO K€ BPEMs UMETh IIPUEMJIEMbIE Ta0apUTHI H MACCy.

B noxnane mpuBeeHbI pe3ysIbTaThl pa3pabOTKU MaKeTa MIECTH AJIEMEHTHOM KoJiblieBol AP
nuanaszona ISM 2400 MI' muist komIuiekca naccuBHoi paauornenenranuu bBITJIA (puc. 1).

B kauecTBe aHTEHHOrO 3JeMEHTa KOJbIEBOH AP n30paH MHUKPOMOJIOCKOBBIX MaTd C
JUHENHON mossipu3alnyel, HACTPOEHHBIM Ha LeHTpaibHyto yacToTy 2400 MI'n. [lna ynpaBneHus
MIOJIOKEHUEM JHarpaMMbl HanpaBieHHOCTH B AC HCIOJIb30BAHO aHTEHHBIN MEPEKIII0YaTeb TUIIA
BGS16GA14. Ilepuon ompoca anTeHHBIX 31eMeHTOB nepekitouatens BGS16GA14, 3aBucur ot
ckopoctu nepensuxenuns bIIJIA, HanpaBneHHs ero nepeMenieHus B MpOCTPAHCTBE, dPHEKTUBHON
momaau BIJIA, TTX npuemHuka u crocoda o0paboTKH CUTHAIOB B HEM M COCTaBJIsIeT 2-5 C.

Keywords: UAV, ISM, passive radio reconnaissance.

Puc. 1
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ABTOMATHYECKOI'O OTCIIC)KUBAHUA TPACKTOPUU JPOHOB

Antenna system of UAV's passive radio reconnaissance
The paper considers the results of development and design of an antenna system in the ISM
2400 MHz band for a UAV passive radio direction-finding complex.

AHAJIN3 BO3MOKHOCTH UCITIOJb30BAHUSA LPWAN CETEM JIJISI
IOCTPOEHMUS PAJITMO3AKJIATHBIX YCTPOMCTB

FO.B. JIbikoB, A.A. [lanuoToBa, A.A. JIbikoBa, 3.A. KocTeHko
XappKOBCKUW HAlMOHAJIbHBIM YHUBEPCUTET PATUOINEKTPOHUKHU, XapbKOB, YKpanHa
e-mail: yurii.lykov@nure.ua

3a mocneaHee eCcATUIIETHE MOSIBIIICS €IIE OMH CIIEKTP MPOTOKOJIOB M TEXHOJIOTHIA, KOTOPHIE
OTBEYAOT KOMMYyHHUKAIMOHHBIM TpeboBanusiM [oT (Internet of Things) — mamomMorHbIe T100aTbHBIC
cett (LPWAN). LPWAN ans [oT nyxen Obun 11t 3aMeHsl Wi-Fi, KOTOpBI XOpoOIIIo 3akpenuics B
MOTPEOUTENECKUX CETSIX, Tpeasiarasi B3aMeH paJiMOTIOKPBITHE Ha OOIBIION TUTOMAAN Yepe3 0a30BbIe
CTaHIIMU, a TaKXKe Yepe3 MEXaHWU3Mbl aJanTaludd CKOPOCTH IMepeladd, MOIIHOCTH Iepeadd,
MOJYJISIMH, PA0OUYHX IIUKJIOB U T.I1., OITUMHU3UPYS OU€Hb HU3KOE NOTpeOIeHNne SHEPTUU KOHEUHbIX
YCTPOMCTB.

LoRa (LoRa Alliance) ado LoORaWAN - oaun u3 takux npotokonoB LPWAN. LoRa nanenen
Ha pa3BepTHIBAaHNE KOHEYHBIX YCTPOHUCTBA UMEIOIINX OTpaHIMYEHHBIH NICTOYHUK SHEPTHH (HapuMmep,
oT Oarapem), Korza He TpeOyeTcs nepenaBarh 601ee HECKOIbKUX 0alT U r1e TpaduK JaHHBIX MOXKET
WHUIIUUPOBATHCS UM C KOHIIA - OT YCTPOMCTBA (HampuMep, Korja KOHEUHOE YCTPOUCTBO SIBIISIETCS
JaTYNKOM) HIIM CEPBEPOM, KOTOPBIA JKEIaeT YCTAaHOBUTH CBSI3b C KOHEYHBIM YCTPOHCTBOM
(HarmpuMep, KOTa OKOHEYHOE YCTPOMCTBO SBISIETCS UCTIOTHUTEIBHBIM MeXaH3MOM). OCOOEHHOCTh
LoRa, paGotarommii Ha [OadbHUX PACCTOSIHHSIX, J€JaeT €ro HWHTEPECHBIM KaHIUAaTOM Ha
TEXHOJOTHIO TIepefauyd B TPAXKIAHCKUX HHPPACTPYKTYypax (TaKMX KaK MOHUTOPUHT COCTOSHUS
3II0OPOBBsI, WHTEIUIEKTYaJIbHOE W3MEpPEHHE, MOHHUTOPUHT OKpYXKammeld cpeasl W T.I.), B
MIPOMBIIIJICHHBIX TMPUIOKCHHUSIX, a TaKKe MOXKET TPHUMEHITHCS W 3JIOYMBINIICHHUKAMHA IS
OpraHM3alfy KaHalla YTeYKU HHPOPMAITIH.

Emgé ogna momynspuast rexuonorust LPWAN — Sigfox. [Tepsas cets Sigfox Opina passepHyTa
B0 ®pannuu B 2012 roay, a k 2014 roxy 66110 oOecriedeHo 00IIeHAMOHAIbHOE MTOKPHITHE CTPAHBI.

[Tonutuka Sigfox moapasymeBaeT MpenocTaBieHUE OTKPBHITON MH(pOpMaluu 0 HEOOXOIUMOM st
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MOCTPOCHUSI CETH alMapaTHOM oOecrieueHUH (0a30BBIX CTAHIUSAX W MOAYISAX), TPU ITOM
MPOrpaMMHOE O0ECIICUeHUE SIBISICTCS 3aKPBITBIM W TPOJACTCS omepaTopam kKak yciyra [2]. B
Hacrosiiee Bpemst Sigfox npucyrcTByet B 60iiee yem 70 cTpaHax.

OO1ee 11 3TUX JBYX TEXHOJIOTUH SIBIISICTCS OOJIbINAs TAIBHOCTD ASUCTBUS (10 HECKOJIBKHX
JECSITKOB KM Ha OTKPBITOW MECTHOCTH M J0 HECKOJIBKMX KM B TOpPOJAE) M XOpoIlas
sHeprodddexTuBHOCTE (pabora oT Oartapeiliku Oonbine rona). JlaHHbIC 3HAYEHUS MAPAMETPOB
SIBJISTEOTCS] OJJHUMH M3 OCHOBHBIX TIPY BBIOOPE TEXHOJIOTUH TPU OPTraHU3aIiy TEXHUYECKUX KaHAIOB
yTe4uKd uHpopManuu. J[as Toro yToObl ONEHUTH clieHapuu ucnoiab3oBanus LPWAN npoTokosioB B
OpraHu3aly KaHAIOB YTEYKH WH(GOpPMAIMKU HEOOXOJMMO ONPEACTUTh BO3MOXKHYIO MPOMYCKHYIO
CIOCOOHOCTH, KOTOpas JJisi 00ECIIEYeHHS MAJIOTr0 YHEPTronoTpedseHust 1 OONbIIONH EMKOCTH CETH,
3HAYWTEIBHO oOrpaHuveHa. Ha pwuc.l mnpuBeneHbl MaKCHMalIbHbIC 3HAUYCHHs IMPOITYCKHOU
cnocooHocT kanaina LORaWAN miis pa3nuyHbIX mapaMeTpoB COOOIICHHUS.

Cnenyer OTMETHTH, 4TO
NPOMYCKHAs  CHOCOOHOCTh  KaHaja
MOJIyYeHO C y4ueToMm orpanuueHust B EC
ETSI EN300.220 g npoTokoja
o . LoRaWAN Ha 1[poLEHT BpeMeHH
o B o nepeaayn naHHbIX B 3dup. s pa3HbIx

200 - 10 CTpaH 39TO OrpaHUYCHHUC COCTaBJISACT
11

100 - 12 10%. Jns Ykpaunsl u A3zepOaipxaHa

ciaenytomue 3HadeHus: 0,1%, 1% wnm

data sent per day (kb) 1% airtime

nerctByror pexomenpaunn CEPT Rec.

) - 70-03 cormacHO KOTOPBIM MPOLEHT

0 100 150 200 Bpemern B 3dupe (Duty Cycle) mms
payload size (byte)

Pucynok 1. [IpomyckHast cCHOCOOHOCTh KaHaa JJisl pa3HbIX

KOHEYHOT'0 y3J1a JIOJKEH COCTaBJISATh HE
3nauenuit SF [1] Oonee 1%.
Jast IpOTOKOJIA Sigfox
MaKCHMaJbHas MPOIMYCKHAs CIOCOOHOCTh B CYTKH JUJISl OJHOT'O KOHEUYHOT'O YCTPOICTBa COCTABIISET
1.7kB (140 coobuienuii mo 12 Gaiir).

[Moxanyii, Hambosnee ymadyHeiM mpuMeHeHHeM TexHojorun LoRaWAN wu Sigfox mms
OpraHu3alMi KaHaja YTeUKd 3JOYMBIIUICHHHUKOM OyAeT TmepexBara TeKCTa BBOJMMOIO
MOTEHLIMAJIbHON XKepTBOM Ha kiaBuarype. IlyreM moaMeHbl KiaBUATyphl Ha TaKyl ke C YxKe
YCTAaHOBJIEHHBIM 3aKJaJHBIM YCTPONCTBOM 3JIOYMBIIUIEHHUK CMOXET IMEepEeXBaTUTh BECh TEKCT,
BBOJIMMBIN B TOM 4YMCIIe U TTapoiii. TeKCTOBbIN Tpaduk reHepHpyoNIrii OOBIYHBIN MMOJ30BaTEb B
cyTku goctatodHo Hebombinon (20Kb mist 10 cTpanuil TeKCTa) ¥ 3HAUUTETHHO MEHBIIIE OTPAHUYEHUS
npomnyckuoii ciocoonoct LORaAWAN kanana. [Ipu ucnonb3oBanuu npoTokoia Sigfox Bo3aMoxHO
nepegada TeKcTa o0beMOM OKoio 1 crpaHuiel. HeckobKO TOBBICHTH OOBEMBI TEpEIaBacMOM

TEKCTOBOM HH(bOpMElL[PIPI MOKHO ITYTEM IPUMCHCHUS AJITOPUTMOB CXKATHA.

75



o Azerbaijan University o

CornacHo [3] o0beM daiina 3anucu peun B popMare .mp3 AJIUHON B 1| MUHYTY CO CKOPOCTBIO
56 k6/c cocraBnser 420KB, Takyro 3anmuch 3710YMBIILICHHUK cMOXKeT niepenath o LORaWAN cetn
OJIMH pa3 B CyTKH, HE Hapyllasi HOpMbl U HE IIPUBJIEKAs ONOJHUTEIbHOE BHUMAHUE CO CTOPOHBI
CIIy’)k0 perynsaTopoB B chepe 4acTOTHOTO pecypca. KpoMe Toro, nmpu HCmonb30BaHHH COOCTBEHHOTO
1uio3a st ooecrnevyeHns KaHaia, 3J0yMBIIUIEHHUK MOKET U HapYLIUTh U 3TU HOPMBI U BBIUTH Ha
MPOMYCKHYIO criocooHOoCcTh SMb / cyTku u Gosnee.

JIOTIOTHUTENBHO Ui YMEHbLICHHUS Tpa(uKa 37J0yMBIIUIEHHUK MOXXET MCIoib30BaTh VOX
(VAS) cucreMbl axkTUBUPYIOIIMX 3al0UCh TOJBKO IpU Hauuyuu roisioca. J[lanee 3anuch
ondpoBsiBacTcs U KonupyrTcs koaekom (mp3, CELP, Speex wim np.) pa3OuBaeTcs Ha paBHBIC
gacTH ¢ pazmepom 200 6aiiT u nmepenaetcs B 3¢up. To ecTb TeopeTuUecKr HEOOIbIIHE ayano GhanIbl
MOXkHO niepeniaBath o cetd LoRaWAN u 3akiiajHoe ycTpoilCTBO UCIIONIB3YIOUIEE ATY TEXHOJIOTHUIO
MO>KET UCTOIB30BaThCS TSl OJCITYIIMBAHUS PA3TOBOPOB.

Bo3moxkHoctr mpoTtokona SigfoxX st opraHuzammMu  yTeYKd peueBod  MH(OpManuu
3HAYUTEJILHO OIPaHUYEHbI U3-32 HU3KOW IPOIYCKHON CIIOCOOHOCTH.

Crenyer oTMETHTh, YTO KakuM Obl HU ObUIO TpuMeHeHue cereit LoORaWAN wu Sigfox s
OpraHM3aliy KaHalla yTeYKH HHPOPMAIUH OHU UMEIOT CIEAYIOIUE MPEUMYIeCTBa!

- BBICOKast SHEProdPPeKTUBHOCTH (0OJbIIast aBBTOHOMHOCTD ), YTO MOKET MO3BOJIUTH C OJHOU
CTOPOHBI MOHTX 3aKJIaJIKU €IIe Ha dTare PeKOHCTPYKIIMH / pEMOHTA 3]aHus, a C APYrod 3aKIaaKa
MOXXET MMETh Majble TadapuThl, TaK KaK OCHOBHBIM (DaKTOpPOM JJisi COBPEMEHHOM 3aKiaJKu
CAEP KUBAIOIINM YMEHBIICHUS rabapuTOB ABISIOTCS AJIEMEHTHI MUTAHUS;

- BBICOKasl CKPBITHOCTh B paaunodupe, 4yTo OOYCIOBIEHO HE OOJBIIONH MOIIHOCTHIO
nepenaturka (MeHee 25 mMBT)

- 3HaYUTeJIbHAs IJIMHA KaHasla yTeUKH (10 HECKOJIbKUX KUJIOMETPOB B YCIIOBHUSAX FOpoJia), YTO
MIO3BOJIUT HAXO/AUTHCS 3JI0YMBIIIIEHHUKY Ha 0€3011aCHOM PAaCCTOSHUM OT 00BEKTa HaOIIOICHHUS.

[ToaTOoMy cymiecTByeT peasibHasi onacHocTh npumeHeHuss LPWAN ceteil ans opranusanuu
TEXHUYECKUX KaHAJIOB YTeukd HHpopmanuu, Tpedyromas pa3pabOTKU MEPONpUSITUHA IO
MIPEIOTBPALLEHUIO JAHHON YIPO3bI.

Karuesslie cioa: LPWAN, LORAWAN, SIGFOX, paano3akinaaHoe yCTpOWCTBO, yTeuKa

uH(pOpMaInu, NPOIyCKHAs CHOCOOHOCTb.
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Analysis of the possibility of using Ipwan networks for spy/listening
devices creation
Recently, LPWAN networks have become widespread. The report examines the main threats
to information security that can be organized using LPWAN networks. The two most popular
technologies Sigfox and LoRaWAN are considered. Possible scenarios of using LPWAN for
organizing information leakage channels are given.

AHAJIN3 BO3MOXKHOCTH IIEPEXBATA BUBPOAKYCTHYECKOH
NHO®OPMALIUUA ITYTEM EE IIEPEXBATA C IIOMOIIBIO JATYNUKOB
CMAPT®OHA

1O.B. JIbikoB, U.B. Xpunko, A.A. JIbikoBa
XappKOBCKNM HAlMOHAJIBHBIM YHUBEPCUTET PAJTHOIIEKTPOHUKHU, XapbKOB, Y KpanHa
e-mail: yurii.lykov@nure.ua

B coBpeMeHHOM MHpE TSKEI0 HAUTH YEI0BEKA, KOTOPHIM HE UCIIOJIB3YET ITIOBCEIHEBHO CBOM
cMapT@oH. IIpon3BOIUTENN MOCTOSHHO PACIIUPSAIOT BO3MOXKHOCTH MOOWJIBHBIX YCTpOWCTB. s
3TOr0 COBPEMEHHbIE MOJEIN UMEIOT MHOXKECTBO JIaTUMKOB TAaKUX Kak: HH(PaKpacHbII AaabHOMED,
aKCeJIepOMETP M TMPOCKOIL, AATYUK CEHCOPHOIO 3KpaHa, oTOKamepa, MarHUTOMETP U OGapomerp,
JaTYUK OTIEYATKOB MajbleB M JAp. HeorpaHWYeHHbI JOCTyn K NOKa3aHUSAM JaTYMKOB Ha
OOJIBIIMHCTBE COBPEMEHHBIX MOOMIBHBIX miuaTdopmax (Hampumep, OC Android) - u3BecTHas
yA3BUMOCTb 0€30IIaCHOCTH, KOTOpas 1O CYIIECTBY JIelaeT UX JaTYMKaMu HYJIEeBOro pasperieHus. B
JAHHOM paboTe OCHOBHOE BHUMAHHE YJEIEHO PACCMOTPEHMIO YSI3BUMOCTHU 4Y€pe3 aKCEIepoMeTp U
rUpocKon cMapTdoHa (JaTuyuku ABMKeHus ). B paborax [1-5] naHHbIe OTy4YEHHBIE C aKCeIepoMeTpa
Y TUPOCKOIIa ObUTM MCIIOB30BaHbI ISl KEUJIorrepa psioM paciooKeHHOM KilaBuaTyphl, epexnara
rpaduueckoro u nudpoBoro NuH-koJa cMapThoHa, ONpeaAeIeHNUs MECTOIIOI0XKEHUS M0JIb30BATENs C
BbIKITIOUeHHBbIM GPS, 3anmuce pasroBopa B HIOMELIEHUH, B KOTOPOM PacojoKeH cMapT(hOoH.

[Tockonpky omepanmonHas cucrema Android mmeer gomto peiHka 73% (B YkpanHe U B
AzepOaiikane 6am3ko 85%) [6] Bo BceM Mupe, 3Ta ysI3BUMOCTh CUCTEMbI O€30MAaCHOCTH MMEET
Yype3BbIUaiiHO OOJIbIIOe 3HAUYEHUE, OCOOEHHO C TOYKM 3PEHHUS KOH(PHUIECHIMATBHOCTH pPEYeBOM
nHpopmanuu. IlosToMy BakKHO MOHATH, KaK MOJB30BATEIM BOCHPUHUMAIOT MOJOOHBIE YIPO3BI.
WHTepecHbIM sBISETCS TO, HACKOJIBKO dS(PQPEKTUBHO MNPOUH(DOPMHUpPOBAHHBIE TMOJIH30BATENIN
MOOMIJIBHBIX M TMEPEHOCHBIX YCTPOMCTB O pa3HbIX yrpo3aX, CBA3aHHBIX C JAATYMKAMM JIBUKECHHUS
(OTHOCUTENBHO JIPYTUX Yrpo3 KOH(UICHLIMAIBHOCTH), MPEANPHUHUMAIOT KOHTpMEpHl. B maHHOM
paboTe paccMOTpeHa BO3MOXHOCTb  HCIIOJIb30BaHMsS — akcelepoMeTrpa  cMmapTgoHa Ui
MPOCTYUIMBAHUS Pa3roBOPOB B MOMEIIEHUH M T€ TPYJHOCTH C KOTOPBIMH MOKET CTOJIKHYTHCS

3JIOYMBIIIJICHHUK ITPU p€ajin3aliun 3TOH YIpO3EbL.
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[Tpunnun pa®oOThl JATYMKOB ABUKEHHUS (aKCEIEPOMETPOB M THPOCKOIOB) OCHOBAH Ha
MU3MEPEHHUN CMEIICHHUS] MHEPIIMOHHON MacChl OTHOCHTENbHO Kopityca d (t) u mpeoOpa3oBaHuu €ro B
IPONOPIIMOHATILHBIN AJIeKTprueckui curaan S (t). EMxkocTHOM MeTo 1 TpeoOpa3oBaHus H3MEPEHHOTO
NepeMenieHus: sIBIsieTCss Hanbojiee TOUYHBIM U HAJICKHBIM, MOATOMY E€MKOCTHBIE aKCEIePOMETPhI
MOJIYYMJIM IIHUPOKOoe pacnpocTpaHeHue. CTPyKTypa €MKOCTHOTO aKCeJIepoMeTpa COCTOUT W3
pPa3IMYHBIX IUIACTUH, OJHM U3 KOTOPBIX SBISIIOTCS CTAallMOHAPHBIMHU, a JpYyrue CBOOOIHO
MepeMeNIatoTCs BHYTPU KOPITyCca, BETUYMHA EMKOCTH 3aBUCHUT OT PACCTOSIHUS MEX 1Y HUMH. EMKOCTH
BKJIFOYEHBI B KOHTYpP pe30HaHCHOTo renepartopa (puc. 1). [loa BausHuEM CUITbI YCKOPEHUSI EMKOCTh
KoHJieHcaTopa meHsieTcs [ 7]. [lox neiicTBueM BHEIIHUX aKyCTHUECKUX KOJIEOAHWM CUTHAJ Ha BBIXOJIC

aKceJepoMeTpa COACPKUT U aKyCTUUYECKYIO COCTABIISIONLYIO (puc.2).
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Pucynok 1. dyHKuMOHAIBbHASA cXeMa Pucynox 2. Monens kanana yreuku uepe3 MEMS

MEMS akcenepomeTpa [8] akcenepometp cMapthona [8]

YacroTa AuCKpeTH3alMd - 3TO CKOPOCTh NpeolOpa3oBaHUs curHaiga B Iu¢poBoi Buia. B
COOTBETCTBUM C TeopeMoi nuckpernszanuu HailkBucra yactoTa nuckperusauuu f mo3BosisieT Ham
PEKOHCTpYyMpOBaTh cHUrHaibl Ha dvacrtorax  f/2. CremoBaTenbHO, Oojiee BBICOKas 4YacToTa
JUCKpPETU3allMi T03BOJISIET HaM 0ojiee TOYHO PEKOHCTPYUpPOBATh 3BYKOBOW curHai. OJHaKo
OOJIBIITMHCTBO CEHCOPOB JBMKEHUS TOJICPKUBAIOT YacTOTHI quckperusanuu ot 600 'y to 1600
I'u [9]. Bonee Toro, Bce MOOMIIbHBIE ONIEPALIMOHHBIE CUCTEMbI 3HAUUTEIBHO OTPAaHUYMBAIOT YaCTOTY
muckperuzanmu g0 200 I'i - 1 yMeHblIeHus sHepronoTpediaenus (Ho ¢ nomolursio Sensor Kinetics
MOxHO 060¥TH orpanudenue 10 400 I'). Kpome Toro, HekoTophie HAOOPHI HHCTPYMEHTOB Opay3epa
JIOTIOJIHUTEIBHO OTPAaHUUYUBAIOT YaCTOTY AUCKPETHU3AINH.

B Tabn. 1 o0oOmieHsl pe3ynbTaThl 3KCIEPUMEHTAIBHOTO HCCIEABAHUSA, B KOTOPOM
U3MEPSUINCh MaKCUMAaITbHBIE YaCTOTHI IMCKPETH3ALlH, pa3pelieHHbIe B TOCIeIHUX Bepcusx Android

B pa3HBIX pexkuMax padboTsl TesnedoHa.

Tabéauua 1. OrpaandeHne 9acTOTHl TUCKPUTH3AINH AaTINKOB ABKeHns B OC Android

Pexum Yacrora guckperusanuy, I'n
BricTphIii (MakcUMalIbHO JIOTYCTHMBIH TPOTPAMMHO) 400
Hrposoit 50
UI (1pu UCTIONIb30BaHHUN TIPHUIIOKEHHUH, KOTOpPBIE TPEOYIOT ITOKa3aHHs 25
JIATYNKOB
PexxuMm oxxupganus 15
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Kak BumHo m3 Tabn. 1, yacToTa AMCKpETH3alMU JAYMKOB ABIDKEHHUS MOXKET MPHHUMATh
3Ha4yeHus He Oousbuie 400 I'. D10 mo3BoIIAET HENOCPEACTBEHHO BOCIIPUHUMATh 3BYKOBbIE CUTHAJIbI
10 200 I'm. AnmacwHr - 3TO SBJICHHE, NPU KOTOPOM CHHYCOHMJAIbHOE KojeOaHue ¢ 4acToTou f,
JCUKPETH3UPOBAHHOE C 4YacTOTOW fS, MMeeT pe3yibTUPYIOUIHE BBIOOPKH, KOTOpPBHIE HEBO3MOXHO
OTJIMYUTH OT JIPYroro CUHyCOuAambHOro Kojebanus ¢ yactoroit | f — N - fs |, ans mroboro menoro
gucaa N. 3HaueHus, Kotopble oTBe4aroT N # 0, Ha3bIBAIOTCS N300pAKECHUSMHU WM aJIMacaMH 4aCTOThI
f. B nenoM HexxenarenbHOE SBJICHHE, 3[1€Ch AIMACUHT TI03BOJISIET (DUKCHPOBATh 3BYKOBBIE CUTHAIIBI
¢ yactoTamu, Kotopble mnpesbimaoT 200 ['m, Tem cambiM moiy4arh Oojblie HHGOpPMALIUN W3
ITIOKAa3aHUN CEHCOPOB JBUKEHUS.

B pabore mpoBeAaeHO 3KCIEPUMEHTAIBHOE MCCIIEJOBAHUE YYBCTBUTEIBHOCTH JATUUKOB
JBIDKEHUSI B HECKOJbKUX cMmaTp¢oHax. IlomydyeHHble 3HAa4YeHUs UYyBCTBMMTENBHOCTU JIEXKAT B
nuanazoHe ot 65 n1b mo 77 nb. B xoxe skcmepuMeHTa Takke OBLJIO YCTaHOBIIGHHO W BIIMSTHHE
OpHEHTaMu cMapTdOHA 1O OTHOIICHHM K MCTOYHUKY 3BYKAa Ha YYBCBHTEIBHOCTH JATYHKA, YTO
BEpOSITHEE BCEro OOYCJOBIEHHO Pa3IMYHbIM B3aWMOJICHICTBUEM IIOBEPXHOCTH Ha KOTOpOH
pacriosiorancs cMapTgOH ¢ 3BYKOBOM BOJHOH. B moaBemeHOM COCTOSIHUM YyBCTBUTEJIBHOCTH
JATYUKOB JIBUKEHMSI UMEIOT C1a00BBIPAXKEHHYIO HAIIPaBJIEHHOCTb.

B cnenyromem 3KCIEpUMEHTAJIBHOM —MCCIENOBAaHUM ObUIO TMPOBEJCHO H3MEpEeHHue
pa3bOpPUMBOCTH peUd C 3aKpBITBIM cloBapéM ¢ mnomouibio [10 aBTOMaTHyeckoro pacro3HOBaHUs
peun Sphinx. [loxyueHHble 3aH4YeHUST Pa300PUMBOCTH IS Pa3HBIX TECTOBBIX CHUTHAIOB M PaXHBIX
Mozeneit cmaptdonoB coctaBuil oT 9% 10 40 %. Ilpu sToM renaep AMKTOpa PO3MO3HOBAICS C
BeposiTHOCTH 60-80%.

Kpome Toro crnenyer uMeTh B BUIY, YTO €CTh IPOTrpaMMBbl, HAaIlpaBJICHHbIE Ha ONpe/ieIeHne
ma0joHa MecTonpeObIBaHUS I0JIb30BATENsl Ha OCHOBE OKPYXKAIOUIErO LIyMa, BBISIBIEHHOTO €ro
cMapThOHOM, HapUMEp, pecTopaHna, yauibl, opuca u ap.[ 10]. HekoTopsie nemackupyroiime 3ByKu
JOCTaTOYHO I'POMKHM M MOTYT UMETh YETKMH OTIEYaTOK B JAMANa30HE HU3KUX YacTOT, YTOOBI MX
MO>KHO OBIJIO HHAEHTU(PHUIMPOBATH C TIOMOIIBIO THPOCKOIA, HAIIPUMEp KeJIE3HOJOPOKHBIN BOK3AJ,
TOPTOBBIN LIEHTP, IIIOCCE U METPO U T.JI. DTO MOXKET MO3BOJIUTH 3JI0YMBIIIJIECHHUKY MOTYyYUTh OOJIbIIIE
MH(}OpMALINU O KEPTBE, MOJYUYUB CBEJCHHUS O MECTOHAXOKICHUH MOJIb30BATES.

BriBoabI

[Toka3aHo, YTO aKyCTMUYECKHI CHUTHaJ, M3MEPEHHBIH aKCeIepOMETPOM, MOXKET PACKPHITH
nHpopManuo 00 okpyxaromen cpeae tenedoHa, HaIpuMep, O TOM, KTO TOBOPUT B KOMHATe, H, B
OTIpe/IeIEHHOW CTerneHH, 0 4éM HujaeT pedb. llomydeHHass pa30OpPUUBOCThH CIOB C OIPaHUYEHHBIM
cioBapém pocturaer 40%, pacnoszHaBanue renzaepa - g0 80%. JlanpHeimas pabora Han
HU3KOYAaCTOTHOW OOpabOTKOM CHUTHAJIOB 3TOrO THIA JOJDKHA elle OOoJbIIe MOBBICUTH KauyecTBO
nH(pOpMalIUY, U3BSITON U3 THPOCKOIIA U aKcelepoMeTpa. DTa paboTa JEMOHCTPUPYET HEOKUAAHHYIO
yIpo3y, BBI3BAHHYI0 HEOTPAHMYEHHBIM JOCTYNOM K THPOCKOMY: MPOrpaMMbl M aKTUBHOE BeO-

COACPIKUMOC, KOTOPOC pa60TaeT Ha TCJ'Ie(bOHC, MOT'YT NOACIYIINUBATH 3BYKOBBIC CUI'HAJIbI BKIIHOYad
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pasroBop, BOMu3M TenedoHa. PaccMOTpeHBI HEKOTOphIE KOHTPMEpHI ISl 3alUThl OT YTEUKH
KOH(MUIEHIMATbHON HH(pOpMaLIUK Yepe3 JaTYUKH CMapTPOHOB, & UMEHHO:

- ®HUY, peann30BaHHBIA TPOrPaMMHO W/WIIM alIapaTHo;

- oOHOBJIeHHE cucTeMbl paszperieHuit OC;

- BUOPO W/WJIM aKyCTHYecKasi MaCKUPOBKa;

- IpurIyieHue (aeMrnpupoBaHue) BUOPALIHIA.

OOmmii BBIBOA 3aKIOYacTCs B TOM, YTO JOCTYIl KO BCEM JaTuyuMKaM JOJDKEH
KOHTPOJIMPOBATHCS CUCTEMOM pa3peIIeHNni, BO3MOXHO, pa3rpaHUyMBasi HU3KYIO U BBICOKYIO YaCTOTY
JUCKPETU3aLIH.

KiloueBble ciaoBa: cmapTdoH, akcelepoMeTp, THPOCKON, YyTeuka HH(pOpMaIuH,

pa30opUYHBOCTh PEUH.
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Analysis of the possibility of intercepting acoustic information by intercepting it with
the use of smartphone sensors
Unlimited access to the data of sensors on modern mobile platforms is well-known
vulnerability of safety that essentially does their as the sensors of a zero permission. In this work,
basic attention is spared to consideration of vulnerability through an accelerometer and gyroscope of
smartphone (sensors of motion).
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IMPLEMENTATION OF LATTICE-BASED IDENTIFICATION SCHEMES IN C

A. Murzaeva, S. Akleylek
Ondokuz Mayis University, Samsun, Turkey
e-mail: azhar.murzaeva@bil.omu.edu.tr

In 1982, Feynman proposed the idea of a quantum computer that is about to come true [2].
Classical computers work with two 0 and 1 states, while quantum computers use the ‘qubits’ that
contain more than two states at a time, making them exponentially faster in performing computations
[7]. Big companies such as IBM, Microsoft, and Google are in the race of its development: IBM
claims to develop a one million-qubit quantum computer by 2030 [3]. Thus, upcoming quantum
computers threaten the security and privacy of the current widely-used cryptosystems. For instance,
the prime factorization problem, which is used as the main underlying problem in many contemporary
cryptosystems, is going to be solved by Shor’s algorithm on quantum computers in polynomial time
[10]. Also, the emergence of technology trends such as cloud computing, which provides real-time
computing services to dozens of companies and their users, and the Internet of Things technology,
which aims to connect machines to machines, shows the need for strengthening the current
cryptosystems. Therefore, the ineffectiveness of traditional public key cryptography against quantum
computers led to the standardization of post-quantum cryptography [8].

The results of NIST’s (National Institute of Standards and Technology) standardization
project show that among the post-quantum cryptography approaches, the lattice-based cryptography
is the most promising candidate [9] [7]. Also, the fact that many fundamental problems in lattices are
supposed to be hard against quantum computers attracted many researchers to design and develop
lattice-based cryptosystems. During this study, from these cryptosystems, the identification schemes
were considered. Since identification schemes are the basis of identification and signature schemes
[1], they play an important role in the digital signatures that are widely used in government,
healthcare, financial and other services today. The purpose of this study is to develop an open-source
library for lattice-based identification schemes, which will provide convenience in the
implementation of any newly designed identification scheme. The low-level C language that is used
for the implementation of computationally hard systems is selected.

We perform the implementation of lattice-based identification scheme proposed by Kawachi
[5], Soysaldi [12], Silva [11], Xagawa and Tanaka [13], and Lyubashevsky [6]. These schemes are
based on different hard problems in lattices. For example, we describe the identification scheme itself
and its implementation by reviewing LWE-based (Learning With Errors) Silva’s scheme given in
Figure 1.

Identification is defined as the process of identifying uniquely a user of a system or an
application [4], which prevents impersonation. If to think about the standard client-server structure,
interacting parties must pass through the identification step before transmitting the data between
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them. There are two basic entities in an identification scheme: the Prover and the Verifier parties. So,
let the client be the Prover and let the server be the Verifier. First of all, the public and private
parameters are computed in the Key Generation stage, as shown in Figure 1. Then, by using these
keys, the Prover computes commitments (in Figure 1, they are defined as c1, c¢2, and c3). In its turn,
the Verifier generates and sends a challenge. Depending on the challenge, the Prover reveals some
parameters. Using these parameters, the Verifier performs some computations and checks the results.
Thus, a server can identify its client.

KeyGen:
A Ji—;u-m s i—;r;e e & FN
b =As +e
p= !'m (e)

Prover: Verifier:

$ T $ RN 5 o
ueF . <FoneFn

r
}u.—*"*}-' 0.viel..mEX<5,

¢y« Com(Ilyx:r)
c2 4 Com(Il,x(A(u +5)):r2)

€] L£2L3

c3 < Com(Ilyx(Au+b):r3)

: ¢ {1,2,3}

Ifc=1:

resp = (ry,ra, (u+s),Iyx)
If c=2:

resp = (ra,r3, Iyx(A(u+5)), Iy x(e))
If c=3:

resp = (r1,r3,Ilyx, u)

resp
Ife=1:

c:hu:ku = Cmm Iys.r1) and
2 —CEJHHH},rI Alu—+s)).r)

Ifc=2:

check ¢; . Com(Ilyx(A(u+s)),rz) and
¢3 = Com(Tlys(A(u+s)) +Iyx(e)),
hw(Il,x(e)) S P

If c=3:

checke) = Cmm IMyx,r ) and

3 —CUHIIH-y\“I Au+b):r3)

Figure 1 demonstrates Silva’s identification scheme in detail, while its implementation’s
source code is given in Figure 2. In that piece of code, the abovementioned steps of the identification
process are called as functions.
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printf{"———-- Silva's ID Scheme ——-—— wn");
printf("start Key Generation...\n");
keygen{matrix_A, sk s, pk_b, errors);
printf("finish Key Generation.\n");

printf{"Prover (Compute commitments) ...%\n");
p_coms{coms_ptr, rl, r2, r3, u, us, aus, matrix_A, sk_s, pk_b, errors);

printf("Verifier (Generate challenge) ...\n");
ch = v_challenge();

printf("Challenge: %d\n", ch);
printf{"Prover (Send some parameters) ...\n"};
p_params(params_ptr, ch, rl, r2, r3, u, us, aus, errors);

printf{"Verifier (Check the truthfulness} ...\n");
result = v_check({coms_ptr, params_ptr, ch, matrix_A, pk_b);

Figure 2. Main functions of Silva's identification scheme

Like Silva’s scheme is based on LWE problem in lattices, all other considered schemes are
based on different lattice problems. The LWE problem in Silva’s scheme is used during the key
generation step, and its source code is demonstrated in Figure 3.

//b=As + e

vectorMultiplyMatrix(temp_y, sk_s, N, M, matrix_A);
modVector(temp_y, N, Q);

addVectors(pk_b, temp_y, errors, N};
modVector(pk_b, N, Q);

Figure 3. The LWE problem in Silva's identification scheme

The remaining identification schemes designed by Kawachi [5], Soysaldi [12], Xagawa and
Tanaka [13], and Lyubashevsky[6] are also implemented the way we described Silva’s scheme. All
common functions used in these schemes are gathered in one common file, which can be included as
an external library.

Keywords: lattice-based identification schemes, implementaion of lattice-based
identification schemes, library for lattice-based identification schemes.
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IDAROETMO PROSESINDO VERILONLOR BAZASININ TOHLUKOSIZLiYi

S.I. Mustafayeva
Azorbaycan Respublikasimin Prezidenti yaninda Dévlat Idaragilik Akademiyasi,
Baki, Azarbaycan
e-mail: shemus26@yandex.ru

Hal-hazirda verilonlorin generasiya siirati ¢ox yiiksakdir. Buna gora do bu ciir verilanlarin

saxlanilmasi vo idaroolunmasi verilonlor bazasi sistemindo aparilir. Konfidensialligin vo verilonlor

bazasinda saxlanilan informasiyanin miihafizosi verilonlor bazasimin tohliikesizliyi adlanir. O

verilonlor bazasinin ixtiyari ndv icazasiz Vo ya qanunsuz girisin tomin olunmasi ilo yanasi ixtiyari

Saviyyali hiicumun garsisini alir [7].
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Verilanlar bazasi hiicumlari

Hiicumlar agagidaki kateqoriyalar iizro boliiniir:

Birbasa hiicumlar — hiicum bilavasito biitov verilonlora yonlandirilirss bu birbasa hiicum
adlanir.

Dolayt hiicumlar. Burada moqgsad verilonlor haqda informasiyani digor predmetlorin
(obyektlorin) komayils toplamagqdir.

Onlar bu tsulla tosniflogdirilir:

Aktiv hiicumlar — bu ciir hiicumlarda verilonlor bazasinin aktual doyari doyisdirilir.

. Passiv hiicumlar — bu ciir hiicumlarda ancaq hiicum edon verilonlor bazasinda verilonlara

doyisiklik etmadan nazarat edir. Bunu ii¢ iisulla etmok miimkiindiir:

statik s1izma — bad niyyatli nazaratci verilonlor bazasi haqqinda informasiya aldo etmak iiciin
verilonlor bazasi haqqinda agiq matn doayoarlorina sahib olur;

dinamik s1izma — badniyyatli hiicumgu tayin olunmus zaman arzinds agiq matn dayarlori hagda
informasiya almagq ti¢iin verilonlor bazasinda doyisikliklora nozarat edir.

olago sizmasi — tocaviizkar verilonlor bazasinin doayarini indeks doyasrinin movqeyi iizro
dayarlarini birlosdirir [1].

Verilanlar bazasi tahdidlari

Tohdidlor asagidaki kimi tosnif edilmisdir:

hoddon artiq imtiyazlar;

imtiyazdan sui-istifado;

imtiyazin icazasiz yiiksoldilmasi;

platforma zaifliklori;

SQL injeksiyasi;

xidmatdon imtina;

ehtiyat niisxo [6], [3].

Web tahliikasizlik tahdidlori

AJAX tohliikasizliyi — AJAX (asinxron JavaScript vo XML) . Bu asinxron alageni dastokloyir.
AJAX tohliikasizliyi (Server torof) — AJAX asasli Web osasl totbiglor server tohliikosizlik

sxemlarindan da istifada edir.

AJAX tohliikasizliyi (Kliyent torof) — JavaScript kodlar istifadogi kimi ixtiyari torafo vo hakers

gorting bilar.

2.

Saytlararasi skriptlor — saytlararasi skriptlor dinamik veb sohifalora kimliyi tasdigloanmayan
girislor olduqda bas verir [4].

Verilanlar bazasi hiicumlarinin nazarat iisullari

Bozi tohliikssizlik siyasati ilo miisayiat olunan nazarst hiiquqlari sistema birbasa girigo cavab

verir. O an ¢ox konfidensial informasiyaya giriso mahdudiyyat qoyur.

Giris nozaratini asagidaki kimi ayirmaq olar:
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1. Istoyo bagh giris nozaroti - bu vasito subyekt vo ya qruplarin moxsus oldugu soxsiyyot
osasinda obyektloro girisin mohdudlagdirilmasidir.

2. Mocburi giris nozarati — bu tohliikesizlik mexanizmi fayla qadaga qoymaq vo ya icazo
vermak ti¢iin resurs sahibinin imkanlarina mahdudiyyat qoyur.

3. Istifadogi identifikasiyas1 vo autentifikasiyas1 — tohliikesizliklo bagli miihiim toloblardan biri
verilonlor bazasina giris etmok tiglin geydiyyatdan ke¢mis istifadogi Oziinlin yaratdig
istifadogilori resurslara giris etmamisdon 6nca onlart miioyyan etmok lazimdir [2].

Hesabat va audit

Bu verilonlorin fiziki biitovliyiiniin garsisin1 almaq ti¢iin istifado olunur. Biitiin ugurlu vo
ugursuz cahdlorin jurnali audit jurnali faylinda goriiniir. Auditin miixtalif tisullart mévcuddur:

1. Hesabatlar auditi: SQL auditini aparmaga icazo verir. Onlarin tasir etdiyi obyekto gora deyil,
tosdiqin tipine gora tasdiq olunur;

2. Imtiyaz auditi: o ancaq miioyyon olunmus tipi yoxlayir. Bu tip giiclii sistem imtiyazlarimn istifado
olunmasina icaza VErir;

3. Sxemin obyekt auditi: homisa verilonlor bazasinin biitiin istifadagilarina totbig olunan bir vo dogru
toyin olunmus sxem obyektinin gostorilmis tosdiq tipini yoxlayir;

4. Otrafli audit: auditin kegirilmasi siitunlara girisin vo ya doyisdirilmasinin osasinda icaza verilir.
Auditin bir gadar otrafli saviyyasi olub verilanlara giris vo mazmunu asasinda aparilir;

5. Sifroloma. Bu informasiyanin “Sifrolonmis matn”a ¢evrilmasi asasinda bas verib verilonlor
bazasinda saxlanilir. Kodun agari olan istifadagi tarafindon bu informasiya oxuna bilan olacag.
Sifralomonin istiinliiyii ondan ibaratdir ki, hatta tocaviizkar torafindon bu informasiya olgatan
oldugda bels artiq kod soklinds olan malumat ona lazim olmayacaq [5], [3].

Son istifada olunan verilanlar bazasi. Tahliikasizlik metodlari

e Kriptografiyanin komoayils verilonlor bazasinin miihafizasi.

Qarisiq kriptografiya verilonlor bazasinin sifrolonmasini miihafizasiz sabokods saxolonmis

sokildo ohato edir.

e Verilonlor bazasinin stenoqrafiyanin komoyilo miihafizasi.

O sifrolonmis verilonlori he¢ kasin gérmomosi ligiin gizloyir vo heg kos bilmir ki, onlar
movcuddur. Stenoqrafiyada verilonlor izafi doyarlords istifado olunan algoritmlorlo sifralonir.
Miixtalif metodlar istifads olunur: stenografiya, videostenografiya, IP datagramma.

Acar sozlar: VB, VBIS, SQL, verionlorin miihafizasi, verilonlorin tohliikosizliyi.
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Security of the database in the management process

At the end of the article, we can conclude that a number of objects are used to ensure the
security of the data in the database. These objects are the objects of the database and provide different
levels of security. In addition, threats and methods to eliminate them are shown.

Data protection issues are very important for the security of today's corporate systems. The
article is devoted to the current situation in the field of information security under management.
Database management systems (DBMS) consider information security tools and methods. DBMS
that support SQL have special facilities that provide security.

MUASIR PROQRAM-TEXNIKI, TOSKILATI METODLAR VO INFORMASIYANIN
QORUNMASI VASITOLORI

N. Miizaffarli, L. Agamaliyeva
Azorbaycan Universiteti, Baki, Azarbaycan
e-mail: latifa.aghamaliyeva@au.edu.az

Informasiya bu giin — miihiim vo shomiyyatli bir qaynaqdir va onun itkisi xosagoalmoz hallarla
naticalona bilor . Maxfi sirkot malumatlarinin itirilmasi maliyys itkisi tohliikasi dasiyir, ¢iinki oldo
edilon malumatlar ragiblor va ya hakerlor tarofindan istifads edils bilor. Bu ciir arzuolunmaz hallarin
qarsisin1 almaq tgilin biitiin firmalar vo toskilatlar moalumatlarin qorunmasi tsullarindan istifads
edirlor.

Informasiya sistemlorinin tohliikasizliyi bir ixtisas kimi informasiya sistemlori sahasinda
caligan miitoxassilor vo proqramgilar torsfindon Syranilir. Bununla birlikds, gizli molumatlarla
isloyan hor kas informasiya tohliikasi ndvlarini vo qorunma texnologiyalarini bilmalidir.

Hakerlor molumatlarin ogurlanmasi ti¢lin xiisusi olaraq hazirlanmis programlardan istifads
edorok qurgulara birbasa daxil olmaqla vo ya uzaqdan hiicum etmoklo hoyata Kegira bilocaklori
omallari avvoalcadan planlasdirirlar.
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Hakerlorin hiicumlarindan basqa, firmalar tez -tez program Vo aparatlarin nasazlhigi
sababindan malumat itkisi ilo tizlosirlor. Bu halda gizli materiallar miidaxils edanlorin slino diismiir,
ancaq itirilir va ya ¢cox uzun miiddat arzinds barpa olunur. Kompiiter sistemlorinds Xotalar agsagidaki
sobablordon meydana gals bilor: hard disklorin siradan ¢ixmasi sababilo molumat itkisi, programda
bas veran sahvlar, zadalonma va ya digar aparat nasazliglar1 sasbobindon malumat itkisi.

Molumatlarin qorunmasi texnologiyalari, malumatlarin sizmasini va itirilmasinin qarsisini
alan miiasir metodlarin istifadasine osaslanir. Bu giin yeddi asas qoruma iisulu (metodu) istifado
olunur: manes, maskalanma, sifroloma mexanizmlari, tonzimlomo, girisin idarsedilmasi, tozyig.
Yuxarida geyd edilon metodlarin hamisi, molumatlarin miihafizoasi {iciin effektiv texnologiya
qurmaga yonaldilmisdir ki, bunun sayasinds do kadr sohlonkarlig1 naticasinds bas veran itkilor aradan
qaldirtlir vo miixtolif nov tohdidlor ugurla dof edilir.

Manes metodu dedikds informasiya sistemlorinin fiziki qorunma tisulu nazards tutulur ki, bu
da miidaxils edanlarin gorunan araziys girmasina imkan vermir.

Molumati qorumagin basqa bir metodu olan maskalanma - malumatlarin konar soxslor
torafindon gobul edilmasi miimkiin olamayan bir formaya ¢evrilmasini metodudur. Sifroni agmaq
ticlin prinsipi bilmoak lazimdir.

Sifraloma mexanizmlari - molumatin kriptografik baglanmasidir. Bu qorunma tisulu hom
maqnit dastyicilarinda molumatlarin islonmasinds, hom do saxlanilmasinda istifado olunur. Uzun
mosafali tinsiyyat kanallar izarindon molumat Gtiirarkon, bu iisul yeganas etibarl tisuldur.

Giris nozarati biitiin informasiya texnologiyalar1 qaynaqlarinm istifadssini tonzimloyir vo
miixtalif yollarla informasiyaya icazasiz girisin qarsisini alir. Giris nazarati asagidaki tohliikasizlik
xususiyyatlori daxildir:

e sistemin istifadogilorinin, personalinin va resurslarinin identifikasiya edilmasi (har bir obyekts
fordi identifikator toyin edilmosi);

e togdim etdiyi identifikator torofindon obyektin va ya subyektin taninmasi(identifikasiyasi);

e solahiyyatlorin  yoxlamasi (haoftonin giintiniin, saatinin, talob olunan monbalarin va
prosedurlarin miioyyon edilmis qaydalara uygunlugunu yoxlamaq);

e miioyyan edilmis gaydalar g¢orgivasindo is soraiti yaratmag; gorunan monbalora edilon
miiraciotlorin qeydiyyati;

e icazasiz harokatlora cohd zamani cavab (signal, islorin dayanmasi, sorgunun radd edilmasi va

S.).

Tonzimloma - xiisusi tolimatlarin totbiq edilmasini ohato edan informasiya sistemlarinin
gorumasinin on vacib iisuludur? Bu da qorunan meolumatlarla biitlin manipulyasiyalar1 hoyata
kegirilmays imkan verir.

Molumatlarin qorunmasi tisullart miioyyan vasitalordan istifads etmayi nozards tutur. Gizli
molumatlarin itirilmasinin vo sizmasinin qarsisini almagq ticlin asagidaki vasitalordan istifads olunur:
fiziki, program tominati vo aparat, toskilati, qanunvericilik, psixoloji.

Molumatin qorunmasinin fiziki vasitalori, konar saxslorin gorunan araziys girmasina manea
toradir. Fiziki manealorin asas vo on gadim vasitosi mohkom gapilar, etibarli kilidlordir. Molumatin
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qorunmasini gliclondirmak {iglin giris mantagolori istifads olunur, bu da insanlar (miihafizagilar) vo
ya xisusi sistemlor torofindon hoyata kegirilir. Molumat itkisinin qarsisini almaq tglin hotta
yangidan miihafizo sisteminin qurasdirilmasi da maslohat goriiliir. Fiziki tisullar ham kagiz, hom do
elektron dasiyicilarda olan molumatlar1 qorumagq tigiin istifads olunur.

Program vo aparat tominati isullari - miiasir informasiya sistemlorinin tohliikasizliyinin tomin
edilmasinds avazolunmaz bir komponentdir. Aparat tisullart molumatlarin islonmasi {igiin aparatlara
daxil olan qurgularla tomsil olunur. Program tominati - haker hiicumlarin1 dof edon programlardir.
Homginin, program sistemlorine itirilmis molumatlar1 barpa eds bilon program sistemlori do daxildir.
Avadanliq va programlar kompleksinin komayi ila itkilorin garsisini almaq magsadilo malumatlarin
ehtiyat niisxosi ¢ixarilir.

Toskilati vasitalor bir ne¢o qoruma tisulu ilo slagalondirilir: tanzimlomo, idarsetmoa, macbur
etmo. Toskilati vasitalors vazifa tolimatlarinin hazirlanmasi, is¢ilarlo séhbatlar, corimalar va togviglor
daxildir. Toskilat vasitalorindon somoarali istifads etdikdo miiassisa isgilori gorunan molumatlarla
isloma texnologiyasina yaxsi yiyalonir, vozifolorini dogiq yerino yetirir vo geyri -dogiq molumatlarin
togdim olunmasi, malumatlarin sizmasi vo ya itirilmoasindon masuliyyst dasiyirlar.

Qanunvericilik vasitalori - qorunan molumatlara ¢ixis1 olan insanlarin faaliyyatini
tonzimloyoan vo moxfi molumatlarin itirilmasins vo ya ogurlanmasina géra masuliyyat dl¢iisiinii tayin
edon normativ hiiquqi aktlar toplusudur. Azarbaycan Respublikasinda bu istigamoatdos islor foal
sokilds aparilir.

Psixoloji miidafio vasitolori - molumatlarin tohliikasizliyi vo hagigiliyino isgilorin goxsi
maragini yaratmaq t¢iin todbirlor kompleksidir. Rohbarlar iscilor arasinda soxsi motivasiya yaratmaq
tictin miixtalif togviq névlorindan istifads edirlor. Hor bir is¢inin 6ziinii sistemin vacib bir hissasi kimi
hiss etmasi vo miiassisonin uguru ilo maraglanmasi kimi korporativ madaniyyst quruculugu da
psixoloji vasitalors aiddir.

Belalikla, belo bir naticaya golo bilorik ki, molumatlarin qorunmasi, xiisuson do hiiqug-
miihafizo organlari tigiin aktual problemdir, ¢linki “konar allora” kegon (hatta geyri-horbi xarakterli)
molumatlar tohliiko yarada bilor. Mohz bu sobabdon malumatlarin qorunmasi tigiin bir ¢ox tisul vo
vasitolor hazirlanmigdir.

Son on ilda informasiya an giymatli manbalardan birina ¢evrilmisdir va onun qorunmasi ii¢iin

yeni tisul vo metodlar hazirlanir.
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MODELING AND SELECTION OF OPTIMAL PARAMETERS OF SECURITY
GATEWAYS TO PROTECT INDUSTRIAL EQUIPMENT FROM CYBERATTACKS

I. Nevludov, M.A. Omarov, S. Novoselov
Kharkiv National University of Radio Electronics, Department of Computer-Integrated
Technologies, Automation and Mechatronics, Kharkiv, Ukraine

Automated control systems of technological process (ACS TP) are an integral part of almost
any production process in modern enterprises. As a rule, ACS TPs have higher levels of risk compared
to corporate information systems. It is worth noting the current trend of implementing the concept of
Industry 4.0 in enterprises and the widespread use of wireless networks. Industrial Internet of Things
(loT) is a system of integrated computer networks and connected industrial (production) facilities
with built-in sensors and software for data collection and exchange, with the possibility of remote
control and management in an automated mode, without human intervention [1].

The industry uses a variety of equipment that requires separate communication channels to
exchange information. Depending on the type of equipment and application, the network transmits
different amounts of data. Depending on the type of network, special equipment is used. Gateways,
routers, and routers are used in high-load, high-volume networks.

Gateways in 10T networks provide the connection of devices and data analytics to 10T devices,
which usually do not have these capabilities. Any gateway can use 10T modules to perform analysis
or pre-processing before sending messages from slave devices to the Internet of Things. Gateways in
loT networks provide secure connection of devices and data analytics to 10T devices, which usually
do not have these capabilities [2]. There are three patterns for using an 10T device as a gateway:
transparency, protocol conversion, and authentication conversion.

To model the operation of the gateway, it is necessary to determine the principle of packet
transmission. The total transmission time and power consumption depend on the change of the
module parameters responsible for the transmission and reception modes. By changing these
parameters, you can choose the optimal mode of operation of the LoRa module to solve the problem
and set the module to the minimum level of energy consumption, which will provide maximum
operating time of the device from autonomous power supply [3, 4].

To organize messaging at the physical level, data blocks are transmitted between the end
device (End Node) and the LoRa gateway (Gateway). The general view of the LoRa package is shown
in Figure 1 and consists of three elements [4]: preamble; optional title; payload.
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Fig. 1. The structure of the data packet of the LoRa package and example of the dependence of the frequency
of the radio signal on time for the data frame

Next, we will simulate different options for building a data package in order to determine the
optimal format for a particular task. The receiver performs the preamble detection process, which is
periodically restarted. For this reason, the length of the preamble must be set identical to the length
of the preamble of the transmitter. If the preamble length is unknown or can vary, the maximum
preamble length must be programmed on the receiver side.

Depending on the selected mode of operation of the LoRa module, two types of headers are
available: explicit mode; implicit mode. The principle of transmitting the information symbols of the
physical layer data block using the broadband radio signal LoRa is the frequency shift

ej-Aw-k-t
relative to the reference signal
el (wnt+pt?)
where k =0,1,2, ..., 2SF - information symbol, dimension SF bits [4].
Thus, the function x (t) is written as follows:

Ao-cos(a)H -t+Aa)-k-t+§-t2j, 0<t<T,

2(t) = 1)
A, -cos(a)H ‘t+Aw-k-t—BW -t+%-t2), 0<t<T,

where BW is the width of the spectrum of the radio signal; k = 0,1,2, ..., 2SF - information symbol,
dimension SF bits; Tsym = 2SF / BW - duration of the radio signal; p = BW / Tsym - rate of change
of radio signal frequencys; t is the transmission time of the data unit; oH is the frequency of the radio
signal. Figure 2 shows the simulation result in LoRa Modem Calculator for Periodic Receiver mode.
and Transmitter mode.

Based on the analysis of the data exchange protocol, we can conclude that to reduce power
consumption and reduce airtime, you can make a variable frame length. For example, you only need
4 bytes to control the availability of a device (remove empty data fields and cell addresses from the
log). By reducing the length of the data field, we reduce the time spent on the air from 925.7 to 761.86
ms. The current consumption does not decrease. Thus, we need to find other parameters that will
allow us to extend the battery life.
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Fig. 2. The simulation result in LoRa Modem Calculator

As a result of these studies, the LoRa Modem Calculator was used to determine the values of
the parameters at which the maximum energy efficiency and speed of the protective gateway are
achieved. The simulation results showed that the condition in the air up to 1% of the time of the active
cycle for the size of the data field, the size of the data field Payload = 7 or 4 meet the following
parameters: Spreading factor = 6; BW> = 250 kHz; header field is missing; no checksum field; CR =
4/5. Thus, a methodology and software scripts were developed to automate the determination of the
optimal configuration of the loT gateway operating modes.

Keywords: Cybersecurity, LoORaWAN, loT, Security Gateways, Industrial Control Systems.
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APACHE HADOOP PLATFORMASI: BOYUK HOCMLIi VERILONLORIN
EMALI UCUN MUASIR YANASMA

V.A. Nuriyeva
Mingagevir Dovlat Universiteti, Mingagevir Azarbaycan
e-mail: valida.nuriyeva@mdu.edu.az

XX asrin sonlarinda informasiya vo kompiiter texnologiyalarinin siiratli inkisafi boyiik hacmli
molumatlarin ortaya ¢ixmasina vo bu malumatlarin miiayyon strukturlagdirilmis formada bazalarda
toplanmasina sabab oldu. Zaman keg¢dikco bu molumatlarin tez-tez yenilonmasina vo forgli
monbolardon daxil olan molumatlarin emalina tolabat artmigdir. Bu mogsodlo, miitoxassislor boyiik
hocmli verilonlorin emali texnologiyalarmi - Big Data texnologiyalarini islayib, informasiya
texnologiyalar1 bazarina inteqrasiya etdilor [1-6].

Big Data texnologiyasi — praktikada verilonlorin emali (toplanmasi, ¢esidlonmasi,
strukturlagdirilmasi, Otiiriilmasi vo S.) vo tohlilini paylanmis sokildo haoyata kegiron xidmotlor
toplusunu togdim edir: hacmlik; siiratlilik; miixtaliflilik; etibarliliq. Verilonlorin hacmi - illor boyu
toplanan molumatlarin paylanmis verilanlor bazasinda saxlanilmasinin va tohlilini oks etdirir. Siirat-
verilonlorin internet {izorindon sorgu iinvanina ¢atdirilmasini oks etdirir. Miixtaliflik — verilonlorin
predmet saholori tizro emalint oks etdirir. Etibarliliq - miiasir texnologiyalarin tatbiqi ilo keyfiyyatli
Vo dogig molumatlarin emalint oks etdirir. Big Data texnologiyalarinin hall etdiyi problemlori 4
istigamat tizra qruplagdirmaq olar (sokil 1):

BIiG DATA -nm totbiq sahalori
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Sakil 1. BIG DATA-nin tatbiq sahalari
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1. DATA Mining & Visualization (Malumatlarin emali vo vizuallagdirilmasi);

2. BIG DATAcomputing & DATA management (BIG DATA hesablama vo DATA idara
edilmasi);

3. DATA Integration (Verilonlorin inteqrasiyasi);

4. DATA Extraction (Verilonlarin eksportu (gixarilmast)).

Sokil 1-do geyd olunan istigamatlor iizra totbiq olunan sahalor tosvir olunmusdur: bazar
Vaziyyatinin prognozlasdirilmasi; smart (agilli sohor) sohorin idars olunmasi; genetik kodlasdirma;
logistik, maliyys, sensor verilonlorin idars olunmasi; qorarlarin gobulu; marketing vo satigin
optimallagdirilmasi [4].

Beloliklo, Big Data texnologiyalari boyiik hacmli va somarali molumatlarin ¢esidlonmasi, tisul
Vo metodlari, strukturlasdirilmis vo strukturlagdirilmamis molumatlarin islonmasini  nozoardo
tutdugundan, analitik sirkstlorin verdiyi prognoza goro golocokds diinyadaki molumatlarin miqdari
40 ZB (1ZB =10% bayt) saviyyosino ¢atmasi planlasdirilirki, bu da yer kiirasinin hor bir sakini iigiin
5200 GB molumat (motn sanadloari, sokillor, videolar, masin kodlari, cadvallor va s.) gabul etmasina
imkan veracakdir [5]. Big Data texnologiyalarinin inkisaf perspektivlarindan biri nainki boyiik hacmli
vo miixtalif torkibli malumatlarla islomoak, hom do emal olunmus molumatlar {izarindoan praktiki
biliklor asasinda golir aldo etmokdir. Bu moagsadlo genis auditoriya qazanmis Apache Hadoop modeli
coxlu sayda molumati emal etmok iigiin asagidaki komponentlordon ibarat somarali sistem hesab
olunur: MapREduce; HDFS; Hbase; ZooKeeper; Pig; Hive; Avro [1].

MapREduce - predmet sahasi {izra tapsiriglart bolmokls boyiik migdarda malumatlarin paralel
islonmoasi tiglin hazirlanmis bir program modelidir. MapReduce Google tarafindon icad edilmisdir:
Boyiik hacmli malumat anbarinda axtarig sistemlori tigin Veb indekslogdirilmasini sadolosdirir [3].

HDFS - Kataloglar vo fayllar iyerarxiyasini formalasdirir. Bu programin kémoyilo fayllar
bloklara boliiniir (128 MB).

Hbase — HDFS bazasinda paylanmis molumatlar agarlar iizra giymatlondirilmasini realizo
edir.

ZooKeeper - Paylanmig tapsiriglar tigiin paylanmig koordinasiya xidmatini realizo edir.

Pig vo Hive - Boyiik malumat siniflarini tohlil etmak tigiin bir platformadir.

Avro - Molumatlarin seriallagdirilmasi sistemini realizo edir [6].

Tohlildon goriindiiyii kimi, Hadoop platformasinda problem hallorin iistiinliiklari shamiyyatli
doracada ¢oxdur:

- molumatlarin islonmasi ti¢lin vaxtin azaldilmasi;

- avadanligin xorcinin azaldilmasi;

- miigavimatin artmasi texnologiyada nasazliga davamli bir hall qurmaga imkan vermasi;

- Xotti miqyasliliq;

- strukturlagdirilmamis moalumatlarla islomak.
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Qeyd olunan istiinliiklordon olavo olarag bu texnologiya predmet saholori {izro
strukturlagdirilmis kompleks fayllarla iglonmo imkanina malikdir. Bu da yeni imkanlarin vo
ideyalarin ortaya ¢gixmasi {igiin on optimal vasito hesab olunur.

Acar sozlor: Big Data, boyiik molumatlar, prognozlasdirma, rogabast istiinliiyd,

strukturlagdirilmamis molumatlar, Hadoop platformast,
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Apache Hadoop PLATFORM: a modern approach to the processing
of large volumes of data

In the digital society, the processing of large volumes of data has led to a revolution in the
application of modern scientific approaches. Thus, the rapid response to requests in problem areas
has opened the way to the use of modern approaches — technologies that allow large data analysts to
minimize the loss of time, which is the biggest problem. The main purpose of data processing is to
determine the most effective way of analysis of modern data processing is to technologies for large
volumes of data. The analysis identified the advantages and capabilities of the Hadoop platform and
determined that it meets the requirements of the modern era.
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B.J!. Orapsb
XapbKOBCKUM HAIMOHAJIBHBIA YHUBEPCUTET PAAMOIIICKTPOHUKHU. XapbKOB, Y KpanHa
e-mail: valeriy.ogar@nure.ua

s ompeneneHuss Mecta pacHojioKeHUs KaOened, B T.4. JJISI TEXHUYECKOW 3aIlUThI
nH(pOpMaLIUK OT YTEYKU, UCHOJB3YIOTCS Tpaccouckarenu. Hekoropble U3 HUX UMEIOT (YHKIIHIO
M3MepeHus rTyOuHbI 3asieranus kademns. OHM HCIIONIB3YIOT MOILIHBIN TeHEePaTop, MOAKIIOYSHHBIH K

JTUHUH, TPU NPUEMHBIX (PepPUTOBbIE aHTEHHBI, IPUEMHHUK U MTPOLIECCOP C HHANKATOPOM TTTyOHHBI.

zZ
Bx Bz
e Bxe

. x

f 0
h Bxi Bxe ’\
h+4

hed+L

Puc.1. PaSMeH.[eHI/Ie AHTCHH U CWJIOBBIC JIMHUU MAIrHUTHOT'O IMOJISI IPOBOJHHKA

I[Be TOPHU30HTAJIbHBIC aHTCHHBI PACITIOJIOKCHBI HA PAaCCTOAHUN 70 cMm BBCPXY U BHHU3Y LITAHI'U.
BepTI/IKaJ'IBHaSI adHTCHHa (Ha pPICl pacIioJIOKCHHass B I_HTaHl"e), MO3BOJIACT pa3sMCUIaTb
TOPHU30HTAJIBHBIC AHTCHHBI TOYHO Ha/l Ka6CJ'IeM, IIpU 3TOM CUTHAJI Bz PaBCH HYIIIO, a IpXU CMCIICHHUN

BIIPaBO WJIM BJIEBO 1O OCH X M3MEHSET 3HAK, YTO OTpakaeTcs Ha nuHaukatope. Cocrasistonias Bx

|
MarHuTHOTO TOJsI MPOBOJHUKA OOpaTHO MPOIMOPLMOHANIbHA PACCTOSHHUIO OT Kalens B, = 2“—0

Tz
W3mepsiss curHanbl, DPONOPLUUOHAIBHBIE WHAYKLHU IIOJISI BEPXHEH TOPU30HTAJIBHOM KaTyllKe
(uHnykuus BxB) u HuoxHel (MHAyKuKg BXH), ¢ yu€TOM BBICOTHI HUYKHEH aHTEHHBI 4 cM HaJ 3eMIIEH,

rIyOuHa 3aneranus kadens d (CM) BRIUUCIIAETCS MPOIECCOpOoM 1o popmyiie

d: BXB7O _4 (l)
Bxu-Bxs

OmauM W3 BOMPOCOB PabOThI C TPACCOWCKATENSIMU SIBIIICTCS METOJMKA KaauOpPOBKH
u3MepeHuil TayOuHbl 3aneranus kabeneil. Pupma Radiodetection B MeTojnuke KaauOpOBKU
WCTIONB3yeT Kabenb jumHOoW 50 M, moABEemIeHHbIM Ha BbicoTe 0,5 M, MOJIKIIOYEHHBIM K BBIXOIY
reHepaTopa NMONCKOBBIX CHTHAJIOB. BTOpOIi BBIXO/ reHepaTopa U MPOTHBOIOIOKHBINA KOHEIl Kalest

3a3emisir0oT. Ilokazanus H3MepCHHOﬁ T J'IY6I/IHLI AOJKHBI COOTBETCTBOBATHL PACCTOAHUIO MCKAY
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KabeneM U U3MEPUTEIIbHBIMU aHTEHAMHU TPACCOUCKATENsl. DTOT METO HanboJiee ToueH, HO JJIsl HEro
HE00X0AUM OOJIBIION TOTUTOH, CBOOOIHBIN OT HOOOYHBIX SJIEKTPOMATHUTHBIX ITOJIEH U HEBO3MOKEH
B J1a00PaTOPHBIX YCIOBUSX.

Jpyrue mnpousBoAUTENH s KaTUOPOBKMU IMOAAIOT Ha BXOJ MNPUEMHUKA HAIMPSIKEHHUS,
UMUTHPYIOUINE CUTHAJBI, TMOJXy4e€HHbIE OT aHTeHH. s 3TOro HEOOXOOMMO YCTPOMCTBO C
MOHIKAIOIIUM TPaHC(HOPMATOPOM B SKPAHUPOBAHHOM KOPITyCe, KOTOPOE HE MOCTABISETCA.

Jns kanuOpoBKM TpaccoMCKaTesled NpPeIokKEHO HCIOIb30BaTh KOPOTKYIO KaTYIIKY,
MOJIKJIFOUEHHYIO K TIOUCKOBOMY I'€HEepaTopy, W M3MEpEeHHe IMOKa3aHUi TpaccoMcKaTeleM rIyOuH Ha
U3BECTHBIX PACCTOSHUAX OT HEE C COOTBETCTBYIOIIUM IIEPEPACUETOM.

3aBUCHUMOCTb COCTAaBJISIOLIEH MHAYKLHMHM MarHUTHOTO 1oJii Bx OZHOro BUTKa KaTyLIKU C

paguycoM R u Tokom I, onpenensiercss uaterpanom [1], u mpu x=0, y=0 B TOouke z1 Ha ocH Z

|°F R(R-V, sing-z,-cos | % R(R—z -cos w1 % (Ri-z-Recos
Bx(xl,y“zl)zuij (R-y,-sing—2z,-cosg) d _Hy (R-z,-coso) . ( : 0)

4n o[(Zl—R-COS(p)Z+(y1—R-Sin(p)2+(Xl—X)2T/2 4n ) (3, -R-cosg)? +R? sinf )2 T 4n !((zl—ZR-zlcosm R%)¥?

9T1oT HUHTCIrpajl BbIYUCIICM YHCIOBBIMH MCTOAaMHU B IIpOrpaMme Mathcad B JAUCKPETHBIX

TouKax /uig paaunyca karymku R=10,5 cm Ha paccrosiHusix Z uepes3 1 cM (puc.2).

o 10 20 30 40 50 60 70 80 90 100

n,i

Puc.2. 3aBucHMOCTh HHAYKIIMH MarHUTHOTO MOJSI OT PACCTOSIHUS OT IIEHTPa KaTyIIKH

BuaHo, yTo MarHuTHOE mojie cOOKY TOpLA KaTyIIKH UMEET KOH(UTypalHio, aHAIOTHYHYIO
JIMHUSM T0JIS IPSIMOTO MTPOBOAHMKA (purc.3), U ¢ paCCTOSHUEM OT Kpasi KaTyLIKU 0c1a0eBaeT CuilbHee

(oT ~ 1/2* 1o ~1/z*). OTO ¥ MO3BOJIAET NPOBOAUTH U3MEPEHUS B YCIOBUAX J1a0OpaTOPUH.

Puc.3. CriioBbI€ IMHUNM MarHUTHOI'O TOJIS KaTyIIKU ¢ TOKOM 1 3aBUCUMOCTD COCTaBJ’lHIOHIeﬁ Bx ot pacCcTossHUuA 10
LEHTpa KaTylIKnu
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Brranciaus B AUCKPETHBIX TOYKAX 3HAYCHHA CUI'HalIa Ha PaCCTOAHNU Z= h ot Kpasa KaTylIKH,

JUI. HUOKHEH aHTEeHHBI Bxu=B(h) M Ul BEpXHEil aHTCHHBI Bg=(h+70)c momoriblo ¢opmyisr (1),

MoJryyaeM TaOJIMIly 3aBUCUMOCTH MOKa3aHUil TIyOHHBI d OT JeHCTBUTENBHBIX PACCTOSHUN HUKHEH
aHTeHHbI OT Kpas karymku (h+4) B cm. Jlanee mo mokazaHusiM Tpaccouckarens d m Tabiuiie
OTIpPEACISAIOT pAcu€THOE 3HAYEHUE TIIYOHHBI hpacy. OTKIOHEHHE (IOTPEUIHOCTH) PpPEe3YyJIbTaTOB
M3MEepEeHus TIIyOUHBI 3ajieranus TpaccouckareneM Ah onpenenstor mo Gopmyne

Ah= hpacq'h, (2)

[eHepaTop| -| MpuémHunk

Puc.4. CteHn u cxema KaanOpOBKU TPAaCCOUCKATEIS

B skcnieprMeHTe I 4acTOThI TeHepaTopa okojo 1 K[ Hcroib30Ballach KaTyIIKa paanycomM
11,5 cm, coneprkarast 60 ButkoB nmpoBofa. Karymky pacnonarator Ha crere (puc.4). [lorpemrnocts
W3MepeHuil rI1yOrHbI 3ajeranus kabens He mpesbicuia 5%.

KiaroueBnble ciioBa: TpaCCOUCKATCIIM, aHTCHHA, KaJ'II/I6pOBKa, KaTyulka.

Jlureparypa
1. Shibaji B., Siddhartha Shankar P., Partha B., Sabyasachi M. (2013). Pulsed magnetic field
measurement outside finite length solenoid: experimental results & mathematical
verification. Journal of Electromagnetic Analysis and Applications, VVol.5 No.10, Article
1D:38528, DOI:10.4236/jemaa.2013.510059

Method of calibration of instruments for finding hidden cables

The report proposes a method for calibrating cable depth meters. The Radiodetection
calibration method uses a 50 m long, 0.5 m high cable connected to the output of the search signal
generator. Measurement error is defined as the difference between the locator readings and the actual
distance between the cable and the tracker antennas. This method is the most accurate, but requires a
large area free of parasitic electromagnetic fields.

It is recommended to use the short coil magnetic field for calibration. The dependence of the
magnetic field strength on the distance to the coil is determined numerically in the Mathcad program
and, accordingly, the dependence of the readings on the real distance. The deviation of the calculated
value from the actual value does not exceed 5%.
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BBIEOP TEXHUYECKHNX ITIAPAMETPOB CPEJICTB ITUCTAHIIMOHHOM
AKYCTHUYECKOM PA3BEJIKA

A.H. Oaeiinuxkos, U.H. Unrupes
XapbKOBCKMM HALIMOHAJIBHBIN YHUBEPCUTET PAJUOdIEKTPOHUKH. XapbKOB, YKpanuHa
e-mail: anatoly.oleynikov@nure.ua

B Hacrosiniee Bpemsi caMbIMM paclpOCTPAHEHHBIMHU CPEACTBAMHU BEAECHUS AMCTAHLMOHHON
aKyCTHYECKOM pa3BelKH SBISIETCS Yy3KOHANpaBJIeHHbIE MUKpPO(OHBI, dYalle BCEro B BHUJE
MUKpO(oHHBIX pewmieTok (MP), m nasepHble cucreMbl akycTuueckod pas3Benku. CoBpeMEHHbIE
yclexu B 0OJacTH NPUMEHEHUS CPEACTB aKyCTUYECKOM pa3BEJKU ONUPAIOTCA Ha pe3yJbTathbl,
KOTOpBIE OBIIIM TOCTUTHYTHI B 00J1aCTH CheéMa aKyCTHYeCKOW HH(popManuu B TedeHne XX Beka.

CoBepIICHCTBOBAHNE TEXHUYECKHUX MAPAMETPOB Y3KOHANPABICHHBIX MHUKPO(GOHOB YCIOBHO
MO’KHO pa3JIeJInTh Ha TPH FTara: HayaJlbHbIN 3Tal («MEXaHUYECKUI»), 3Tall aHa1020801U 06padbomKu
CUcHAI08 W ATaNl Yyugposoii oopabomku peuesoil ungpopmayuu. Ha HagampsHOM 3Tare (B X0e NepBOit
MUpPOBOM BOWHBI) JMCTAHIMOHHBII IpPHEM 3BYKa NPUMEHSJICS C MCIIOJIb30BAaHUEM JOBOJIBHO
IPOMO3/JIKUX MEXaHUYECKHUX KOHCTPYKIMH Ui IpueMa aKyCTHMYECKHX KoleOaHUH C ILEeJbio
OOHapyKeHMsl JIeTAaTeNIbHBIX allapaToB M OINpPENeIeHUs MOJO0XKEHUs apTUIIepUilckux Oatapei.
OCHOBHBIMH THUNAMH Y3KOHAIPABJICHHBIX MHKPO(QOHOB Ha BTOPOM OJTalle CTald CHUCTEMBI C
napaboJInYecKuM OTpakaTesneM U TpyOuaTtble MUKpOo(oHBL. B TOXe BpeMs ObLIM pa3zpaboTaHbl
nepBble MUKPO(QOHHBIE PELIETKH, OJHAKO OHU 00J1a/1a11 OrpaHUYEHHBIMH BO3MOXKHOCTSIMU U BECbMa
clokHOM peanusanueil. Kpome Toro 66utn pazpaboTaHbl OCHOBBI 00pa00OTKHM CUTHAJIOB B CUCTEMAX B
BUJIE PEIIETOK IMOCTPOCHHBIX M3 €IUHUYHBIX 3JIEMEHTOB (aHTE€HH WM MukpodoHoB). Hakoner,
TPETbUM 3TallOM pa3BUTHS Y3KOHANpPAaBIEHHBIX MHKpodoHOB (HaunHas ¢ 90-x romoB) crajo
npuMeHeHue cpeactB nudposoit o0padotku curHanoB (LJOC). C pazsutuem LHOC MP cramu
MIPUMEHSATHCS ISl PEeLIeHNs IUPOKOro Kpyra 3a/1ad, CBSI3aHHbIX ¢ 00pabOTKON pedyeBbIX CUTHAJIOB.
MoOIIHBIM JTOTIOJIHUTEIBHBIM HMIYJIBCOM K pacmupeHuto cdepbl npumeHeHuss MP  sBuiack
pa3zpaboTka M CEepUHHBIM BBIMYCK HU(QPOBBIX MHUKPO3JIEKTpOMeXxaHudeckux cuctem MOMC
(Microelectromechanical systems MEMS) mukpodoHOB Bce TEXHOIOIMH W3BJICYEHHS PEUYCBOM
uHpopmanuu B MP crpositcs Ha ocHoBe anroputmoB L[OC. Ilpumenenue IIOC 3HaunTenbHO
pacimpser GpyHKIIMOHATbHBIC BO3MOYXKHOCTH Y3KOHAIIPABICHHBIX MUKPO(OHOB [1-3]

OcHoBoIONIararoMMMH XapaKTEPUCTUKAMH CPEJICTB aKyCTHUYECKOW pa3BeNKH, BIHMSIOIIMMHU
Ha JalIbHOCTh Pa3BeIbIBATEIbHOIO KOHTAKTA IPH UCIIOJIb30BAaHUH Y3KOHANPABICHHBIX MUKPO(OHOB,
ABIIsiETCA 3HaUeHHE nHekca HanpasiaeHHocTH (MH) Q B auamnazoHe yacTOT pedeBOro CHUrHaia u ux
MaKCUMaJIbHO IPUMEHUMas paboyast yacToTa.

Hupekc HAITpaBJICHHOCTH MPIKpO(I)OHa MOXKET OBITh pacCuuTaH 1o (I)OpMy.]'ICI

2
Q=10+Ig (ISTRZ(@)*Sin(@)d@)'
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B mepBoif uwactm gokiaza mpoBoauTCS — 00OCHOBaHHME — BbIOOpa  MapaMeTpoB
Y3KOHAIPaBJIEHHBIX MUKPO(OHOB € aHAJIOTOBOM 00pabOTKOI CUTHAJIOB HA OCHOBE HCCIIE0BAHUS UX
XapaKkTepUCTHUK W CPAaBHHUTEIBHOTO aHanu3a. lIpM OAMHAKOBBIX TabapuUTHBIX pa3Mepax
CPaBHUBAIOTCS XapaKTEPUCTHKH M WHAEKCHI HANPABICHHOCTU Y3KOHAIPABICHHBIX MHKpPO(OHOB
THUIIA TUHEHHOMN IPYIIIbI U MJIOCKON peEéTKH MUKPO(OHOB, TPyOUaToro MukpodoHa OpraHHoro THIa

U pedeKkTopHOro MUKpo(oH B AMana3oHe 4acTOT PEUEBOI0 CUTHAJA.

Ne DopMmyia 1 pacyéTa XapakTEpUCTHUKU HAPaBIEHHOCTH
Tun y3koHaIpaBICHHOTO MUKPO(hOHA
Y3KOHAIPABICHHOTO MUKPO(OHA
nxmwxd
1 Jluneiinas rpynna MEKpO(OHOB (TIIOCKas R(O) = Sm(# * Sin©)
peméTka)[ 1] % sin(ﬂ; d « 5in®)
sin(n*lﬂ * (1 — cos ©))
2 Tpy6uatsiit Mukpodon opranroro tumnall] R(O) =
. mxd
n * sin( T * (1 —cos ®)
y 2xJ,() 2xm .
3 Pednexrophbiii MUKpOQOH[4] R(O) = T, rae P = Po * Sin®

O¢ddexkTuBHOCT, MPUMEHEHUs MUKPO(OHOB OLIEHMBAETCA MyTEM pacyéra pa300pUMBOCTH
peuu, Ha KOTOPYIO BIUSAIOT KaK SHEPreTHUYECKHE XapaKTEPUCTUKU CUTHAJIA, TOJIy4€HHOT'O Ha BBIXO/1E
CpPEICTBAa AaKyCTUYECKOM pa3BeIKM, TaK M XapakTep U3MEHEHUs 3aBUCHUMOCTH HHJEKCa
HaNpaBICHHOCTH MUKPO(OHA OT YaCTOTHI JIJIsl pEUEBOro JMana3oHa.

Bo Bropoil wactm gokiaza paccMaTpUBAaKOTCS OCOOGHHOCTHM  XapakTepuctuk MP
ucnonp3ytonux pasuele anroputMbl [[OC mns 6a3oBoro snementa MP cocrosimero w3 IBYX
MUKpPO(OHOB: aJITOPUTM CBEPXHANPABICHHOCTH, aITOPUTM 33JEPKKU U CyMMHUPOBAHUS, aITOPUTM
muddepeHranbHoi MUKPO()OHHOM perieTKy.

bonbuinM HenocTaTkoM anroputma auddepeHnuanibHoil MUKpO(GOHHON PElIeTKH SIBJISETCS
crajJ MHJEKca HallpaBJICHHOCTH C YBeIW4YeHHeM uvacToThl. Ha Oosiee BBICOKMX YacTOTax
muddepeHManibHas pelerka  yCTymaeT aJIropuTMy 3alepXKKU U CYMMHPOBaHHA. AJITOPUTM
CBEPXHAIPABIECHHOCTH O0BEIUHSET MIPEUMYIIECTBA JIBYX alropuT™MoB: 1) nuddepenuunansHoro; 2)
3aJIep)KKM U cymMmupoBaHus. Ha Hu3kux dactorax wucrnosb3yercss Oosnee 3¢ (deKTUBHBIN
g depeHIMaTbHBIA aJTOpUTM, a Ha 00JIee BBICOKOM YacTOTE MCHOJIb3YETCs allTOPUTM 3aJEPKKU U
cymMmmupoBaHua. ONTUMAIBHOM  CTPYKTYpOH  MHMKpPO(QOHHOW  peIIeTKH Ui IOJTy4eHHUs
MaKCUMAaJIbHOT'O MHJIEKCa HANpaBIEHHOCTH SBJISIETCS aITOPUTM CBEpXHAIpaBIeHHOCTH. Ha HU3KHX
4acTOTax ajJrOpUTM 33/I€PKKU U CYMMHPOBAHUS BeeT ce0sl KaKk HeHalpaBJIeHHbIH MUKPO(OH, B TO
Bpems nuddepeHnmanbHbll UMeeT (GopMy Kapauouabl. Takke MOXKHO MONYYUTh AHarpammy
HaNpaBJICHHOCTH B BUJIE THIEPKAPIUOUIBI TPU UCIIOIB30BaHUN ONTUMAIBHOTO (uibTpa. Ha Hu3koi
YacTOTE€ XapaKTePUCTUKHU HANpaBICHHOCTH JAupdepeHInanbHO — pemeTkl U - alropurMa

CBCPpXHAMPABJICHHOCTH COBIIAJAlOT, HO C POCTOM YaCTOThI AJITOPUTM 3aJACPKKU U CYMMHUPOBAHHA
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MOKa3bIBACT PE3yJbTAaThl JIydlle, 4eM IuQQepeHInaIbHbIi. AJITOPUTM CBEPXHANPABICHHOCTH
MO3BOJISICT MOJYYUTh MAKCHMAJIbHO 3HAUCHHE MHJICKCA HAIIPABICHHOCTH. [4]

KiroueBble cjioBa: akycTH4ecKas pa3Be/iKa, y3KOHAIIPAaBJIECHHbIE MUKPO(OHBI, aHAJIOr0Bast
00paboTKa CUI'HAJIOB, MHJIEKC HAPaBIEHHOCTH, MUKPOIEKTPOMEXaHNUYECKNUE CUCTEMBI, alTOPUTMBI

1 poBoii 00paboTKa CUTHAMIOB, (P (PEKTUBHOCTH, Pa300PUUBOCTH PEUH.

Jlureparypa

1. OnmneitnukoB A.H., Boiitenko A.O. CpaBHuTenbHas XapaKTEPUCTHUKA IMapaMeTPOB
y3KOHANPAaBIEHHBIX MHUKPOPOHOB. «PamnoTexHuka» BceykpanHCKUN MeXBEIOMCTBEHHBIM
Hay4JyHO-TeXHHYeckuii cOopHUK, 2013, Beim. Ne 173, ¢. 224-231.

2. Cron6oB M.b. Ilpumenenne MUKpPO(GOHHBIX PEIICTOK /I JTUCTAHIIMOHHOTO cOopa peueBoi
uHpopmanuu. HaydHo-TeXHUYECKUII BECTHUK WH(OPMALMOHHBIX TEXHOJOTUH, MEXaHUKU U
orrruky, 2015, T. 15. No 4, ¢c. 661-675.

3. Amnrinos L.€., OneiinikoB A.M., JIukos 10.B. Ta ixmri. 3aco6u Ta CHCTEMH TEXHIYHOTO 3aXUCTY
iH(popmanii: Hapuanbuwuii mocionuk nis cryaentis 3BO / Xapkis: XHVYPE, 2019, 216 c.

4. Buck M., RoBler M. First order differential microphone arrays for automotive applications. Proc.
7th International Workshop on Acoustic Echo and Noise Control, IWAENC. Darmstadt,
Germany, 2001, pp. 19-22.

Selection of technical means parameters of acoustic reconnaissance

The report substantiates the choice of the parameters of narrow-beam microphones with
analog and digital signal processing on the basis of a study of their characteristics and comparative
analysis. With the same overall dimensions, the characteristics and directivity indices of narrowly
directed microphones of the following type are compared: a linear group and a flat array of
microphones, a tubular microphone of an organ type and a reflex microphone. For the basic element
of the microphone array, consisting of two microphones, the features of the characteristics of
microphone arrays using different algorithms for digital signal processing are investigated:
superdirectional algorithm, delay and summation algorithm, differential microphone array algorithm.
The effectiveness of the use of microphones is assessed by speech intelligibility.
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HOBBIINEHUE 39OPEKTUBHOCTU METO0B U CPEJACTB IIOJABJIEHUA
HECAHKIIMOHUPOBAHHOMH 3AIINCH PEUH
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XapbKOBCKHMM HALIMOHAJILHBIN YHUBEPCUTET PAAUOIIEKTPOHUKH. XapbKOB, YKpanuHa
e-mail: anatoly.oleynikov@nure.ua

[TonaBneHne HECaHKIIMOHUPOBAHHOM 3alMHCH pe4Yd Ha JUKTOPOH MOXKET OCYIIECTBIIATHCA
aKyCTHYECKUM, YJIbTPa3BYKOBBIM U 3JICKTPOMAarHUTHBIM MeTOAamMu [1, 2].

AKycmuueckuil METOJ B €ro TPAJUIIMOHHOM HHTEPIpETallid OCHOBAaH HA IOCTAaHOBKE
MPOCTPAHCTBEHHON AaKyCTHYEeCKOW TIOMEXM B HAIPaBICHUU BO3MOXKHOTO PACHOJIOKEHUS
3aMUCHIBAIONIETO YCTPOMCTBA. AKYCTHYECKas IMOMEXa IMOJAETCS MOCTOSHHO U MPHUCYTCTBYET BHE
3aBUCMMOCTH HaJU4Msl WM OTCYTCTBHS PEUEBOrO CHUTHAJIA, YTO MPOU3BOAUT OTPHUILATEIHHOE
TICUXOJIOTHYECKOe BO3JIEHCTBUE HA COOECEAHHKOB, BBI3BIBAS HMX paslpakeHue. YBeIHMUeHUE
aMIUIUTYIbl aKyCTHYECKOW MOMEXH He MOBBIIAET 3(H(PEKTUBHOCTH 3aIIMUTHI, TaK KaK MPUBOAMUT K
CaMOIIPOU3BOJILHOMY YBEIIMYCHUIO TPOMKOCTH Pa3roBopa CO CTOPOHBI 000oux cobeceqHukoB. [1o
9TUM TPUYMHAM aKyCTHYECKMH METOJ MPOTHBOJACUCTBUS HECAHKIIMOHMPOBAHHOM 3alllUCH Ha
TUKTO(OH cuuTancs MaioddEKTHBHBIM.

3anava 271eKmpomMazHumHBIX TOJJAaBUTENICH COCTOUT B HaBEJCHUH Ha CIyYalHBIX aHTEHHaX
TUKTO(OHA, B KQUeCTBE KOTOPHIX BBICTYMAIOT JOPOKKU HA MEYATHOW TUIATE€ M DJIEMEHTHI CXEMBI,
BBICOKOYACTOTHOTO TMOMEXOBOr0 CHUrHajia. HaBeneHHBbIN BBICOKOYACTOTHBIM MOMEXOBBIM CHIHAI
JETEKTUPYETCS] Ha HEIMHEWHBIX dJIEMEHTaX NUKTOGOHA M MPOHUKAET B €ro 3BYKOBOM TPAKT, YTO
MPUBOJUT K CYILIECTBEHHOMY MCKaKEHHIO TIOJIE3HOTO CUTHAaJa.

CpenactBa ynismpa3zéyko6020 NoaBICHUS U3Ty4alOT MOIIHBIE YIbTPa3BYKOBbIE KOjeOaHUs
(Y3K). CoBpemeHHble AUKTO(OHBI OCHAIIAIOTCS, KaK IMPaBWJIO, AJIEKTPETHBIMH MUKpPOPOHAMU
BEPXHsIsl TPaHUIA TIOJOCHI TMPOIMYCKaHUS KOTOPBIX cocTaBiuseT 25-27 kI u momagaer B
yIBTPa3BYKOBOM IMaa3oH 4acToT. [[pUMeHsI0T 0JHOYaCTOTHBIE U IBYXUaCTOTHBIE YIbTPa3BYKOBHIE
MOJaBUTENH, IOCTOMHCTBA M HEIOCTATKU KOTOPBIX IPUBOJSITCS B JIOKJIAJIE

CucTtembl yIbTPa3ByKOBOTO TOJIaBIICHUS OKa3bIBAIOTCS HEA(D(DEKTUBHBIMHU, €CIIM MUKPO(OH
3aMMCHIBAIONIETO YCTPONCTBA 3aIIMIIEH CIEeNHUATbHBIM TKAHHBIM MaTepHalioM (WM HAaXOJIUTCS B
KapMaHe OJIeXk/bl), MUMEIOT YIbTPa3BYKOBbIE (UIBTPHI WIA NPUMEHEH MHKPO(OH 3BYKOBOTO
JUarna3oHa.

[ToxazaHo, 4TO €ClTM THUIT 3aMMHMCHIBAIOIIETO CPEJCTBA AlPUOPHO HE M3BECTEH, TO OOIIUM
HEJIOCTaTKU BCEX PACCMATPUBAEMBIX METO/IOB SIBJIIETCSI OTCYTCTBHE FapaHTUPOBAHHOTO MTOIABJICHUS

HecaHKHHOHHPOBaHHOﬁ 3aIll1ucCu pCuHu.
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Jis  CylmecTBEHHOTO  MOBBIIEHUS  9()(EKTUBHOCTM  TMOAABICHUSA  MPEATIOKEHO
aoanmuposams aKyCmu4ecKuii Memoo ¢ yuemom 0COOCHHOCTEH pacpoCTpaHeHHs aKyCTHYECKIX
KosieOaHUH B BO3/lyXe U NCUXO(PU3HMUECKOT0 BOCIIPUATHS 3BYKOB YXOM U€JIOBEKa, & MMEHHO!

1- paccrosiHMEe MEXIy HCTOYHMKOM AaKyCTHUECKOM IIOMEXM M MECTOM BEpOATHOIO
pacroyiokeHusi TuKTopoHa HEOOXOAMMO CBECTH /10 MUHHUMYMa M CAEJaTh €ro B HECKOJIBKO pa3
MEHBIIIE, YEM PACCTOSHUE MEXAY HCTOUHHUKOM PEYH U AUKTO(POHOM ;

2- (GopMHMpOBaTH aKyCTHYECKYI0 IIOMEXy Ha OCHOBE peuu cobeceqHukoB.  Takas
peuenofjo0Hasi 1MomMexa OKa3bIBAaeTCs KOPPEIUPOBAHHOW BO BPEMEHHM C PEUblO, YTO IO3BOJISIET
n30aBUTHCA OT OTPUIATEIHHOIO IICHXOJOTHYECKOTO BO3JCHCTBUS MOMEXH Ha COOECETHHKOB B
MOMEHTHI THIIUHBI B May3axX MEXIy ¢pa3aMu U He oAaeTcst GUIbTpaIuy, TaK Kak 3aHUMaeT TY»Ke
I10JIOCY YacTOT, YTO U peueBoi curnai. [lomexa npucyTcTByeT TOJIBKO B MOMEHTBI HAJTMUUS PEUEBOTO
CUTH&JIa U OTCYTCTBYET B Iay3aX. . 3aTPYAHSAETCS BO3MOKHOCTb IOJIyYEHHs] KOMHMMU MOMEXHU JUIs
IIPOBEJICHUS OUUCTKHU.

3- CYIIECTBEHHO YIYYIIUTh TEXHHUUYECKHE TapaMeTpbl aKyCTUYECKOH CHCTEMBI JUIs
U3IY4YEeHUsl pederioloOHON MOMEeXU NMPUMEHUB 21EKMPOCHMAMUYECKYIO AKYCHUYECKYI0 CUCHEMY
U3IY4YEeHUs TIOMEXH, PUOIU3UB CIEKTPAJIbHBIE XapaKTEPUCTHUKU IOMEXH K TosiocaM co0eceIHUKOB
Y YMEHBIIIUB BETUUYNHY KO3 PHUIMEHTa TApMOHUK, OTKA3aBIIMCh OT HCIIOJIb30BAHMS TPAIUIIMOHHBIX
JIEKTPOJMHAMUYECKUX M3iyuyaTeneil. Kpome Toro cyxkeHwe auarpaMMbl HalpaBiIeHHOCTU
JIEKTPOCTATUYECKON aKyCTUYECKON CUCTEMBI IPU OJMHAKOBON M3ITy4arouieil MOLUTHOCTH IPUBEAET
K YBEJIMUYEHHIO IIIOTHOCTH MOTOKA MOIITHOCTH MTOMEXOBOTO CUTHAJIA, YTO MOBBIIIAET () (HEeKTUBHOCTH
M10/1aBJIEHUS] HECAHKI[MOHUPOBAHHOM 3aIIUCH PEUH.

Jns  oueHkd  3((EKTUBHOCTH  MOMEXH, CGHOPMHPOBAHHOM  AIIEKTPOCTATUYECKUM
u3IyvaresneM, ObUl MPOBEEH SKCIIEPUMEHT 110 CPABHEHUIO €€ 30HbI TOAABICHHS C 30HOM M0/1aBICHHUS
KOJIOHKH C JUHAMHUYECKUM H3iydareneM. Jlig sKCeprMeHTa UCIOJIb30BAJICS AJNEKTPOCTATUYECKUI
U3JlyyaTeslb ¢ pa3MepaMu CTOPOH 25¢M Ha 34cM. B yCIOBUSIX OTKPBITOrO HpocTpaHcTBa. Cxema
HKCHEPUMEHTAIbHOIN YCTaHOBKU M300pakeHa Ha pUCYHKe 1.

DNEKTPOCTaTHUECKUM U3JIy4aTellb BOCIIPOU3BOMII peuenoo0HyIo IIOMEXY
chOpMHUPOBAHHYIO M3 pPEYH ueJoBeKa ¢ ypoBHeM 65 nb Ha paccrosuun 1 merp. AKycTHYECKHE
U3MEpEHUs] TPOU3BOAMINCH CcepTUPHUIMpPOBAaHHBIM MukpodoHom Behringer ECMS8000 ¢
HOPMHUPOBAHHOM YaCTOTHOM XapaKTEPUCTUKON U KPYyrOBOW IMarpaMMOM HarlpaBlieHHOCTH. KooHka
(dbopmHpoBaa 4eI0BEUECKYIO0 peub. 30Ha MOAABICHHS ONpeaessiach Mo pa3oopunBOCTH peud Ha
(doHe moMexH MpH Pa3IUYHBIX YIJax o U AaJbHOCTH { C HCIIOJIB30BAHUEM METOJla IKCHEPTHOMN
OLIEHKH. {151 JeMOHCTpaluu MpeuMyllecTBa MPeAsIoKeHHOTO METO/1a Ha PUCYHKE 2 M300paeHbl
30HBl TOJABJIEHUS NpU (OPMHUPOBAHUM TIOMEXH 3IIEKTPOCTATUYECKUM H3NydareneM (KpacHas

KpHUBasi) U 3JEKTPOJANHAMUYECKON KOJIOHKOU. (CHHSISI KpUBasi)
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[TpenioskeHHBIN aJanTUPOBAHHI aKYCTHUECKHI METO OyIeT 0IMHAKOBO YPPEKTHBEH IS
JHOOBIX THIIOB 3aIIMCHIBAIOIINX YCTPONCTB, TaK Kak oMexa (opMupyercs o GyHKIHOHATIBHOMY
KaHaJIy — aKyCTHYECKOMY.

KiroueBble ci10Ba: pedb, HECAHKLIMOHUPOBAHHAs 3alMCh, METOABI IIOJABJICHUSA,

QJICKTPOCTATUYCCKAA aKyCTHYCCKAA CUCTEMA, Sq)(l)eKTI/IBHOCTB.

Jlureparypa
1. OneitnukoB A.H., IlymaBckuit B.A., LpiOyneBckuii II.B. Ouenka »3¢dexkTuBHOCTH
aKyCTHYECKOT0 MPOTUBOAECHCTBUS HECAHKIIMOHUPOBAHHOM 3amucu Ha JUKTO(oH. CoBpeMeHHast
3amurta uHpopmanuu, Kues: 2010, Nel, c¢. 8-16.
2. OnmneiinukoB A.H., IlymaBckuii B.A., KpuBenko M.A. VYIbTpa3ByKOBBIE METOMABI 3aIUTHI

peueBoii mHPpopmanuu. Pagrorexnuka: Beeykp. mexBen. Hayd.-TexH. ¢0.-XapbkoB: 2012. Beim.
169, c. 176-181.

Increasing the efficiency of methods and means of suppressing unauthorized speech
recording

The report analyzes the effectiveness of suppression of unauthorized speech recording using
acoustic, electromagnetic and ultrasonic countermeasures. For a significant increase in the efficiency
of suppression, it is proposed to adapt the acoustic method taking into account the peculiarities of the
propagation of acoustic vibrations in the air and the psychophysical perception of sounds by the
human ear. The results of experimental studies of a suppressor with an electrostatic emitter are
presented.
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AHAJIN3 BE3OITACHOCTHU ATOMAPHBIX OBMEHOB MEK/J1Y BITCOIN U
LITECOIN

B.B. IIpocoJsioB
XapbKOBCKHMM HALIMOHAIILHBIN YHUBEPCUTET PAAUOIIEKTPOHUKH, XapbKOB, YKpanHa
e-mail: vladyslav.prosolov@nure.ua

HecMoTpss Ha NOBBIIIEHHYIO BOJATUJIBHOCTh, KPUIITOBAIIOTHBIM PHIHOK pa3BUBAaeTCi U
MIOCTOSTHHO TTOTIOJIHAETCS] HOBBIMU (P poBbIMHU akTHBaMu. Ha 2021 uX KOJIMYECTBO TOCTUTIIO Oosee
6000, Oosp1Iast YaCTh U3 KOTOPBIX B pa3IMYHOM IIPOLEHTHOM COOTHOILIEHUH HaXOAUTCS B MOPTHENIX
KPUNTOBAIIOTHBIX MHBECTOPOB U TPEiIepoB.

[ToBbIlIEHHOE IPETIOKEHUE CO3AET TOTPEOHOCTh B OOMEHE KPUIITOBAIIOTHL. J[0 HElaBHETO
BPEMEHU OH OCYIIECTBIISIICS C TIOMOIIBIO MOCPETHUKOB - KPUIITOBATIOTHBIX OUPIK T OOMEHHUKOB.
Ho 310 noapazymeBaeT KOMUCCHUIO U JJOMIOJHUTEIbHbBIE PACX0/Ibl HA KOHBEPTALHIO.

AToMapHbIif 00MeH - 3TO Ipoliecc, B KOTOPOM JIBa YEJIOBEKA, BIIaJICIOIINE ABYMs pa3HbIMU
TUNAMU KPUNTOBAIIOTHI, OCYILECTBISIOT TPAaH3AKIUIO, B KOTOPOH OHU MEHSIOT OIPEIEICHHYIO
CYMMY KaX/10il BaJIOTBI, paBHOW CyMMe, KOTOPYIO OOMEHHMBAET JIPYToil.

KonBepranus  KpUNTOBAJIIOTHl  MOCPEJACTBOM  pealu3ald  aTOMapHOro  oOMeHa
OCYILIECTBIISIETCSI C TIOMOIIBIO TaK Ha3blBAEMBIX XEIIMPOBAHHBIX KOHTPAKTOB C BPEMEHHOMN
onokuposkoii (Hash Time Locked Contracts, HTLC).

YroOsl crienka ObUIa OCYIIECTBIEHA, YHACTHUKU OTKPBIBAIOT CEKPETHBIE KOJbI B OJIOKYEHHE,
KOTOPBIE J0 3TOr0 OBIJIM U3BECTHBI TOJIBKO BIIAJEINbIly KPUIITOBATIOTH. BTOPBIM TOMOIHUTENEHBIM
YCIIOBUEM SIBJISIETCSI YCTAHOBKA JABYX OJIOKYEWHOB KPUITOBAIIOTHI, KOTOpbIE OyIyT y4acTBOBaTh B
obmene [1].

HTLC He neperpykaeT OCHOBHYIO CE€Thb, UTO IO3BOJISET CAEIATh IEPEBOJ MTHOBEHHBIM, B
OTJIMYUM OT aHAIOTUYHOM omepanuy Ha OUpKe WIK y APYTUX MOCPETHUKOB. ITO BPEMEHHBINH CMapT
KOHTpakT. B TeueHue 3apaHee yCTaHOBJIEHHOI'O CpoKa 00a ydaCTHUKA JIOJDKHBI IOJTBEPAWUTH
OTIEpAIHIO C TOMOILBIO CIIENMAIBHO CTEeHEPUPOBAHHOTO IATEKHOI0 Opy4YeHUs. be3 atoro nepeBoj
HE COCTOMTCS, YTO CBOAUT PUCKU KPakM JIEHET K HYNI0. EciM 0uH U3 y4aCTHUKOB HE MPEJOCTAaBUT
MIOATBEPK/ICHUE NIEPEBOJIA B YCTAHOBIIEHHBIE CPOKH, TO CPEICTBA aBTOMAaTHMUYECKH BO3BPAILAIOTCA
[2].

PaccmoTpum mpeumyiiecTBa aromapHbix oOMeHOB. IIpexkae Bcero, mpu TOpromie udepes
aToMapHble OOMEHBI BCErja TOJBKO IOJIb30BaTEdb MMEET JOCTYN K CBOMM JIMYHBIM KIHOYaM H,
clleZIoBaTeNIbHO, K CBOMM MOHETaM M TokeHaM. Her HeoOXoaMMocTu mepenaBaTh KOHTPOJIb HaJ
CBOHMMHM CPEICTBAMH TPETHEN CTOPOHE.

Bo-BTOpBIX, aTOMapHbIle 0OMEHBI YCTPOEHBI TAKUM 00pa30M, YTO OOMEH UM MPOUCXOAMT, U
00€ CTOPOHBI MOIYYAIOT KeJlaeMble CPE/ICTBA, I BOOOIIE HUYETO HEe MPOUCXOIUT, U 00€ CTOPOHBI

COXPAHAKOT CPEACTBA, C KOTOPBIMH OHU Hadalln (33 BBIYETOM OYE€HL HEOOJBIION KOMHUCCHH 3a
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TpaH3aKLUUIO Ui MojJy4aTesns). AToMapHble OOMEHBI JENAaloT TOProBiIIO IUGPOBBIMU aKTHUBAMH
MaKCHUMaJbHO O€30MacHO.

B-Tperbux, aromapHble OOMEHBI HaMHOTO [ICHICBJIIC TOPTOBIM Ha IEHTPATU30BAHHBIX
Oupxax. BONBIIMHCTBO HEHTPATU30BAHHBIX OUPK B3UMAIOT OTHOCHUTEIHHO BBICOKME KOMHUCCHH,
00bryHO 0,2% OT KaXIOH TpaH3aKIWW, JUIsI KaKIOH CTOPOHBI B CHEIKE. bBOJIBIIMHCTBO
LEHTPATU30BAaHHBIX OUPK B3UMAIOT KOMHUCCHUIO U 3a CHATHE CPENICTB. A TaKKe 3a TO, YTO BO3PAILAIOT
KOHTPOJIb HaJl BAlllUMU CPEICTBAMHU.

U1 nocneanee, HO He MEHEE Ba)KHOE: aTOMApPHBIE CBOIIBI MO3BOJIIIOT TOPTOBATh MEXy Oojiee
IIUPOKUM CIIEKTPOM MOHET W TOkeHoB. Hampumep, AtomicDEX, nenenTpanu3oBaHHas Oupka
Komodo, nukBuanpoBaia pa3pblB MEXKAy MOHETAMH Ha OCHOBE MPOTOKOJIa OUTKOWHOB U TOKEHAMHU
ERC-20 na ocuose Ethereum.

Hanpumep, nmonp3oBaTesib MOKET TOPTOBaTh HEMOCPEICTBEHHO ¢ albTKOMHA Ha ocHOBe BTC
Ha TokeH ERC-20, unu nHaoboport. Ilpexne yem minarpopma Komodo crenana 370 BO3MOXKHBIM,
Tpeilnepy NmpuuuIoCh Obl CleNaTh HECKOJbKO OOMEHOB, UTOOBI MOJYYHUTh TOT XK€ pe3yiabTaTr. B
Iporecce TOPTOBIM HCIOIB30BAMCH OBl abTKOMHBI Ha ocHoBe BTC -> GuTkoiiHOB -> Ddup ->
TokeH ERC-20 ¢ komuccue 3a Kax1yto U3 TpeX TPaH3aKLUM.

OpnHako, B UCHONB30BaHUU AaTOMAapHBIX OOMEHOB eCTh W psia HemocTarkoB. OOMeH Ha
LIEHTPAIM30BaHHON OHpXKE MOXKET 3aHUMaTh CEKYHIbl, B TO BPEMsS KaK MPOBEJICHHUE OJHOIO
aToMapHOro 0OMEHA 3aBUCHUT OT IUTaT(HOPM U yIaCTHUKOB MPOIECCAa M MOKET 3aHUMATh JOCTATOYHO
JuiTenabHoe BpeMs. Hanpumep, rapaHTUpOBaHHBI 00MEH MOXET ObITh IPOBEACH HE MEHEEe YeM 3a 2
yaca (BpeMs IOJIHOTO MOATBEPKACHHs 2-X 0yiokoB B Bitcoin u 2-x 610koB B Litecoin) u 310 mipu
YCJIOBHH, YTO CTOPOHBI JIEHCTBYIOT OBICTpO. BepxHuii mpenen npoBeaeHrs oOMeHa B HAIIEM CTy4ae
- 12 gacoB. Cienyronum orpaHiYeHUEM SIBIISIETCS BBICOKAsi KOMUCCHS 3a MpoBesieHne oomena. s
oOMeHa KaXJIOMy yYaCTHUKY HYKHO MPOBECTH JBE TpPaH3aKIMU: OJHY B ceTH Bitcoin u ogHy B
Litecoin, a 3T0, Kak U3BECTHO, HE CaMbIe JICIIEBbIE C TOYKU 3pEeHUsI KOMUCCUU cUCTeMbl. Ha Toil ke
LEHTPATU30BaHHON OMpPKe KOMUCCUSI MOXKET COCTABJIATH HECKOJIBKO IIEHTOB 3a 0OMeH. Eiie ogHum
OTpaHUYEHUEM  SBIISETCS  HEOOXOAMMOCTh  CaMOCTOSITEIBHOTO  IMOMCKAa  CTOPOHBI  JJIst
B3anMOJIHCTBUS. JleleHTpanu30BaHHbIe OUPKU MOMOTAIOT PEIIUTh ATy MpoOjIeMy, HO BCE paBHO
CKOPOCThb COTJIaCOBAaHHUS 3aKa30B Ha HHUX TOpa30 HUXKE, YEM Ha LIEHTPAIM30BaHHBIX. Takxke K
OTPAaHUYCHUSIM MOXKHO OTHECTH HEBO3MOXKHOCTH IMPOBEJCHHUS aTOMapHBIX OOMEHOB C ydacTHEM
¢uatHpix BamioT. OTIENbHO CTOUT YINOMSHYTh O PUCKE MOTEPH MOHET B PE3YJbTaTe CII0XKHO
HalMCAaHHOTO CMapT-KOHTpakTa. EciM moip30BaTenb HE MNPOBEN ayAUT CMapT-KOHTPAKTa
TpaH3aKIMU, KOTOpas OblIa OTHpaBlieHa B CETh, OH MOXET IMOTEPATh CBOM JEHBIM U JIaHHYIO
TPaH3aKIIUI0 HEBO3MOXKHO OYJEeT OTMEHUTb.

ATomapHble 0OMEHbI UMEIOT JOMOJHUTENbHbBIE MPEUMYIIecTBa B O€30MaCHOCTH BIaJCHUS
KPHUIITOBAIOTOM 1 00MEeHe UX MKy co00i. UTo nenaroT ux 601ee HHTePECHBIMU ISl TEX, KTO XO4eT
MaKCHMaJbHO CaMOCTOSITENIFHO KOHTPOJHMPOBATh CBOM CPEICTBA M YpPOBEHb OE30MaCHOCTH HX
XpaHCHHS.

Kumrouessie ciaoBa: BTC/LTC, Atomapusiii O6meH, Bitcoin, Litecoin, kpunroBamrora.
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Safety analysis of atomic swap between bitcoin and litecoin
The work is devoted to the analysis of atomic swaps in cryptocurrency. An exchange between
apair of BITCOIN/ LITCOIN is considered, which is implemented on the basis of Hash Time Locked
Contracts (HTLC). Such exchange method allows users to have complete control over their funds and
reduce transfer fees. This provides better protection for storing and exchanging cryptocurrencies, but
requires more skill and attention from the user during transactions.

10T TEXNOLOGIYASINA YONOLMIS “MIRAI” KIBERHUCUMU VO ONDAN
MUHAFIZONIN TOSKILI

V. Qasmmov, C. Ismayilov
Azorbaycan Texniki Universiteti. Baki, Azorbaycan
e-mail: vaqif.qasimov@aztu.edu.az, jalal.ismayil@aztu.edu.az

Giris. Miasir dovrdo insanlarin IoT texnologiyasindan istifadoys olan zorurot getdikco
artmaqdadir. Lakin IoT osasinda isloyan agilli cihazlarin tohliikasizliyi, eloc do onlarimtopladigi
verilonlarin gizliliyi masalosi istifadagilorin bdyiik narahatligina sobab olur. Bels ki, bu verilonlorin
miixtolif név zororli program vasitolori ilo oldo olunmasi miimkiindiir. Belo zororli program
vasitolorindon biri do “Mirai” proqram vasitosidir.

Mirai (digor ad1 ilo “Dyn Attack™) - Telnet protokolunu dastokloyan IoT cihazlarinda, cihazin
ilkin istifadagi adi1 vo sifrasindon istifado etmoklo cihazin hesabina daxil olmaga ¢alisan zororli
program vasitosidir. Hor hansisa bir cihaza yoluxan bu zararli program vasitasi, yoluxmadan sonra,
basqa yeni cihazlara yoluxmaq ii¢lin onlar1 axtarmaga baglayir. Mirai zararli program vasitasine
yoluxan digar cihazlar, onun, yani "Mirai Botnet"-in torkib hissasino ¢evrilirlor. Daha sonra kiber
cinayatkarlar, bu cihazlarin vasitasi ilo hadafds olan serveri ¢6kdiirmak iigiin DDoS ("Distributed
Denial of Services Attack” - paylanmis xidmotlordon imtina hiicumu) kiber hiicumunu hoayata
kegirirlor.Mirai zororli program vasitosi, osasan, IP-kameralari, “Raspberry PI” cihazlarini,

marsrutizatorlar1 vo digar agilli cihazlari (sensorlar) hodof alirlar [1,2].
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“Mirai Botnet” zorarli program vasitesinin osas mogsadi, diizgiin konfiqurasiya edilmomis
cihazlara yoluxmag vs “bot” va ya “botmaster” tarafindon amr gabul edarak, DDoS hiicumunu hoyata
kegirmokdoan ibaratdir (sokil 1).

amr va idarsetmo

- zarorli program . L hadofs al hadofa alinan
serveri ikl prl c?m hesabat serveri Mirai botnet Zn? ; ﬁ ;;Z? server
(“C&C server”™) yi “report server’ Y
( ‘malware loader” (“report server”)
- & &
. = o 2
1 hesabat serverino 1 1 | 1
' qosularaq yeni ! X Servera  Brute Force !
1 ) 1 ! .. 1 kiber hiicumu 1
1 hodof cihazlara I hesabat verilir > '
! nozarotedir ! € : 1 ! !
I ! 2 1 |
1 3 : 1 1 : 1
1 1 : 1 1 1
X yoluxma omri | ! | ! X
! verir 1 Zororli binar ! ! !
1 4 "1 kodlart yiiklayir ! 1 | 1
1 > 1
1 Kiber hiicum 5 : 1 - 1
1 omri verilir ! I : R \  Kiber hiicum :
' : X | »1  icraolunur !
1 6 1 1 1 1 7 g
1 1 1 1 1

Sakil 1. “Mirai” zararli program vasitesinin is prinsipinin arxitektur tosviri

Bu proses asagidaki kimi icra olunur [3,4]:

1) “Mirai”, 23 vo ya 2323 nomrali TCP olage portlart vasitasilo tosadiifi olaraq IP iinvanlari
yoxlayir. “Mirai Bot”, diizgiin konfiqurasiya edilmomis cihazlarin ilkin identifikasiya molumatlarini
oldo etmok tiglin onlara “brute force” kiber hiicumunu hoyata kegirir. Qeyd edok ki, “Mirai”zarorli
program vasitasindo kodlasdirilmis 62 sayda ehtimalli identifikasiya molumatlar1 (cihazin adi vo
sifrasi) movcuddur.

2) “Mirai Bot”, cihazin identifikasiya molumatlarini oldo etdikdon sonra onun xarakteristikalarini
forgli bir slago portu ilo “report server”-o otiiriir.

3) Bot meneceri, C&C (“command and control”) serveri vasitasilo “report server”-lo olage
qurarag, hadafda olan yeni cihazlara nazarat edir.

4) Bot meneceri, zorarli proqram yiiklayicisine (“malware loader”), hodofds olan yeni cihazlara
yoluxmagq ti¢lin yoluxma amrini (“infect command”) verir.

5) Zararli program yiiklayicisi (“malware loader”), hadafds olan cihazda seans basladir vo onun
xarakteristikalarina  uygun olan  zororli  binar  kodlar1  (“malicious  binary”) Wget
(www.gnu.org/software) vasitasi ilo ona yiiklayir vo qurasdirir. Zararli program vasitasi cihaza

qurasdirildigdan sonra “Mirai”, 6ziinii digar zorarli program vasitalorindon gorumaqg mogsadils port 22
(SSH), port 23 (TELNET) vo port 80 (HTTP) alags portlarini baglayir.
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6) Bot meneceri, “C&C server” ilo kiber hiicumun névii, miiddati vo bot niimunaloari, elaca do
hodafds olan serverin IP {invanlar1 kimi parametrlordon ibarat amr ilo biitiin botlara hadafds olan
servera hiicum etmak amri verir.

7) Botlar torafindon hoadofds olan servers kiber hiicum (mos. DDoS kiber hiicumu) hoyata
kegirilir.

“Mirai” zararli program vasitasindon miihafizanin taskili.
“Mirai” zararli program vasitasindon miihafizonin togkil etmoak tiglin asagidaki qaydalara riayot
etmok lazimdir [5]:

e Sobokays qosulan hor bir cihazin tohliikasizlik parametrlori uygun qaydada nizamlanmalidir.

e Satin alinan IoT cihazinin program interfeysino daxil olmaq ti¢lin istifado olunan cari
istidadagi adin1 vo parolu (masalon, ID: admin., password: admin) doyisdirmok lazimdir.
I0T cihazlarinda autentifikasiyadan istifado edilmolidir.

e 0T cihazlar1 ilo VEM arasinda verilonlorin miibadilasinin tohliikasiz sokilds yerinos
yetirilmasi tigilin sobakalorarasi qoruyucu ekrandan (“firewall”) istifado edilmolidir.

e [oT cihazlari {iglin nazords tutulmus program yenilomolorini vaxtinda yiiklomak lazimdir.
Qeyd etmok lazimdir ki, bu yenilomoalari yiikklomazdan avval, onun hagqinda malumat slds
etmoak lazimdir.

Natica. Statistik gostaricilora asason, hal-hazirda diinyada ¢ox sayda IoT cihazlart mévcuddur
Vo galacokds bu cihazlarin sayinin siiratlo artacagi gozlonilir. Kibercinayotkarlarin, IoT cihazlarinin
topladig1 verilonlorin gizliliyinin agmaq, hamginin, bu cihazlardan istifado etmokls, hodaf servers
DDoS kiber hiicumunu hayata kegirmok istoklori, golocokds, 10T texnologiyasinin tohliikasizliyi
mosalasinin daha aktual bir hala golocayini gostarir. Ona gora do IoT texnologiyasinin tohliikasizliyi
daim diggat moarkazinds saxlanilmalidir.

Acar sozlar: Ogyalarn interneti, kiberhiicum, Mirai, tohliikasizlik.
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"Murai' cyber attack on 10T technology and its protection
As with other technologies, the issue of security in 10T technology is a serious concern for
users. There are various types of malware aimed at smart devices, one of which is Mirai. This article
will discuss the creation of Mirali, its working principle and the organization of protection against
Mirai malware.

INFORMASYA SISTEMLORININ TOHLUKOSIZLIYIN PROQRAM VASITOLORI
M.O. Salmanova

Azarbaycan Dévlot Igtisad Universiteti (UNEC), Baki, Azorbaycan
e-amil: mahila.salmanova@mail.ru

Internetin genis istifadesi informasiya sistemlorinde tohliikasizliys diggoti artirmagi tolob
edir. Informasiya sistemlorindo moxfiliyi, tamlig1 vo olyetonliyi tomin etmok iiciin bir ¢ox
tohliikasizlik vasitalori vo layihasi hazirlanib vo hazirlanmaqdadir.

Informasiya tohliikasizliyinin biitiin diinyada qobul edilon ii¢ asas prinspi var:

e moxfilik
e tamliq
e olyetonlik

Miixtalif informasiya tohdidlorinin davamli béyiimasine va dinamik inkisafina baxmayaraq,
halo do gorunma metodlart mévcuddur.

Fiziki qorunma informasiya tohliikasizliyinin birinci marholosidir. Buraya icazesiz
istifadogilor tigilin girisin mohdudlasdirilmasi va xiisusilo do server bolmasine daxil olmagq iigiin giris
sistemi daxildir.Informasiyanin qorunmasinin osas Soviyyesi kompiiter viruslarini bloklayan
programlar (antivirus proqramlari), siibhali yazigsmalar1 siizgocdon kegirmok ii¢iin sistemlordir.
Umumiyyatlo kompiiter sisteminda Va sobokasinds istifado olunan vacib informasiyalar1 qorunmasi
tiglin onun miitloq sokildo ehtiyat niisxasi yaradilmalidir. Osas niisxo Vo ehtiyat niisxo ilo barabor
yiiksok saviyyada sifralonmoalidir [2].

Informasiya sisteminin miihafizo edilmosinin on vacib sortlorindon biri onun aparat vo
program tominatinin sazliginin pozulmasi va isinin dayanmasi hallarindan miihafizo edilmosidir.
Burada prosessor, yaddas qurgulari, periferiya qurgulari vo daxili programlar sistemi dayanmalardan
miihafizo etmak {i¢ilin asas rol oynayirlar.

Program tominati agor sistemdoaki elementlorin etibarliliq doracasi yiiksak deyilsa 0 zaman
daha vacib miihafizo vasitasine ¢evrilir. Etibarhq doracasi o zaman yiiksok olur ki, sistem lazimi
omoaliyyatlar1 tam daqigliklo va lazimi vaxtda yerino yetirs bilsin. Prosesin avtomatlasdirila bilmo
daracasi va onun izlonilmasinin togkil olunmasi ilo iSo program tominatinin etibarliq doracasi toyin
olunur.

Informasiya tohliikosizliyi sahssindo yasanan tohliikesizlik pozuntularinin artan hissasi
sobokalordan va sistemlordon totbigetmolora vo hatta verilonlor bazalarina kegmokdir. Tohliikasiz
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miihitlords institusional vo ya fordi qaydada is aparmaq ehtiyaci va istoyi giindon-giina artir va istifados
olunan program tominatinin tohliikasizliyi informasiya tohliikasizliyinin tomin edilmasinds asas rol
oynayir [1].

Informasiyanin qorunmasi iigiin informasiyanin qorunmasi interfeysi anlayisi mévcuddur. Bu
informasiyanin miihafizasinin aparat vo program tominatini 6ziinds birlogdirir, onlar arasinda slageni
izah edir.

Moxfi olan informasiyanin sizmasinin,yayilmasmin vao eyni zamanda bu informasiyaya
solahiyyatsiz soxslorin giris imkaninin mohdudlasdirilmas: informasiya miihafizosinin aparat
vasitalorinin asas moagsadidir.

Informasiya sisteminda tohliikesizliyi tomin etmak iiciin do bir ¢ox tohliikesizlik modellori
movcuddur:

e Coxsaviyyali gofos modellori
e Miidaxils edils bilmayan modellor
e Iinformasiya axin1 modeli va S.

Informasiya tohliikasizliyini tamin etmok iigiin bir ¢ox todgiqatlar aparilir. Bu todgigatlar
imumiyyatla biitiin sistemi oahats edir. Tohliikasizlik divarlarini qurasdirmaq, miidaxiloni agkarlama
sistemlarini qurmagq, etibarli rabito protokollarini toamin etmoak vo zororli kodlara qarst programdan
istifado kimi hollor ola bilor. Lakin biitiin bu arasdirmalardan sonra da sistemdo tocaviizkarlarin
faydalana bilocayi zoifliklor ola bilor. Bu bosluglar miixtalif tohliikasizlik vasitalorindon istifads
edilorok agkar edilo vo lazimi todbirlor goriilo bilor. Tohliikasizliyi tomin edon aparat program
vasitolori sistemi izlomok imkani da toklif edir. Mdvcud aparat vasitolori imumiyyotlo kompiiter
sistemlarino hiicum etmok {iglin hazirlanmigdir. Buradaki osas fikir sistemin tocaviizkarlar qarsisinda
zoifliklorini agkarlamaq vo lazimi toadbirlori gérmakdir [3].

Yaxs1 bir tohliikosizlik aparat-proqram vasitasi istifadoagilorin igini ¢atinlogdirmamali,
istifadogilor arasinda he¢ bir uygunuzluq yaratmamali vo istifadogilorin isino he¢ bir problem
yaratmamalidir. Vasitalor istifadagilorin vo sistem administratorlarinin  amal eda bilacayi va totbiq
edo bilacayi, kifayat qadar giiclii olan va onlarin bu vasitalari tathig etmosini asanlasdiran qaydalardan
ibarat olmalidir. Tohliikasizlik todbirlori {igiin aparat-proqram qurulmasini hoyata kegiron toskilatlar
Va ya sirkatlorbunu tatbiq etmok {igiin inzibati va texniki salahiyyatlorlo malik olumalidir.

Umumiyyatlo, informasiya vo kompiiter sistemlorinds no godor tohliikesizlik tadbirlori
goriilsa do, risklori sifira endirmok miimkiin olmadigini bilmak lazimdir. Goriilacak an asas tadbirlor
riskloro qars1 daimi xobordarliq etmok, tohliikasizlik siyasatlorini yaratmaq vo istifado etmoak,
proseslorin performansini davamli izlomok vo tosiretmo ehtimalii minimuma endirmakdir.
Informasiya tohliikasizliyinin tomini iiciin tohliikasizlik siyasati tatbiq olunmalidir.

Acar sozlar: informasiya, informasiya sistemlori tohliikasi, internet, tohliikasizlik.
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Information system security software

In parallel with the extraordinary developments in the world of information technology and
systems, the importance of information systems security for individuals, institutions and
organizations is growing. The security program used for this purpose is of great importance in the
protection of systems belonging to individual enterprises and organizations.Thus, active security
policies, useful security tools, and various security measures that are important in the security of
information systems are presented, as well as the basic security strategies required in person or as an
organization.

HARD PROBLEMS IN LATTICE-BASED CRYPTOGRAPHY: X-LWE
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Abstract. This paper explains the basic idea of the new hard lattice problem for designing a
post-quantum secure public-key cryptosystem. The components in the proposed problem will provide
the reusable key feature for post-quantum secure key exchange protocols.

1. Introduction

Diffie and Hellman introduced the public-key cryptography concept in the 1970s. Key
exchange (KE) protocols allow the sharing of the secret key to be used in symmetric ciphers. At the
same time, authentication and non-repudiation are guaranteed with digital signature schemes.
Traditional public key cryptosystems Diffie-Hellman (DH) KE protocol and Digital Signature
Algorithm (DSA) scheme are based on discrete logarithm problem (DLP) hardness assumption. The
RSA encryption/key encapsulation protocol is based on the integer factorization problem (IFP). In
contrast, the ECDSA digital signature and ECDH KE protocols are based on the hardness assumption
of the elliptic curve DLP problem. In other words, with the power of today's computational systems,
it is not possible to solve these problems in polynomial time [5]. Shor algorithm proposed in 1994 is
a solution proposal for DLP and IFP problems in polynomial time in quantum computers. Therefore,
in the presence of large-scale quantum computers, these cryptosystems that allow secure
communication will become insecure. This situation has revealed the necessity of creating secure
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public-key cryptosystems even in the presence of quantum computers. The families of post-quantum
secure cryptosystems are classified as lattice, code, hash, multivariate polynomial, isogenies and other
systems. The lattice-based cryptosystem family has been one of the most promising candidates for
cryptosystem classes. Some of the important features of lattice-based cryptosystems are as follows:
worst-case hardness guarantees, relatively efficient implementations, excellent simplicity, and strong
security proofs. In this context, the design components of lattice-based KE protocols, similar to the
traditional DH KE protocol, are given in Figure 1 [1]. The main framework of the scheme is described
in Figure 1. In this framework, DLP has been replaced by the learning with errors (LWE) problem.
The security of this scheme is guaranteed by the fact that hard lattice problems cannot be solved in
polynomial time, even in the presence of quantum computers. Lattice-based hard problems and new
hard problems that can be proposed by reducing the hardness assumptions are essential for proposing
quantum secure cryptosystems.

Alice Boh
Choose a [arge pime g
G+—r Eg*™
Publish g and g

Choose a large prime g
Choose an integer = € {2,3,..., q—2}

@y L7

q Publish g and = iy
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A=7" modq B B=zl modg

[ skap=F-a modg | Reconciliation mechanisms skpa=A-b modg
should be added to produce the same sk.
skag=B" modg skpa=A" modg

Figure 1. Framework of DH-Like Lattice-Based Key Exchange Protocol

2. Hard Problems Based on LWE

This section explains the LWE problem, its derivatives, and the proposed new hard problem
widely used in lattice-based cryptosystem design. The symbols used in the paper and their meanings
are as follows: R: Real numbers, Z: Integers, R: Polynomial ring, p, q € Z*, prime modulos such that
q > p, Zg: Integers in mod g denoted by {0, ..., g — 1}, aeZg: n-dimensional vector whose elements
are selected from mod g, y: Discrete Gaussian distribution defined on integers with width « - q such
that a <1, k: security parameter, x,, and y,, discrete Gaussian distributions with standard

deviations of a; and &, such that =t = 2¢(99) and a, < @y, ,: Discrete Gaussian distribution

a;
with standard deviation y = W, Z[X]: A set of polynomials with integer coefficients, R €
Z[x]/ ): Ring of polynomials with integer coefficients (a, + a;x + a,x? + -~ a,_1x"" 1, Va,eZ,
R4: Ring of integer polynomials whose coefficients are in mod g, M = R%: For Ym;eR, module
algebraic structure consisting of d-dimensional ring elements denoted by m = (mo, s mq_l) EM.
Definition 1. (R)LWE [2]: Lets € Z7 be a vector, a; € Zg be random value, and the error
term e; <" x. Then, LWE distribution is defined as follows: (a;, b; = s,a; > +e;modq) € Z}xZ,,.
The hardness of the LWE problem is expressed in problems based on the worst-case hardness. The
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hardness of the LWE problem based on the average-case hardness when specific parameter conditions
are taken into account is expressed by the GapSVPy and SIVP,. In addition, by changing the

algebraic structure used in the LWE problem, ring-LWE, module-LWE problems are defined.

The methods used to achieve reconciliation on the shared secret key in KE protocols based on
(R)LWE-like problems can leak information about the static secret key of the parties. The
pasteurization method proposed in [2] requires additional components to prevent information leakage
about the secret key. The reusable key property will allow efficient public-key cryptosystem design
by adding these additional components to the hard problem structure. This feature will improve the
key generation phase, where the most time is spent in cryptosystem design. In this context, the new
lattice-based hard problem is proposed in Definition 2.

Definition 2. Extended-LWE (X-LWE): Let n be integer, g = q(n) < poly(n) be a prime,
H:y, — xq, be aone-way function, s <" x,,, a <" Ry, and e <" x,. Then, X-LWE distribution is
defined as follows: (a,b = a(s + H(e)) + €) € RyxR, .

In the X-LWE problem, (s’ =s+ H(e)) consists of two parts containing the secret key s and
the error term e, the output of the one-way function. This structure is obtained by adding the
components of the pasteurization method to the construction of the problem. It is thought that the
secret key will provide the reusable key property with the small number of multiplication and addition
operations in the KE schemes of the problem. In this way, secure keys that can be used in symmetric
cryptosystems will be obtained by using the same secret key more than once [3,4].

3. Conclusion

This paper explains the basic idea of the new lattice-based hard problem, called X-LWE,
which can be used in the security of post-quantum secure KE schemes and includes a reusable key
feature. In the future, the security of the proposed problem will be explained by reducing the hardness
assumption of the basic hard lattice problems depending on the parameter selection limits.

Keywords: post-quantum cryptography, lattice-based cryptography, LWE.
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OF OJTHOM ITOJXO/IE ITO OBHAPYKEHUSI AHOMAJIU B KUBEP®U3NYECKHAX
CUCTEMAX HA OCHOBE AKYCTHYECKHUX CUTI'HAJIOB

JI.B. Cyxocrart
HNucturyr Uadopmarmonnsix Texnonoruit HanmonansHoit Axkanemun Hayk AzepOarimxana
baxy, Azepbaiimkan
e-mail: Isuhostat@hotmail.com

Annoranus. Pa3zsutue Munyctpuum 4.0 mpuBeso K MOSBJICHUIO HOBBIX TEXHOJIOTHUH IS
3¢ (}HEeKTUBHOTO U  HANEKHOTO MOHHUTOpHHra Kubepdusmueckux cucrem. CoBpeMEHHbIE
KrOepPU3NIECKUE CUCTEMBI — CIIOKHBIC apXUTEKTYPBI ¢ HEOAHOPOTHBIMH CEHCOPHBIMH CHCTEMaMU
pasHoii npupoasl. [ obecrieueHnst 0€30MACHOCTH TaKUX CHCTEM BaXKHO paHHEe OOHapy>KEHHE
HeucnpaBHOCTe. B crarbe mpearaeTcst moaxol Ha OCHOBE IIIyOOKOro oOydeHHs M alropurMa
XGBoost s o0HapyXeHHs aHOMAaluil B aKyCTHYECKHX CHUTHajaX YCTPOWCTB KuOepdusmueckux
CUCTEM.

BBenenue

AHomanbHOe cocTtossiHue KuOepdusuueckorr cuctembl (KDC) Moxker OBITH BBI3BaHO
kuOeparakamu, HCHCIPABHBIMH KOMIIOHEHTAMH, HEMPABWIBHOW KOH(MHUTypamued wWid Hx
koMOuHammen [1, 3]. 3moymbinieHHuK BMemmuBaercs B K®C, 4YroObl MaHUMYIMPOBATh
MOKa3aHUSMU CEHCOPOB WIJIM MCHOJHUTENbHBIX MEXaHU3MOB, UTO MPUBOJIUT K aHOMAJIBHON paboTe
cucrembl. O6Hapyxenne aHomanuii B KOC BakHO, MOCKOIBKY HEOOHApPY>KEHHBIE OTKa3bl MOTYT
MPUBECTU K KPUTHUYECKUM TMOBpexACHUAM. WX oOHapyKeHHE MOXKET MOBBICUTh HAJEKHOCTh
obopynoBanus KOC u cHU3UTH 3aTpaThl Ha SKCIUTyaTAIlUIO0 U TEXHUYECKOE O0CITYKUBAHHE.

B craTthe npeanaraercs moaxoa K 0OHapy>KEHUIO aHOMAaUH B akycTudeckux curHanax KOC
Ha ocHOBe rayOokoro oOydenus u anroputmMa XGBoost. PaccmarpuBaroTcss u300pakeHUs
CIEKTPOTPAMMBI U CKaJorpaMMbl akyctudeckux curHaioB. [Ipumenenune XGBoost oGecrieunBaer
BBICOKYIO ITPOM3BOIUTENHHOCTh U TPEOYeT HEOOIbIINX BEIYUCIUTEIBHBIX PECYPCOB.

IIpennaraemsplii moaxoxn

[IpennaraeMplii MOAXOJ COCTOMT M3 CIEAYIOIIMX ATAlOB: MpEeABApUTENbHAs 00paboTKa,
U3BJICYCHHE MPHU3HAKOB C IOMOINBIO TIIyOOKOH HEWpOHHOH ceTH, o0beAMHEHUE TNPU3HAKOB U
kinaccudukanuss Ha ocHoBe anroputMa XGBoost [2]. CkamorpaMMa Ha OCHOBE BEHBIET-
peoOpa3oBaHUs U CIIEKTPOTrpaMMa Ha OCHOBE KpaTkoBpeMeHHOro npeobdpazoBanus @ypoe (KIID),
U3BJICKAIOTCS W3  aKycTudecknx curHanoB. KII®D pa3buBaer curHan Ha  HECKOIBKO

HEPEKPHIBAIOIINXCS OJIIOKOB, YMHOXKAs UX Ha OKOHHYIO (YHKIMIO XEHHUHTA:
+o0 )
O(w,7)= [O(t)o(t—7)e*™dt, (1)

re O — OKOHHAas (PyHKITHSI.
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A BeiiBaer Mopie yuuTBIBaeTCSA B BEHBIET-TIpeoOpa3OBaHMM I TOJYYSHHUs Ooiiee

MH(POPMATHUBHBIX U300pAKEHUI:
2
w(t)=e”"" cos(at), )
rne [ — mapamerp, KOTOpbIi yrpasisieT opMOli MAaTEPHHCKOTO BEHBIIETA.

3areM BuU3yallbHBIC TPEICTABICHUS CUTHANOB pasmepoMm 128X128x3 ormpasisiorces B
ri1yOOKYI0 HEHPOHHYIO CeTh. B cTaThe paccMaTpuBarOTCs CIEAYIOUINE TPEIBAPUTEILHO 00yUeHHBIE
rinybokue Heiiponnsie ceTr: Xception, MobileNet, DenseNet u InceptionV3.

[TomHOCTBIO CBSI3aHHBIN CIIOW paccMaTpUBAETCsl KaK BEKTOP MPU3HAKOB C HCIOJIb30BAHUEM
MpeIBapUTENILHO 00y4eHHOW MoeH. Pe3ynbraTsel 00beIMHSAIOTCS s M3BJICUCHHUS HH(DOpMAIH O
Pa3MYHBIX MPU3HAKAX U YMEHbBIICHHS OIIMOKHU pacrio3HaBanusa. OOImuil pa3mMep BEeKTopa MPU3HAKOB
cocraBisier 1x1024. 3arem oH momaetcs Ha kinaccuduxatop XGBoost [2]. B ocHoBe manHoro

JITOPUTMA JIS)KUT ONITUMH3AIINS 3HAYCHUS 1IeJICBON (DYHKIIMU, KOTOpas ONpeAesseTCs KakK
K
Yi :Z@(Xi): ¢ €D, (3)
k=1

rac K — konmuecTBO JACPCBLEB pemeHI/Iﬁ, ¢k — OLICHKA JIMCTHEB HE3aBUCUMOIO JepeBa, a @ —

MIPOCTPAHCTBO JIepeBa perpeccuu. B 3Tom cirydae pyHKINS TOTEPh ONPENENIeTCs KaK

L@ =3[ 0, o+ Thedlut [+, @)

iel iel;
rac P — KOJIMYCCTBO BCPHIMH JIMCTLCB, W — OILIEHKa Ha KaXXIOM JUCTC, ¥ H l ABJIAKOTCA

KOHCTAHTaMH IJId YHOPABJICHUSA CTCIICHBIO PEryJidpUu3aliuu, gi — I[epBasA NporU3BOJHAs, A hi — BTOpas

npou3BoHas (YHKIIMU MOTEph cooTBeTcTBeHHO. /{151 XGBoost ckopocTh 00ydeHHs COCTaBIsET

0,001, konmnuecTBo nepeBbeB paBHO 100, MakcumanbHas T1youHa aepesa 6, y =0u A =1.

Pe3ynbTaThl 3KCIEPUMEHTOB

B at10i1 cTathe sxcniepuMeHThl poBosATes Ha Python 2.7.13 ¢ ucnonab3oBaHUEM pa3IUMYHBIX
o6ubmmorek, Bkiarovas Tensorflow, Librosa m Keras. Mcnonb3oBancs mpoueccop Intel Xeon (R)
X5670 @ 2,93 I'T * 24 ¢ 24 I'b onepaTuBHON NaMATH.

HaGop nanusix MIMII (Malfunctioning Industrial Machine Investigation and Inspection) o
pabore KOC B HOpMaJIbHBIX M AHOMAJIbHBIX YCIOBUSAX KCILTyaTal[ii pacCMaTpUBAETCS 1711 OLIEHKH
npenaraemoro noaxona [4]. MIMII BkitouaeT 3Byky 4eThIpeX pa3iMuHbIX TUIIOB MAIIUH: KJIallaHbl,
HACOChl, BEHTWUJISATOPHl M HaNpaBisiomuMe. AyAMOCUTHANIBl OBUIM TOJIy4eHBl C YacTOTOU
muckperuzanuu 16 xI'u. MIMII conepkut BoceMb OTAENBHBIX KaHAJIOB IS KaxaA0ro cermenra. Ox
coctouT u3 26092 «HopMasbHBIX» U 6065 aHOMAJIBHBIX 3BYKOBBIX CETMEHTOB.

Pe3ynbrarhl 3KcnepuMeHTOB IMoKazaHbl B TaOmuie. CpaBHEHHE pa3IMUYHBIX TIYOOKHX
HEHPOHHBIX Mojenel mokasano, uyto Densenet+XGBoost mpe3owen npyrue paccMaTpuBaeMble
MOJIEJIN TIPU OOHAPYKEHUU aHOMaJuil OT curHanoB ycTpoiicTB KOC B cooTBeTcTBUM C MeTpUKOii F-

Mepa. Mogemu Inception+XGBoost, Xception+XGBoost n Densenet+XGBoost xoporio nposiBrim

116



Information security: problems and prospects international Conference | October 22, 2021

ceOs mis  «Hampapnsironuxy», HCIONb3ys MeETpHKH precision u recall. HecmoTrps Ha 53TO

Densenet+XGBoost mokazan aydinryio Tpou3BOAUTEIBHOCTD ISl BCEX TUIIOB YCTPOMCTB.

Ta6auna. OueHka IPOU3BOAUTENEHOCTH TIPEATIaraeMoro moaxoaa

VYerpoiictBo
Merton Mertpuka

Bentunstop Hacoc Hampasnsromue Kinanan

Recall 87.0 95.0 98.0 100

Inception+XGBoost | Precision 89.1 87.9 100 94.3
F-measure 92.3 90.6 98.1 96.3

Recall 100 88.0 98.0 100

Xception+XGBoost | Precision 84.2 100 100 92.6
F-measure 96.8 92.8 98.1 95.3

Recall 96.0 88.0 94.0 100
Mobilenet+XGBoost | Precision 78.7 95.7 100 96.2
F-measure 92.0 90.9 96.1 97.2

Recall 99.9 96.0 98.0 100

Densenet+XGBoost | Precision 87.0 100 100 97.1
F-measure 98.2 97.1 98.1 97.7

3akmiouenue. IIpoGnema oOHapyxenus anomanuii B K®OC pemaercs Ha OCHOBE
aKyCTHYECKHUX CUTHANOB. B paboTe mpemiokeH MoaxoJ] ¢ MPUMEHEHHEM TIIyOOKOro oOyueHHs U
knaccudukaropa XGBoost. Pesynbrarel skcnepuMeHToB Ha Habope manHbix MIMII mokazamu
3¢ (HEeKTUBHOCTh MPEIJIOKEHHOIO MOAXO0/Ja W MOTYT IOMOYb CHEHUAIMCTaM B JUAarHOCTHKE
HEUCIPaBHOCTEHN 00opynoBaHusl ¢ Lenblo o0ecnieueHus: 6ezonacHocT KOC.

KawueBble cjoBa: oOHapyxeHue aHoManuii, XGBoost, akycTtudyeckuil cursain,

kubeppuznyeckas cuctema.
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An approach for detecting anomalies in cyber-physical
systems based on acoustic signals
Industry 4.0 has led to the emergence of new technologies for efficient and reliable monitoring
of cyber-physical systems. Modern cyber-physical systems are complex architectures with
heterogeneous sensory systems of different nature. Early detection of faults is essential to ensure the
security of such systems. The paper proposes a deep learning approach with the XGBoost algorithm
for detecting anomalies in acoustic signals from devices of cyber-physical systems.

ABOUT SOME APPROACHES FOR DETECTING VULNERABILITIES IN WEB
APPLICATIONS

V. Strukov, V. Gudilin
Cybersecurity and DATA Technologies Department, Kharkiv National University of Internal
Affairs, Kharkiv, Ukaine,
e-mail: struk_vm@ukr.net, vgudilin7@gmail.com

The architecture of modern web applications and tool systems for their development is built
in such a way that it allows having of vulnerabilities in the final product that can be used by intruders
to unauthorized impact on web applications. These problems are due to various reasons: the
commands features of the web application development tool systems, backdoors, the poor quality of
web application testing, the large size of the application code, etc.

According to the results of studies by information security experts of the Carnegie Mellon
Institute, there are about seven bugs related to vulnerabilities in one thousand lines of code [1]. This
applies to programs that has been tested and released for use. If the Windows operating system has
five million lines of code and the Linux operating system has four million, we can easily guess how
many operating system vulnerabilities exist that could be exploited by attackers.

The Positive Technologies study, which consisted of sixteen thousand automated scans using
special software, sixty in-depth program analyzes, showed that eighty-three percent of web
applications have dangerous security bugs for all system and seventy-eight percent have problems
that can lead to a security breach in the future. Experts have calculated that the possibility of a security
breach with the worm computer viruses is from fifteen to twenty percent [2].

These statistics makes it clear that creators of sites do not care about checking programs for
vulnerabilities. They care more about the breadth of the site's capabilities. The site that has great
functionality has a more intricate code. Consequently, a lot of web applications are not security
enough.

The experimental technique helps to detect security bugs in web applications and correct code
that contains it, earlier than a hacker can detect such problems. The techniques proposed by the
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authors helps the security specialists, system administrators or developers to perform effectively a
security audit even when time is really short.

Experimental investigation of web application security is an effective technique for assessing
computer systems for vulnerabilities. The aim of the investigation is to prove that the site is safe or
unsafe, simulating a real attack. The essence of the experiment is that, a security expert operates like
a real hacker to harm computer systems. The technique helps to detect web application security bugs
faster, than attacker will detect the problems and use them for illegal activity.

Site security bugs can cause to site malfunctioning, getting access to user accounts, stealing
personal information or confidential data, getting control to the corporation’s computer systems.

Experimental investigation of web application security technique helps to detect security bugs
and quickly fix them [3].

The presentation contains analyses of the most dangerous and popular types of web
vulnerabilities used by attackers to hack sites: web injections and security misconfigurations of the
web applications. It had been performed a short write-up of the security audit, developed advices to
specialists who conduct security audit on security bugs and vulnerabilities efficient search.

Experimental part of the paper contains the author’s write-ups of the audits of four real
organization’s sites.

As a result of investigation it was discovered bugs, that have different level of danger for all
company’s systems: SQL-injection, security misconfiguration of the AWS S3 service and HTML
injection. The dangerous vulnerability was identified in the web application of one organization.
Exploiting SQL injection vulnerability it was managed to take control over dedicated machines where
the developers of the site kept the site. Also it was managed to execute privilege escalation attack on
the servers.

The authors handed over description of detecting the vulnerabilities on their sites for
protection company’s cybersecurity.

The authors proposed techniques and general methodology of site security problems detecting
for using by cybersecurity experts in their work.

No hardware or software may not provide full protection for the organization cybersecurity.
Intrusion detection systems and intrusion prevention systems must be in place to protect the
organization's systems. But the most important thing is a calendar experimental investigation of the
system security.

Summing up, the proposed methodology for detection vulnerabilities helps to save time for
finding security bugs. The time is all that a hacker needs to hack an application, because almost all
systems are computationally save, which means can be cracked in polynomial time.

However, it is worth noting, that cybersecurity protection should be like as a set of protective
measures. This severity can be achieved if, in addition to the proposed methodology of experimental
audit of the web application security, the cybersecurity experts use a detal search of the mistakes in
the code.

Thus, the following results were obtained in scientific work:
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1) The confirmation of theoretical conclusions of experts of the Carnegie Mellon Institute
about the presence of vulnerabilities in the tested industrial web applications based on experimental
research.

2) The confirmation of the effectiveness of the method of experimental investigation of web
application security.

3) For the first time specific mechanisms and tools for detecting certain types in
vulnerabilities of web applications, and methods of their implementation are proposed by the authors.

4) In the course of the research the authors received concrete practically significant results -
concrete vulnerabilities of really functioning sites was detected.

5) The results of the study were used to improve the cybersecurity system of the real sites.

6) The results obtained by the author can be used in the educational process for classes in the
discipline «Security audit of computer systems and networks», «Cybersecurity».

Keywords: vulnerability, web-injection, cybersecurity, privilege escalation, security bugs.
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THE OVERVIEW OF CYBER RESILIENCE APPROACH USING TRAFFIC
ENGINEERING FAST REROUTE FEATURES

O. Yeremenko, A. Mersni, A. Akulynichev
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
oleksandra.yeremenko.ua@ieee.org, amal.mersni.ua@ieee.org, artem.akulynichev@nure.ua

The research is dedicated to evaluating and developing a method for assuring cyber resilience
based on Traffic Engineering Fast ReRoute with the assistance of Traffic Policing mechanism. The
suggested approach is founded on a mathematical model defined by multipath routing conditions and
modified flow conservation conditions. Additionally, it considers traffic policing at the network edge
and conditions for protecting (reserving) the link, node, and network bandwidth, all of which are
tailored to meet cyber resilience needs. The proposed solution has the advantage of recasting the
problem as a linear optimization. The numerical example demonstrates the model's operability and
the adequacy of the findings acquired using it.
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Modern communication networks demand technological solutions to provide cyber resilience
against network attacks, compromises, etc. Only the suitable reserve capacity can identify these
repercussions [1-5]. When compromising a network element, such as a link, a node, or even an entire
network segment, a network reserve with sufficient bandwidth is necessary.

Assuring a network’s cyber resilience is a difficult task. The study reveals that using Fast
ReRouting (FRR) effectively can improve the network's cyber resilience [5-8]. The network can
respond operationally (in tens of milliseconds) to possible service issues. However, this requires
resource redundancy, as well as rapid computation and the use of backup routes. Such routes do not
share a network element with the main working path. However, enhancing the cyber resilience of an
infocommunication network via resource reservation always has a detrimental effect on the overall
Quality of Service (QoS) level [9-10]. Consequently, strengthening the cyber resilience of an
infocommunication network by reserving network resources inevitably reduces overall QoS. This is
especially true when the network's resources, notably bandwidth, are insufficient to perform a
particular protective system that may cause network overload.

Thus, to avoid network congestion induced by applying cyber resilience principles, two things
must be ensured during Fast ReRouting [11, 12]. Firstly, the balanced use of available network
resources on the Traffic Engineering principles should be implemented. Secondly, priorities of
limiting (policing) traffic at the network edge may be applied.

Therefore, the pertinent scientific and practical task is developing of novel approaches for
ensuring the cyber resilience of communication networks following the requirements for network
resilience, security, and QoS when using traffic management technologies such as Traffic
Engineering and Traffic Policing in conjunction with the means of Fast ReRouting in the event of a
network element failure.

In modeling the cyber resilience strategy based on Traffic Engineering Fast ReRoute, the
network structure is represented by a graph. The nodes of the graph are network routers, and the
communication links connecting these routers are edges. The presented approach is based on a
mathematical model that incorporates conditions for multipath routing, updated flow conservation
conditions that account for network edge Traffic Policing, and link, node, and network bandwidth
protection (reservation) conditions. The advantage of the suggested method is that it recasts the
Traffic Engineering Fast ReRoute under the Traffic Policing (TE-FRR-TP) task as an optimization
problem. The optimality criterion is defined as the minimum of a linear function that sums the use of
dynamically managed upper bound of network links utilization under the Traffic Engineering
requirements. The linearity of the formulated optimization problem is intended to reduce the
computational complexity associated with calculating the routing variables that determine the
primary and backup paths.

The work proposes a cyber resilience approach based on Traffic Engineering Fast ReRoute
with policing. The study's results on various numerical network topologies supported the proposed
cyber resilience approach's efficacy and suitability. It is worth noting that providing cyber resilience
necessitates the involvement of extra network resources, both topological (links, nodes) and
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functional (bandwidth of network elements). Thus, the innovation and primary benefits of the
proposed approach are as follows. First, it is advocated to coordinate the effective (balanced) usage
of network resources according to the TE-FRR principles to avoid network overload while ensuring
cyber resilience. Second, it is proposed to implement Traffic Policing at the network edge, both in
primary and backup routes, prioritizing the flows into account. The developed model is a continuation
and improvement of previously known approaches to load balancing during Fast ReRouting [12] and
traffic policing [13].

Keywords: Cyber Resilience, Traffic Engineering, Fast ReRoute, Traffic Policing,

Bandwidth Protection.
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